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Introduction

1. Introduction

In these days of global networking and the massive security risks it incurs, virus protection is no

longer just for IT specialists. It has to be considered within the context of a comprehensive, company-
wide risk management strategy at the highest level of management. Computer network downtime
caused by malware strikes a company where it is most vulnerable. The result: downtime for business-
critical systems, loss of data, and loss of important communication channels. Computer viruses can
cause damage to a company that it can never recover from!

GIATA provides high-end virus protection for your entire network. For many years, GBATA solutions'
leading security capabilities have been awarded excellent scores in numerous tests. GB®IATA business
software is based on central configuration and administration plus as much automation as possible.
All clients, whether workstations, notebooks or file servers, are controlled centrally. Client processes
run invisibly in the background and automatic Internet updates enable extremely fast reaction times
in the event of a serious virus attack. Central control via G®WATA ManagementServer facilitates
installation, configuration, updates, remote control, and automation for the entire network. This
reduces system administration workload and saves time and money.

We wish you successful, secure work with your GBATA business software.

Your GBATA Team

1.1. Documentation

GIATA business software documentation is available as a context-sensitive software help file, which
can be opened at any time by pressing F1. Additionally, you can download a comprehensive manualin
PDF format by visiting the GBDATA Support website.

1.2. Support

Installation and use of GDATA software is easy and self-explanatory. However, if you encounter a
problem, just get in touch with our competent support staff:

e USA:www.gdata-software.com
¢ United Kingdom: www.gdatasoftware.co.uk
e International: www.gdatasoftware.com

Before contacting Support, please check the configuration of your computer and network. The
following information is important:

e Theversion number of GATA Administrator, which can be found in the help menu.

e Theserial number or the Internet Update user name. The serial number can be found in the order
confirmation. When in doubt, contact your reseller or distributor.

e Theexact version number of the operating system (client/server).

¢ Additional hardware and software components (client/server).

e Any errors that may have occurred (error messages, including error codes) in their exact
wording.

By providing these details, contact with our Support staff will be easier, quicker and more successful.
If possible, please make sure that you can readily access a PC on which G®ATA Administrator is
available.


http://www.gdata-software.com
http://www.gdatasoftware.co.uk/
http://www.gdatasoftware.com
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1.3. GBDATA Security Labs

If you discover a new virus or an unknown phenomenon, always send us the file via the Quarantine
function, which can be found in GRATA Administrator under Security events. Right clickon any
reported file and choose Quarantine: Send to GEDATA Security Labs. We will, of course, treat the
data you have sent us with the utmost confidentiality and discretion.

1.4. G DATA business solutions

This manual describes the functionality of all available GBATA business modules. In case you would
like to use a module that is not included in your software solution, visit our website to obtain
information about software upgrades.
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2. Installation

Start Windows and insert the GBATA installation medium. An installation window will open
automatically, which allows you to select which of the GRATA software components you want to
install. If you obtained a download version of the software, extract all files and launch Setup.exe. To
help install the software on other machines, the extracted files can be burned to a DVD or copied to a
USB stick. Close all other programs before you start installing the GBATA software to avoid problems
with files that need to be accessed by the GRATA setup wizard. The following components can be
installed:

G G DATA SETUP

]| G DATA Management Server m GDATA Administrator
2
G DATA Security Client q; G DATA Boot Medium Wizard
||
" G DATA Web Administrator " G DATA Mobile Administrator
3 g
" G DATA MailSecurity For Exchange
(]

Management Server supervises and controls all workstation, notebook and file server dients, providing them with virus signature updates.
The installation indudes G DATA Administrator.

Exit

G DATA | SIMPLY SECURE

e GHATA ManagementServer: Install this component first. GRRATA ManagementServer will be
used to manage all GWATA-related settings and updates. GDATA ManagementServer lies at the
core of the GBATA architecture: it administers the clients, automatically requests the latest
software and virus signature updates from the G®ATA update servers and controls the virus
protection within the network. When installing GRRATA ManagementServer, GRATA
Administrator is automatically installed on the same machine.

e GIATAAdministrator: GRATA Administrator is the administration software for GRATA
ManagementServer and enables management of settings and updates for all GATA clients on
the network. GBATA Administrator is password-protected and can be installed on and launched
from any Windows computer that has a network connection with GRRATA ManagementServer.

e GMATA Security Client: The client software provides virus protection for the clients and runs
the GIDATA ManagementServer jobs allocated to it in the background. Installing the client
software is generally carried out through GBATA Administrator for all clients.

e GHATA Boot Medium Wizard: You can use G®ATA Boot Medium Wizard to create a bootable
CD, DVD or USB stick for basic scanning of your computer. This scan takes place before the
operating system is launched and uses up-to-date virus signatures.

e GHDATA WebAdministrator: GRATA WebAdministrator is the web-based administration
software for GATA ManagementServer. It can be used to create and edit settings for GRDATA
ManagementServer through a web interface.

e GHATA MobileAdministrator: GATA MobileAdministrator is a web-based control panel for
GIBATA ManagementServer that is optimized for mobile devices. It can be launched from any
mobile browser and offers access to the most important and frequently used functions of GRATA
Administrator.
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e GHDATA MailSecurity for Exchange: GBATA MailSecurity for Exchange centrally secures all
Exchange-based email traffic. It is available as an optional module.

e GHMATA MailSecurity MailGateway: GBATA MailSecurity MailGateway centrally secures all
SMTP-and POP3-based email traffic. It is available as an optional module and can be installed
from its own installation medium.

2.1. Getting started

In the event of an acute virus threat, first run a boot scan on the affected computers, before you
proceed with the steps below.

1. Install GBDATA ManagementServer on your server. To guarantee optimal protection, the
computer should always be accessible (switched on) and able to automatically download virus
signaturesvia an Internet connection. To install GWATA ManagementServer, a server operating
system is not required (see System Requirements). While installing GRATA
ManagementServer, the wizard also installs its administration component GBDATA
Administrator.

2. Complete the onlineregistration. Without online registration, no software or virus signature
updates can be performed.

3. When GBATA Administrator is first started on the server, the Server Setup Wizard is run. It can
be used to install GADATA Security Client remotely on the desired clients in your network. All
settings that are configured by the Server Setup Wizard can also be changed later.

If problems arise with the remote installation of the clients, the client software can also be
installed using Active Directory synchronization, or locally with the aid of the GEDATA
installation medium or a client install package. To ensure that the server is protected
against virus attacks, installation of GBATA Security Client is also recommended for the
server.

4. After setup andinstallation of the client software has taken place on the connected machines,
virus protection and GBATA client and server updates can be centrally managed. GRATA
Administrator provides, among other things, options for real-time protection through the
GIBATA monitor and the option to define scan jobs that regularly inspect the network for virus
attacks.

If it becomes necessary to resolve a settings problem on a client on site, GBDATA Administrator
can beinstalled on every client within the network. You useit to log in to GBATA
ManagementServer from any client. If it becomes necessary to resolve a critical situation from
outside your network, GBATA WebAdministrator can be used with every desktop web browser.
With GB®ATA MobileAdministrator you can even configure the software on the road using a
mobile web browser.

2.1.1. System requirements

The following minimum system requirements apply to the GBATA range of solutions:

GBATA ManagementServer

e Operating system: Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, Windows
Server 2016, Windows Server 2012 R2, Windows Server 2012, Windows Server 2008 R2, Windows
Server 2008, or Windows Server 2003

e RAM:1GB
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GBATA Administrator/GBATA WebAdministrator/GIRATA MailSecurity Administrator
e Operating system: Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, Windows XP
SP3(32-bits), Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, Windows
Server 2008 R2, Windows Server 2008, or Windows Server 2003
GIOATA MobileAdministrator

e Operating system: Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Server 2016,
Windows Server 2012 R2, Windows Server 2012, or Windows Server 2008 R2

GBATA Security Client

e Operating system: Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista SP1,
Windows XP SP3 (32-bits), Windows Server 2016, Windows Server 2012 R2, Windows Server 2012,
Windows Server 2008 R2, Windows Server 2008, or Windows Server 2003

e RAM:1GB

GIBATA Security Client for Linux

e Operating system: 32- and 64-bits editions of Debian 7,8 and 9, OpenSUSE Leap 42.1 (64-bits) and
Leap 42.2 (64-bits), Suse Linux Enterprise Server 11 SP4 and 12 (64-bits), Red Hat Enterprise Linux
5.11,6.6 and 7.0 (64-bits), Ubuntu 14.04.1 LTS and 16.04, CentOS 5.11, 6.6 and 7.0 (64-bits), Fedora 24
and 25

GIATA Security Client for Mac

e Operating system: Mac OS X 10.7 or higher

GIBATA Mobile Device Management for Android
e Operating system: Android 4.0 or higher

GIBATA Mobile Device Management for iOS
e Operating system:iOS 7.0 or higher

GBATA MailSecurity MailGateway

e Operating system: Windows 10, Windows 8.1, Windows 8, Windows 7, Windows Vista, Windows XP
SP3 (32-bits), Windows Server 2016, Windows Server 2012 R2, Windows Server 2012, Windows
Server 2008 R2, Windows Server 2008, or Windows Server 2003

e RAM:1GB

GBATA MailSecurity for Exchange (64-bits Exchange plugin)

e Mail server: Microsoft Exchange Server 2016, Microsoft Exchange Server 2013, Microsoft
Exchange Server 2010, or Microsoft Exchange Server 2007 SP1

GIATA solutions use the TCP/IP protocol for communication between clients and servers.

When using GRATA ManagementServer/GRATA MailSecurity MailGateway with a local SQL database
or other demanding applications on the same computer, the following recommended system
requirements apply:

e RAM:4GB

e CPU: multicore
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2.1.2. Firewall configuration

If you are using a network-level or software firewall, you may need to make changes to its
configuration. Configure your firewall directly after installing GBATA software to make sure that all
functions are available.

2.1.2.1. Ports

GIATA solutions use several TCP ports for secure communication within the network. Make sure your
firewall configuration allows traffic through the following ports:
Main/secondary ManagementServer

e Port80(TCP)

e Port443(TCP)

e Port 7161 (TCP)

e Port7182(TCP)

e Port7183(TCP)

Subnet servers
e Port80(TCP)
e Port443(TCP)
e Port 7161 (TCP)

Clients
e Port 7169 (TCP)

MailSecurity MailGateway server
e Port7182(TCP)

MailSecurity Exchange plugin
e Port7171(TCP)
e Port 7185...7195 (TCP)

The port numbers have been chosen to minimise impact on existing software. However, if there
happens to be a port conflict, you can change the port assignments for GRRATA ManagementServer.
Firstly, open Services Control Manager (Start, Run, services.msq with administrative privileges and
stop the GDATA ManagementServer background service. Navigate to the installation folder of GRATA
ManagementServer (typically C:\Program Files\G Data\GB®ATA AntiVirus ManagementServer) and
open the file Config.xmlin a text editor like Notepad. Look for the following settings and change the
port number where necessary:

e AdminPort: Enter any port number. The default value is 0 (which sets the port to the standard
number of 7182).

e ClientHttpsPort: The default value is 0 (which sets the port to the standard number of 443). The
ClientHttpsPort value should not be altered, as Android clients do not accept an alternative port.

e ClientHttpPort: Enter any port number. The default value is 0 (which sets the port to the
standard number of 80).

When changing the value for ClientHttpPort or ClientHttpsPort, you have to reinitialise the HTTPS

8
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security configuration for the port. Open a command prompt with administrative privileges and run
C:\Program Files\G Data\GBATA AntiVirus ManagementServer\gdmmsconfig.exe /installcert.

After changing the ports, restart the G®IATA ManagementServer service. Note that, after changing
the value for AdminPort, you will always have to specify the port when logging on to GRATA
Administrator, in the following format: servername:port.

2.1.2.2. URLs

When using the PatchManager module, GATA ManagementServer needs to be able to download
configuration files and patches. If you are using a firewall, traffic between G®ATA ManagementServer
and the following URLs always needs to be allowed:

e gdata.cdn.heatsoftware.com

Depending on the software for which patches will be deployed, traffic between GBATA
ManagementServer and the following URLs also needs to be allowed:

e 7-Zip: http://downloads.sourceforge.net

e Adobe: ardownload.adobe.com, armdl.adobe.com, download.adobe.com, swupdl.adobe.com,
www.adobe.com

e Microsoft: go.microsoft.com, download.windowsupdate.com,
www.download.windowsupdate.com, download.skype.com, download.microsoft.com

e Motzilla: http://ftp.mozilla.org
e UltraVNC: http://supporti.uvnc.com
e VideolLAN: http://download.videolan.org

2.1.3. G DATA boot medium

Viruses that have embedded themselves on a computer may prevent GRATA software from being
installed. The GBATA boot medium will help you fight these threats by scanning your computer before
the operating system is loaded.

1. Using theinstallation medium: Insert the GBATA installation medium. In the start window
that opens, click Exit and turn off the computer.
Using a GEDATA boot medium you have created yourself: To create your own GOATA boot
CD, DVD or USB stick, you must first install GBDATA Boot Medium Wizard. The wizard must be
run on a system on which GBATA Security Client with up-to-date signatures has been installed.
After installing GBATA Boot Medium Wizard, follow its on-screen instructions to create a GRATA
boot medium.

2. Restart the computer. The GBATA boot medium's start menu will appear.

3. Usethearrow keys to choose the appropriate language, confirm your choice with Enter, and
then choose GADATA AntiVirus. A Linux operating system starts and the GBATA AntiVirus boot
medium interface appears.

If you are having problems with the program interface display, restart your computer and
choose the GBDATA AntiVirus - alternative option.

4. If you have created a GBATA boot medium yourself, the virus signatures are the latest ones that
the GBDATA Security Client had available at the time the boot medium was created. If the virus
signatures are outdated, the program will suggest updating them. Click Yes and perform the
update. Make sure to enter your registration number or, if you have already registered your
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GIBATA solution, your access credentials.

5. You will now see the program interface. Click Computer to check your computer for viruses and
malware. Depending on the type of computer and size of the hard drive, the scan can take an
hour or more.

G DATA - AntiVirus

AntiVirus W Network = i Info

_ . Stats
0 L J Date of Virus Signatures: ‘Wednesday, 17 February 2016
4 -
X & Time of last check:

Not yet checked.

G virus check || Eloptions | & Update | @ Quarantine | ¥] Report |

Progress

Checked: none Start time: —tie- )
Infected: - Duration: —i—i—

Suspicious: - Remaining time:

File State Action Virus Path ‘ Virus check:

L Computer

. Eiles and folders

& System areas

G DATA Antivirus ready. l

Thursday, 18 February 2016 15:09:45 UTC G DATA | SIMPLY SECURE

6. If the GMATA software finds any viruses, use the option provided in the program to remove them.
Once the virus has been removed successfully, the original file will be restored.

7. After completion of the virus check, click the Close button (top right of the Linux program
interface) then select Exit > Shutdown.

8. Remove the GBDATA boot medium from the drive or USB port.

9. Restart your computer. It will boot your default operating system. The GBATA software can now
beinstalled on a virus-free system.

2.1.3.1. GBATA Boot Medium Wizard

To create your own GBDATA boot medium, you first have to install GRWATA Boot Medium Wizard. This
must be on a system on which a GBATA Security Client with up-to-date signatures has been installed.
Insert the GBATA installation medium and select GEDATA Boot Medium Wizard.
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q' Boot Medium Wizard

Welcome!

Boot Medium Wizard helps you create a bootable CD or DVD. Bootable USE
sticks can also be created.

This medium runs automatically on system start-up and checks your
computer for malware without starting your operating system.

You can find details on using the boot medium in the instructions.

After finishing the installation, navigate to Start > (All) Programs > GEDATA > GBDATA BOOT
MEDIUM and click GEData BootMediumWizard. The wizard will lead you through the process of
creating the GBDATA boot medium. It will offer to burn the boot medium directly to the selected CD or
DVD burner, to saveit toa USB stick or to saveit asan ISOimage. The ISO file can then be burned
using external software, or distributed to network machines digitally.

2.1.3.2. Configure BIOS boot options

If your system will not boot from CD/DVD or USB stick, you will need to enable this option in the BIOS,
the motherboard firmware that is launched before your operating system. To make these changes,
proceed as follows:

1. Shut down your computer and power off.

2. Start your computer. Usually you reach the BIOS setup by pressing the DEL key while the
computer is booting up (sometimes the F2 or F10 key will work as well). The computer
manufacturer's documentation will provide more information on this.

3. You can check your motherboard manufacturer's documentation for information on how to
change settings in your BIOS setup. The result should be the boot sequence USB, CD/DVD-ROM,
C:, meaning that the USB port becomes the first boot device, the CD/DVD-ROM drive becomes

the second and the hard disk partition with your Windows operating system on it becomes the
third.

4. Savethechangesand restart your computer. Your computer is now ready for a boot scan.

2.2. Installing G®ATA ManagementServer

Insert the GBATA installation medium and select GBDATA ManagementServer. Ensure that you have
closed all open applications, as they may cause conflicts during installation. Select your language
and click Installation to start the installation wizard. Read the license agreement for the use of this
software. Select | accept the termsin the license agreement and then click Next if you accept the
agreement in this form.

The server type selection lets you choose between the following server types:

e Mainserver: During aninitialinstallation, GWATA ManagementServer must always be installed
as the main server (main MMS). The main server represents the central configuration and
administration entity of GATA's network architecture. GRRATA ManagementServer provides the
infrastructure for network clients to be protected with the latest virus signatures and program
updates. In addition, all client configuration is managed centrally by GDATA
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ManagementServer.

Secondary server: When using a standalone SQL database instance, it is possible to run a
second server (secondary MMS), which uses the same database as the main server. If the main
server is unavailable for more than one hour, clients connect automatically to the secondary
server and load signature updates from it. They switch back to the main server as soon asitis
available again. Both servers load signature updates independently from one another to provide
a safeguard against failure.

Subnet server: For large networks (e.g. company headquarters with connected branch offices)
it can be sensible to operate aninstallation of GATA ManagementServer as a subnet server.
Subnet servers help to reduce the network traffic load between clients and the main MMS. They
can be used to manage a subset of clients allocated to them. The subnet servers remain fully
functional, even if the main or secondary server is inaccessible. However, they do not load any
virus signature updates autonomously. Enter the server name of the main server under Main
server name.

An alternative to installing a subnet server is using peer to peer update distribution. By

enabling this option, server-client network traffic during updates is greatly reduced. For some
networks this can eliminate the need for using a subnet server.

After selecting the server type, decide which database server GRRATA ManagementServer should use:

Install Microsoft SQL Server 2014 Express: Choose the SQL Server Express installation if you
are newly installing G®ATA ManagementServer for a network with less than 1000 clients.
Microsoft SQL Server 2014 Express does not support Windows Vista and Windows Server
2008/2003. On those systems, manually install Microsoft SQL Server 2008 R2 Express before
installing ManagementServer or use a database instance on another machine and then select
the option Use existing database instance. More information can be found in the Reference
Guide.

Use existing database instance: For larger networks, it is recommended to use an existing
Microsoft SQL Server instance. If you are reinstalling G®ATA ManagementServer on a server that
already has a SQL Server Express installation and a GBATA ManagementServer database,
choose the option to use an existing instance. After the installation, you will be able to configure
the connection to SQL Server (Express).

Theinstallation is automatically started after confirming the eventual installation of Microsoft SQL
Server 2014 Express and/or other prerequisites. After the installation is finished, the GRATA solution
should be activated. This enables immediate update downloads upon finishing the installation:

Enter a new registration number: If you are installing GRATA software for the first time,
select this option and enter the solution's registration number. You can find the registration
number on the order confirmation. In case of doubt contact your GRATA reseller or distributor.
Upon entering the registration number, your solution is activated. The access data generated
(user name and password) are displayed immediately following successful registration. Be sure
tomake a note of your user name and password and save them somewhere! Following
successful registration, it is no longer necessary to re-enter the license key.

If you have problems entering your registration number, verify that you have entered it
correctly. A capital "I" (for India) is often misread as the number "1" or the letter "[" (for Lima).
The same appliesto "B" and "8","G"and "6","Z" and "2".

Enter access data: If the GBATA software has already been installed before, you will have
received access data (user name and password). To reinstall the GBATA software, enter the
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access data here.

e Activate later: If you just want to look over the software first or if the access data are
temporarily unavailable, the installation can take place without entering the data. However, if
you do so, no Internet updates will be downloaded. The GBATA software can only effectively
protect your computer if it is completely up-to-date. Using the software without activating it
will protect you insufficiently. You can enter your registration number or access data
subsequently at any time. See also the notes on subsequent activation of the GEDATA
software in the FAQ section.

Please note: if the software has been installed without being activated, only the GRATA
Antivirus Business components are available, even if you have purchased GBATA Client
Security Business, GBATA Endpoint Protection Business, or any additional modules. The
additional components are activated and available as soon as you register the software.

If you chose to use an existing database instance, you can perform the database configuration after
the installation has finished. More information about database configuration can be found in the
Reference Guide.

Following the installation of GRRATA ManagementServer, the GBATA software is operational and
ready to be configured. A server reboot may be required. GWATA ManagementServer will
automatically be started every time the system is booted up.

To administer GBDATA ManagementServer, go to Start > (All) Programs > GEDATA Administrator
and select the GBDATA Administrator option. This will start the administration tool for GBATA
ManagementServer.

2.3. Installing G DATA Administrator

When installing GIDATA ManagementServer, GBATA Administrator will also be automatically
installed. Subsequent installation of the Administrator software on the server is not required.
However, GBATA Administrator canstill be installed on any client computer. In this way, the GRDATA
ManagementServer can also be serviced from any PC in the network.

To install GRWATA Administrator on a client computer, insert the GBATA installation medium and
select GBDATA Administrator.

Ensure that you have closed all open applications, as they may cause conflicts during the installation.
Follow the installation steps with help of the installation wizard. After the installation, the entry
GEDATA Administrator is available under Start > (All) Programs > GEDATA > GEDATA
Administrator.

2.4. Installing G®ATA WebAdministrator

To install GRRATA WebAdministrator, insert the GRATA installation medium and select GEDATA
WebAdministrator.

Theinstallation of GRRATA WebAdministrator is fairly straightforward. After accepting the license
agreement, select a folder to install WebAdministrator to. It should be installed to the web server's
HTTP folder (typically \inetpub\wwwroot).

During and after the installation, some extra software may need to be installed. WebAdministrator
depends on the following prerequisites:

e Microsoft Internet Information Services (11S): As WebAdministrator is a web-based product,
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the server on which it will be installed should also be running a web server. WebAdministrator
supports Microsoft Internet Information Services (IIS). Ensure you are running IIS before
attempting to install WebAdministrator. For more information about installing IIS, see the
Reference Guide.

1S 6 Metabase Compatibility: Before you install WebAdministrator, make sure that IIS 6
Metabase Compatibility is enabled on the IIS server. If it is not enabled, WebAdministrator
cannot be installed. Under Windows 7, navigate to Start > Control Panel > Programs and
Features >Turn Windows features on or off. Under Internet Information Services (lIS) >
Web Management Tools > IS 6 Management Compatibility, make sure lIS Metabase and
IIS 6 configuration compatibility is selected. When using a Microsoft Server operating system,
you will find a similar option on the Roles tab of Server Manager. Navigate to Web Server (lIS)
>Role Services and make sure IS 6 Metabase Compatibility is installed.

Microsoft .NET Framework: WebAdministrator depends on the Microsoft .NET Framework. If
the server does not yet have Microsoft .NET Framework installed, the installation wizard will
prompt you to install it. After the installation, a reboot is required.

Microsoft Silverlight: Running WebAdministrator requires the Silverlight browser plugin. If it
has not been installed beforehand, the first time WebAdministrator is run you will be notified and
offered a download link.

After the installation has finished, you will find an icon on your desktop to start GEDATA
WebAdministrator. The installer will also provide you with a link to access WebAdministrator
through your browser.

Using WebAdministrator over the Internet without using a secure connection represents a potential
security risk. For optimal security, enable an SSL Server Certificatein lIS.

2.5. Installing GB®ATA MobileAdministrator

To install G®ATA MobileAdministrator, insert the GBATA installation medium and select GEDATA
MobileAdministrator.

Theinstallation of GATA MobileAdministrator is fairly straightforward, like its WebAdministrator
counterpart. After accepting the license agreement, select a folder to install MobileAdministrator to.
It should be installed to the web server's HTTP folder (such as \inetpub\wwwroot).

During theinstallation, some extra software may need to be installed. MobileAdministrator depends
on the following prerequisites:

Microsoft Internet Information Services (lIS): As MobileAdministrator is a web-based
product, the server on which it will be installed should also be running a web server.
MobileAdministrator supports Microsoft Internet Information Services (lIS). Ensure you are
running lIS before attempting to install MobileAdministrator. For more information about
installing IIS, see the Reference Guide.

Microsoft .NET Framework: MobileAdministrator depends on the Microsoft .NET Framework. If
the server does not yet have Microsoft .NET Framework installed, the installation wizard will
prompt you toinstallit. After the installation, a reboot is required.

After the installation has finished, the installer will provide you with a link to access
MobileAdministrator through your mobile browser.

Using MobileAdministrator over the Internet without using a secure connection represents a potential

14
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security risk. For optimal security, enable an SSL Server CertificateinIIS.

2.6. Installing GBATA Security Client

GIATA Security Client protects and manages Windows network clients and should be installed on
each Windows machine. Depending on the deployment scenario, you can choose a remote
installation (via GBATA Administrator) or a local installation (using the GBATA installation
medium or a client install package). Additionally, it is recommended that you install GRDATA Security
Client on your server.

When installing GBDATA Security Client on a server, make sure that it does not interfere with
existing server workflows. For example, for database and e-mail servers, monitor and scan job
exceptions should be defined for some files and folders. Consult the Reference Guide for more
information.

2.6.1. Remoteinstallation

The most convenient way to install clients is to initiate a remote installation through GDATA
Administrator. The Server setup wizard and the Clients module allow you to automatically install
GEATA Security Client to all machines.

In addition to the required port configuration, remote installations have the following prerequisites:

e Auseraccount with administrative permissions on the client must be entered. The account does
not necessarily need to have a password. In that case, however, the target machine must be
explicitly configured to allow network logons for accounts without a password. More
information can be found in the Reference Guide. To remotely install a subnet server, an account
password must be set: an empty password field is not permitted.

e Service Control Manager on the client must be remotely accessible using the specified user
account.

e The specified user account must have write permissions for at least one network share on the
client, such as C$, Admin$ or a custom share. Access can be enabled by opening the Network
and Sharing center and enabling File and Printer Sharing under Advanced sharing
settings (Windows Vista and newer). On Windows XP, enable File and Printer Sharing on the
Exceptions tab of Windows Firewall.

e When theclientis notina domain, additional settings must be configured:

o Simple File Sharing (Windows XP) or the Use Sharing Wizard option (Windows Vista/
Windows Server 2008 or newer) must be disabled. It is enabled by default in all Windows
installations and can be disabled by opening any folder in Windows Explorer, clicking
Organize >Folder and search options >View, and unchecking the respective option.

o When theclientis using Windows Vista or newer: Open Registry Editor on the client and
navigate to the key HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Policies\System. Add a DWORD value named LocalAccountTokenFilterPolicywith value 1.

L} Install G Data Security Client

Enter a user account on the server with access rights on the clients.

User name:  Administrator
Password:  esssssss

Domain: DOMAIN

K | | Cancel
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Using the Server setup wizard, which is automatically run the first time you start GRATA
Administrator, you get an overview of all enabled computers in the network. You can also manually
add and enable computers by name. Alternatively, the Clients module allows you to install GRDATA
Security Client by selecting one or more machines in the client list, right-clicking on them and
choosing Install GBDATA Security Client. After selecting the machines, both procedures carry on
similarly. An input window appears in which you should enter the User name, Password and Domain
with access rights on the clients. After selecting a display language for the client, the Installation
overview window is automatically opened. In most cases, the client will need to be rebooted in order
to complete theinstallation: the installation procedure will add a report to the Security events
module if a reboot is required.

When using Active Directory integration, you can choose to automatically attempt to install
GIBATA Security Client on newly added computers. The same prerequisites apply.

Remote installation can be completed in two ways. If the clients meet the necessary prerequisites, the
files are copied directly and entries are made in the registry. If the server can only access the hard
drive and not the registry, or if other system prerequisites are not met, the entire setup program is
copied to the client and started automatically at the next computer reboot.

2.6.2. Local installation

If aremote installation is not possible, you can install GATA Security Client directly on the clients.
You can use the GBATA installation medium to manually install the client software, or create a client
installation package that can runin the background (which makes it ideal for distribution through
logon scripts).

2.6.2.1. G DATA installation medium
Insert the GWATA installation medium and select GEDATA Security Client.

During installation, enter the server name or the IP address of the server on which GBDATA
ManagementServer is installed. The server name s required so that the client can communicate with
the server over the network. Optionally, a group name can be entered. Once it connects to the
ManagementServer, the client will be added to the corresponding group. See Installation package
for more information about the rules for entering group names.

In order to prevent unauthorized access to the ManagementServer, clients that are deployed through
a localinstallation need to be authorized in GRATA Administrator under Clients >Overview before
they are fully served.

2.6.2.2. Installation package

The packageis a single executable file (GDClientPck.exe), which can be used to install GATA Security
Client. Theinstallation package can be used to install the client to all computers in a domain via a
login script, or to install locally, and it always contains the current client version available on the
server.

To create aninstallation package, start GRRATA Administrator. In the menu Organization, click the
option Create installation package for Windows clients. You will be prompted for the following
information:

e ManagementServer: The ManagementServer with which the clients should register.

e Language: Theinstallation language.
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e Group: The group to which the client will be added after the installation.

Use aslash"/" to separate group names in a hierarchy. Special characters in group names
must be marked: Every quotation markin group names must be duplicated. If a group name
containsa"/", the group name must be enclosed in quotation marks.

e Limitvalidity: Limit the validity of the installation package. If the package is installed after this
period of time, it is considered unauthorized and needs to be manually authorized in GRATA
Administrator under Clients > Overview.

Click OK and select a storage location. GATA Administrator will create the installation package in
the background. It can then be copied to the target computer and should be launched there with
administrator rights in order to install GRDATA Security Client. If the installation should be carried out
without user interaction, start the installation package with the parameter/
@_QuietInstallation="true": GDClientPck.exe /@_QuietInstallation="true".

2.7. Installing GBATA Security Client for Linux

Like their Windows counterparts, Linux clients are managed by GATA ManagementServer, allowing
configuration via GBATA Administrator as well as automated virus signature update distribution. The
basic client installation contains functionality for on-demand virus scans. Optionally, additional
security modules for Linux servers can be installed.

Theinstallation methods are similar to those of Windows clients: a remote installation via GRATA
Administrator or a local installation using aninstallation script.

2.7.1. Remoteinstallation

The most convenient way to install GRATA Security Client for Linux is to initiate a remote installation
through GBOATA Administrator. The prerequisites are as follows:

e TheLinux machine must have an SSH server installed and running.

e Theuseraccount thatisused to install the client must be able to log in to the SSH server using a
password.

e DNSnameresolution for the ManagementServer and the client must be available.

L} Install G Data Security Client for Linux/Mac

Client type

Client for Linux
Plugins

[] samba

[ squid

[] Sendmail /Postfix

Access data

Computer name:
AD_NOTEBOOKO1

User name:
Username

Password:

| OK | | Cancel |

Theinstallationis carried out as follows:

1. IntheClients module, select a Linux client, open the Clients menu and select the command
Install GBDATA Security Client for Linux/Mac.
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2. Select the Client type (Client for Linux).

3. Optionally, select one or more Plugins (Samba, Squid oder Sendmail/Postfix). The
prerequisites are described in the respective chapters.

4. Enter a User name and Password. The account must have root permissions.
5. Clickthe OKbutton. Installation progress will be shown in the Installation overview window.

2.7.2. Local installation

If a remote installation is not possible, you can install GRATA Security Client for Linux locally.

1. Start GATA Administrator, select the Clients panel and choose the option Create installation
script for Linux/Mac clients from the Organization menu.

2. Afteryou choose a storage location, the script will be created in the background.

3. Copytheinstallation script to the client, then add the permission to execute the script
(command-line: chmod +xinstall-client.sh).

4. Opena Terminal window and elevate the user status by typing suand entering the root
password. Alternatively, execute the command from step 5 using sudo.

5. Navigateto thefolder to which you copied the file and executeit: ./install-client.sh -t
<product[,product]> The product parameter should be one or more of the following values:

ALL: G®ATA Security Client for Linux and all additional modules
WS: GBATA Security Client for Linux

SMB: Samba module

AMAVIS: Sendmail/Postfix module

o WEB: Squid module

6. Inorderto prevent unauthorized access to the ManagementServer, clients that are deployed
through a local installation need to be authorized in GRATA Administrator under Clients >
Overview before they are fully served.

o O O O

2.7.3. Additional modules

GIATA Security Client for Linux contains additional modules that provide security to multiple Linux
components. If you select additional modules during the remote or local installation, the modules are
automatically installed. However, some modules need additional configuration before or after the
installation.

2.7.3.1. Samba

After installing GBATA Security Client for Linux, Samba security can be enabled by adding the line vfs
objects = gdvfsto the Samba configuration file (typically /etc/samba/smb.conf). To protect all shares,
add it tothesection [global]. If the line is in another section, the protection only applies to the
corresponding share. After saving the configuration file, restart the Samba service.

2.7.3.2. Linux Mail Security Gateway
The Linux Mail Security Gateway module is available as an optional module.
The Linux Mail Security Gateway (Sendmail/Postfix) module has been developed as a plugin for the

Amavis framework. Linux Mail Security Gateway requires Amavis 2.8.0 or higher and altermime. If
Amavis is not available on the system, it will be automatically installed while installing the Linux Mail
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Security Gateway module. The following configuration steps are required:

1. TheLinux Mail Security Gateway module requires an operational Sendmail/Postfix mail server.

2. Make sure that the mail server forwards email messages to Amavis. More information can be
found in the documentation of Amavis or the relevant mail server.

3. Make surethat spam and virus checks have been enabled in the Amavis configuration. More
information can be found in the Amavis documentation.

4. Editthe configuration file /etc/gdata/amavis/mms.cfg and make sure that the mail server (sub)
domain name has been entered under localDomains(e.g. mail.domain.com).

Using an existing Amavis installation is not recommended, because that requires a large number of
changes to configuration files directly after installing the Linux Mail Security Gateway module.

Once configured, the Linux Mail Security Gateway module will automatically check email traffic and
report viruses to GBATA ManagementServer. Its settings can be managed through GRATA
Administrator in the Sendmail/Postfix module.

Warning: When using an Amavis version older than 2.10.0, not all functions of the Linux Mail
Security Gateway module are available. Update Amavis to version 2.10.0 or higher before
deploying the Linux Mail Security Gateway module to ensure full functionality.

2.7.3.3. Linux Web Security Gateway

The Linux Web Security Gateway module is available as an optional module.

If you select the Linux Web Security Gateway (Squid) module, the installation of GBATA Security Client
for Linux automatically installs and configures Squid itself. If Squid is already present on the system,
the existing version will be uninstalled beforehand.

After the installation, the host name or IP address of the Squid server should be configured as proxy
server on all systems for which traffic should be filtered by Squid (port 3128). To enable HTTPS traffic
scans, additionally configure an HTTPS proxy with the Squid host name or IP address and port 6789.
The required certificates are located in the /etc/gdata/ssl folder on the Squid server and should be
imported on all clients. If you are using your own SSL certificates, they must be saved on the server in
the folder /etc/gdata/ssl.

Warning: The Squid server installation will use the package that is available in the respective
distribution's repository. If that Squid version is older than 3.3.8, HTTPS scans will not be
available.

Once enabled, the Linux Web Security Gateway module will automatically check traffic against a
blacklist and report viruses to GRDATA ManagementServer. Its settings can be managed through
GBATA Administrator in the Squid module.

2.8. Installing G DATA Security Client for Mac

GIATA Security Client for Mac offers centrally managed malware protection and is managed by
GBATA ManagementServer, allowing configuration via GBATA Administrator as well as automated
virus signature update distribution.

Theinstallation methods are similar to those of Windows and Linux clients: a remote installation via
GIDATA Administrator or a local installation using an installation script.
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2.8.1. Remoteinstallation

The most convenient way to install GATA Security Client for Mac is to initiate a remote installation
through GBATA Administrator. The requirements and the installation procedure are almost
identical to the procedure for Linux:

1.

In the Clients module, select a Mac client, open the Clients menu and select the command
Install GADATA Security Client for Linux/Mac.

Under Client type, select Client for Mac.
Enter a User name and Password. The account must have root permissions.
Click the OK button. Installation progress will be shown in the Installation overview window.
L] Install G Data Security Client for Linux/Mac
Client type
Client for Mac
Access data
Computer name:
NOTEBOOKOT
User name:
Username
Password:
| OK | | Cancel

2.8.2. Local installation
If a remote installation is not possible, you can install GBATA Security Client for Mac locally.

1.

Start GBATA Administrator, select the Clients paneland choose the option Create installation
script for Linux/Mac clients from the Organization menu.

After you choose a storage location, the script will be created in the background.
Copy theinstallation script to the client.

Open a Terminal window and elevate the user status by typing suand entering the root
password. Alternatively, execute the command from step 5 using sudo.

Navigate to the folder to which you copied the file and executeit: ./install-client.sh -t WS.

In order to prevent unauthorized access to the ManagementServer, clients that are deployed
through a localinstallation need to be authorized in GATA Administrator under Clients >
Overview before they are fully served.

2.9. Installing GBATA Exchange Mail Security/MailSecurity

MailGateway

The deployment type of GBATA MailSecurity depends on the mail server that is used in the network.
For networks that are using Microsoft Exchange Server 2007 SP1/2010/2013/2016, it can be installed as
a plugin. Exchange Mail Security registers itself with ManagementServer and is administered by
GBATA Administrator. The stand-alone gateway solution MailSecurity MailGateway can be used with
all mail servers. It can be configured using G®ATA MailSecurity Administrator, which will be installed
alongsideit.
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2.9.1. Exchange Mail Security

The installation wizard of Exchange Mail Security adds a plugin to Microsoft Exchange Server 2007
SP1/2010/2013/2016. It should be installed on all Exchange servers that are running the Mailbox or Hub
Transport roles.

To install GATA Exchange Mail Security, insert the GBATA installation medium, select GEDATA
MailSecurity for Exchange and follow the installation wizard. The plugin reports to GBATA
ManagementServer, which must have been installed beforehand. After installing the plugin, log in to
the ManagementServer using GBATA Administrator to configure all protection settings on the
Exchange settings tab.

In order to prevent unauthorized access to the ManagementServer, Exchange clients that are
deployed through a local installation need to be authorized in GRATA Administrator under Clients >
Overview before they are fully served.

2.9.2. MailSecurity MailGateway

MailSecurity MailGateway can be installed on a dedicated server or on the mail server itself. When
installing MailSecurity MailGateway, several configurations are possible, depending on the PC in the
network on which it will be installed. Ideally, it should be located directly behind your network firewall
(if you are using one). That way, the SMTP/POP3 data stream from the Internet will be sent to
MailGateway via the firewall.

To install MailSecurity MailGateway, insert the MailSecurity installation medium and press the Install
button. Under Mail Gateway, select the MailSecurity component and follow the installation wizard.
If you choose to install the components for statistical assessment, GATA MailSecurity
Administrator's Status panel will show a Statistics button. It will allow you to view statistical
information about the mail server and can be configured through Options >Logging.

Whichever deployment is chosen, several options (IP addresses, ports) should be configured directly
after installing MailGateway, on the mail server as well as on the computer where MailGateway was
installed. Example port configurations for various deployment scenarios can be found in the
Reference Guide.

Depending on how your network is set up, MailGateway can use various nodes to check email for
spam and virus infections:

e Ifyoureceive your email directly from an external POP3 server, MailGateway can be configured
to check POP3 email messages for viruses before they are opened by the recipient. This can be
set up under Options >Incoming (POP3).

e Ifyouareusing alocal SMTP server to receive e-mail, MailGateway can check incoming email
even before it reaches the mail server. This can be set up under Options >Incoming (SMTP).

e MailGateway can scan all your outgoing email for virus infections before sending anything to
the recipient. This can be set up under Options >Qutgoing (SMTP).

2.10. Installing G®ATA Internet Security for Android

To make use of GATA's mobile device management capabilities, you can install a specially tailored
business version of GBATA Internet Security on your Android devices. GRATA Administrator offers
installation capabilities for Android clients in the Clients panel. Select the clients and click Send
installation link to mobile clients to send an e-mail containing a download link for the Internet
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Security app.

Open the e-mail message on the mobile device and tap the download link to download the installer
APK file. Note that the option Unknown sources (Allow installation of non-Market apps) needs to
be enabled in order to install APK files. This option is usually found in Android's system menu Settings
>Security > Device Administration. After opening the APK file and confirming its requested
permissions, GIOATA Internet Security for Android will be installed and can be started from the Android
app menu.

Tofinalize theinstallation, remote administration has to be enabled. The e-mail contains a link that
automatically opens GIDATA Internet Security for Android and configures the relevant settings.
Alternatively, enter the data manually. Open the Settings > General menu, tick the checkbox Allow
remote administration and enter the name or IP address of the ManagementServer under Server
address. Under Device name you can enter a name that will be used to identify the device in GRATA
Administrator. Password should contain the password that you entered in GATA Administrator
(whichis also listed in the installation e-mail).

The device will be listed among the other clients in GBRATA Administrator's Clients module and can be
managed from there. If it does not appear automatically, reboot the device to force it to check in with
the GDATA ManagementServer.
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3. GBDATA ManagementServer

GBATA ManagementServer lies at the core of the GBATA architecture: it administers the clients,
automatically requests the latest software and virus signature updates from the GBDATA update
server and controls the virus protection within the network. G®WATA ManagementServer uses the TCP/
IP protocol to communicate with the clients. For clients that are temporarily disconnected from
GIBATA ManagementServer, jobs are automatically accumulated and synchronized when
communication is re-established. GRATA ManagementServer has a central Quarantine folder.
Suspicious files can be encrypted and secured, deleted, disinfected or forwarded to the GRATA
Security Labs if necessary. GBRATA ManagementServer is managed using GEDATA Administrator.

When you exit GATA Administrator, GBATA ManagementServer continues to be activein the
background and manages the processes you have set up for the clients.
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4. GIATA Administrator

GIBATA Administrator is the administration software for GRRATA ManagementServer. It enables
management of all GATA servers and clients in the network. GBATA Administrator is password-
protected and can be installed on and launched from any Windows computer in the network.

After the first start, it is recommended to execute the Server setup wizard to walk through the most
important settings of GBATA Administrator and GBDATA ManagementServer and optimize them for
your network.

4.1. Starting G®ATA Administrator

Start GBATA Administrator by clicking the GEDATA Administrator option in the program group
Start > (All) Programs > GEDATA > GBDATA Administrator. In the following login screen, enter your
login data:

24

Language: Select the display language.

Server: Enter the name of the computer on which GRATA ManagementServer was installed. To
theright, a statusindicator displays whether the ManagementServer is ready. If an error
occurred, clicking the status indicator displays a log file.

Authentication
o Windows authentication: Log in using your Windows administrator credentials.

o Integrated authentication: Log in using GBATA ManagementServer's integrated
authentication system. Integrated authentication accounts can be set up using the function
Manage users.

User name: Enter your Windows administrator user name or your integrated authentication
user name.

Password: Enter your Windows administrator password or your integrated authentication
password.

] G Data Administrator - B

[] Manage multiple servers
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After entering your login data, click OK to log in.

Click the arrow next to the question mark menu to reveal two additional options. About GBDATA
Administrator shows version information. Reset settings allows you to reset all settings that relate
to the use of Administrator, such as display options.

4.2. Using GBDATA Administrator

The Administrator interface is organized as follows:

[ ] G Data Administratar -0
Admin  Organization  Network Monitoring  View ? e
Clients/ManagementServers v ) [ Clients Client settings Android settings Tasks PolicyManager Firewall PatchManager Logs Statistics
@ BlaxER W
Find.. ) G Data Security Status L] Client connections
g4 =k All ManagementServers + (@ G Data Security Client 98/98
5
S 4 [ localhost * | @ Virus signatures 90/98
§ b e Demo.Gdata + | (@ Monitar 98/98
4 » ol MobileDevices + (&) Email checking 98/98
E b o Notebooks * (@ CutbreakShield 98/98
E b o servers (&) Web protection 98/98
= @
4 ) Workstations & BankGuard 98/98
* (@) USE Keyboard Guard 98/98
b ol Development - Y
* | @ ExploitProtection 098
bl _
v (@ Firewall 98/98
b gl Sales _
* (@ PatchManagement 98/98
> Exchange _
+ d + ) @ Anti-Ransomuware 98/98
» k- Sendmail/Postfix
b Squid
<= 24 hours
» <k iOS Mobile Device Management a3y
Top 10 clients - Threats L] Report status L]
- .
WORKSTATIONDS | Infections
| 70
WORKSTATIONDS |
Qverview rgX i 60
WORKSTATIONZS |
a a g ,
Info. Security Requests Patches WORKSTATIONAS |
E 404
% Eﬁ @ WORKSTATION4G |
T 30+
Cientlogs  Serverlogs Postfix Squid WORKSTATIONAS |
I 20
A ® S WORKSTATIONS1 |
Exchange  Unauthorized  Unauthorized  Unauthorized WORKSTATIONS2 | 1
dients servers xchange
clients. e
- o
V] o WORKSTATIONS4 |
B B WORKSTATIONST | 3 7
Signatures Program < =
1 : T : : it B B
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

e TheOverview panel offers global status information and shortcuts to items such as reports,
logs and updates.

e TheClients/ManagementServers panel displays all clients and ManagementServers that can
be managed.

e Configuration can be carried out using the modules that are accessible via dedicated tabs on
theright. The availability of modules depends on the current selection in the Clients/
ManagementServers panel and on your solution.

e Themenu bar offers access to global settings as well as additional menus that are only
displayed when specific modules are selected:

Admin: Access to the Server setup wizard as well as exiting GRRATA Administrator.
Organization (see Clients/ManagementServers > Clients > Organization)

Clients (see Clients >Overview)

Tasks (see Tasks)

Firewall (see Firewall >Overview)

Security events (see Logs > Security events)

Network Monitoring: Opens GBDATA ActionCenter in order to use the optional Network

o 0O O O O O o©°
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Monitoring module.
o View: Show/hide the Overview panel.
o ?:Display the help file and version information.

4.2.1. Overview

The Overview panel displays an at-a-glance overview of unread reports, logs and other status
information. Clicking the icons offers quick access to the respective modules with pre-configured
filter settings to display only the requested data. The availability of icons depends on your GATA
solution.

Overview rax
Info Security Requests Patches
Client logs Server logs Postfix Squid
& ©

Exchange Unauthorized  Unauthorized Unauthorized
clients servers Exchange

clients
0

Signatures Program

¢ Info: Generalinformation and error reports.
e Security: Infection reports.

e Requests: Requests from the PolicyManager, PatchManager and Firewall modules and from
Android app control.

e Patches: High priority patches that have not yet been installed.

e Client logs: Client logs, such as changed settings and scan job status information.
e Server logs: ManagementServer information and error reports.

e Postfix: Sendmail/Postfix module reports.

e Squid: Squid module reports.

e Exchange: MailSecurity for Exchange reports.

¢ Unauthorized clients: Clients that have connected to the ManagementServer but have not yet
been authorized by the administrator.

e Unauthorized servers: Subnet servers that have connected to the ManagementServer but
have not yet been authorized by the administrator.

e Unauthorized Exchange clients: Exchange clients that have connected to the
ManagementServer but have not yet been authorized by the administrator.

e Signatures: Version information for the virus signatures on the ManagementServer.

e Program: ManagementServer version information.
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4.2.2. Clients/ManagementServers

The Clients/ManagementServers panel displays all clients and servers that are managed by GRATA
Administrator. Select the Clients tab to display clients or the ManagementServers tab to display
ManagementServers (primary servers, secondary servers and subnet servers).

Clients and ManagementServers are displayed in a node-based list. As in Windows Explorer, nodes
that contain subordinated nodes appear with a small plus symbol. If you click on them, the structure
expands and enables the view of the underlying nodes. Clicking the minus symbol collapses the list.

In the toolbar, you will see the most important client and server management commands, some of
which are also displayed in the Organization menu. The availability of these options depends on the
clients/ManagementServers that have been selected:

Refresh

Expand/collapse all: Expand or collapse all items in the network tree.
Show disabled clients

Add group

Delete

Enable client: Add a Windows or Linux client to the Clients tab by entering its name or IP
address.

Installation overview

X 3 v @

L |

4.2.2.1. Clients

The Clients tab lists the various types of clients under five top-level nodes:

Clients/Management5ervers

@ B AKITH|
Find... P

4 —!r— All ManagementServers

4 [ localhost
.3 _'._Jh Demo.Gdata
.3 ._ﬂ‘._l MabileDevices
» ._xf._l MNotebooks

» ._xf._l Servers

ManagementServers m

4 ) Workstations
» __ﬂ‘._l Development
gl T
> __D‘._I Sales
» —!.— Exchange
» —!»— Sendmail/Postfix
b =k squid

» + i05 Mobile Device Management

¢ All ManagementServers: Windows, Linux, Mac and Android clients.
e Exchange: Clients with the MailSecurity for Exchange plugin.

Send installation link to mobile clients: Send an installation link to Android and iOS clients.
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Sendmail/Postfix: Linux clients with the Sendmail/Postfix module.
Squid: Linux clients with the Squid module.
iOS Mobile Device Management: iOS clients.

Before clients can be managed, they need to be added to the Clients tab and deployed. The procedure
depends on the type of client, the network size and the configuration:

Windows: Use the Server setup wizard, the Find computer(s) dialog window, the Enable
client toolbar option or the Active Directory support to add Windows clients, then deploy
GHDATA Security Client.

Linux: Use the Enable client toolbar option to add Linux clients, then deploy GEDATA Security
Client for Linux.

Mac: Use the Enable client toolbar option to add Mac clients, then deploy GEDATA Security
Client for Mac.

MailSecurity for Exchange: Deploy GEDATA MailSecurity for Exchange. The Exchangeclient is
then automatically added.

Android: Use the Send installation link to mobile clients toolbar option to send an e-mail to
the client. This initiates the deployment of GEATA Internet Security for Android. The
Android client is then automatically added.

iOS: Enter your login for GBATA ActionCenter in the ActionCenter module. Use the Send
installation link to mobile clients toolbar option to send an e-mail to the client. After the end
user has accepted the Device Management configuration, theiOS client is automatically added.

The following types of icons are shown on the Clients tab:

A
]
A

Ol EYe i@

Top-level node
ManagementServer

Group

Group (Active Directory link)
Client

Client (disabled)

Laptop client

Mobile client

Linux server

Linux client

MailSecurity for Exchange client
Non-selectable devices: Devices like network printers fall under this category.

When a client, group or ManagementServer is selected, the corresponding client modules are
displayed as tabs in the module area. Depending on the type of node you select, different modules are
available. For example, when you select a desktop client, the tab Client settings will be enabled. For
Android clients, on the other hand, you get access to the Android settings tab.

Client settings can be imported and exported. Right-click on a client and choose Export settings to
export settings from the Client settings and PolicyManager modules to a .dbdat file. Toimport
settings, select a client or group, choose Import settings and select the scope and the settings file.
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Organization
When the Clients tab has been selected, the Organization menu is displayed in the menu bar, offering
access to settings related to client organization.

Refresh
The Refresh function updates the list in the Clients/ManagementServers panel.

Show disabled clients
Using the option Show disabled clients, clients that have not (yet) been enabled can be shown.
Disabled clients are shown as grayed out icons.

Add group

Clients can be combined into groups to apply settings to multiple clients at once. Easily
distinguishable security zones can be defined since all settings can be made for both single clients
and for entire groups. Select a ManagementServer or group, and then click the Add group option.
After entering a group name, clients can be assigned to the new group by dragging and dropping
them ontoiit.

w Add group

Assign a name to the new group:

Use parent group settings

| oK | | Cancel |

To move a large number of clients into a group, use the Clients > Overview module. Select the clients
that should be moved, right-click and choose Move clients.

Edit group

The Edit group option opens a window where the Add and Remove buttons can be used to add clients
to groups or remove them from groups. This option is only available when a group has been selected
on the Clients tab.

] Edit group

Delete

Clients

B 67a0dcbd740f41§18281 |

a 67a0dcbd749f41f18282
ﬂ 67a9dcbd749f41f1828d
n 67a0dcbd749f41f1828d
ﬂ 67a9dcbd749f41f1828d
H 67a0dcbd749f41f1828d
ﬂ 67a9dcbd749f41f1828d
s 67a0dcbd749f41f1828d
ﬂ 67a9dcbd749f41f1828d
s 67a0dcbd749f41f1828d
ﬂ 67a9dcbd749f41f1828d
H 67a0dcbd740f41f1828d

ﬂ 6729dcbd 749141118284

Workstations

|l WORKSTATIONO1
5§ WORKSTATIONO2
5§ WORKSTATIONO3
=l WORKSTATIONO4
l=ll WORKSTATIONOS
5§ WORKSTATIONO6
l=ll WORKSTATIONOT
=l WORKSTATIONOS
5P WORKSTATION09
|58 WORKSTATION10
=l WORKSTATION11
|l WORKSTATION12
5P WORKSTATION13
|l WORKSTATION14

| oK | | Cancel

Individual clients can be removed from the client list with the Delete command. GBATA Security Client
is not uninstalled by removing the client from the list.

To delete a group, all of its included clients must be either disabled or moved to other groups
as necessary. Only empty groups can be deleted.
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Find computer(s)
The Find computer(s) window can be used to add clients to the Clients tab and enable them. Clients
can be found by IP address and enabled directly from within the dialog window.

L) Find computer(s) = B

IP range
Start P 10.50.25.1

End IP: 10.50.25.255

Subnet address: i)

Only search for available clients (Ping)

IP address ¥ | Computer 7 | Path T |

10.50.25.6
10.50.25.5
10.50.25.4
10.50.25.1
10.50.25.3
1050252
1050257
10.50.25.8
1050259
10.50.25.10

10.50.25.11

Start search

The Find computer(s) window will contact all computers in a specified IP range. Therange can be
defined using a Start IP and End IP (such as 192.168.0.1 and 192.168.0.255), or a Subnet address (in
CIDR notation, such as 192.168.0.0/24). To make sure that only available clients are listed, select Only
search for available clients (Ping). Click Start search to start the network search. Computers will
be listed as soon as they are found. If the search process is taking too long, it can be canceled by
clicking Cancel search.

All computers that respond to the IP check are listed, including their IP address and computer name.
Using the Enable button, the respective clients can be added to the Clients tab. The search result
includes enabled clients, if applicable - these can be disabled by clicking Disable.

Rule wizard

When clients connect to ManagementServer for the first time, they are automatically added to the
group New clients if no group has been defined when enabling the client or creating the installation
package. The Rule wizard can be used to create rules that regularly move new clients to predefined
groups.

Rules can be managed using the New, Edit and Delete buttons and the arrow buttons next to the
rule list. The Import and Export buttons can be used to import/export the rules as .json files.

Under Settings, the general settings for the execution of the rules can be defined:

e Schedule: Therules are executed Hourly, Daily or Weekly.
e Time: Define the exact point of time at which the rules are executed.

o Apply group settings: After being moved, clients are automatically assigned the settings from
the group to which they were moved.

e Only move clients from the group "New clients": The rules only apply to clients from the
group New clients. If this option is deselected, the rules apply to all clients. This can cause
clients to be moved around multiple times and should usually be left selected.

e Execute now: Execute the rulesimmediately.
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w Rule wizard = B

The clients will be assigned to groups based on the following rules:

Drag a column header to this area to group by that column.

[] | Priority 7 |Placeholder T |Clienttype ¥ |Group T | Rule type A4

1 WORKSTATION_*  Workstation ~ Workstations  Computer name

Em

Settings
Schedule
) hourly
(O daily
® weekly
Time

12:00 PM @ every Friday ~

Apply group settings
Only move clients from the group "New clients"

Execute now

Using a number of settings, you can define rules that automatically move clients between groups:

Rule type: Select whether the clients are selected by Computer name, IP address, Domain or
Default gateway.

Client placeholder: Enter the search string that is used to select clients. You can use
placeholders. For example, enter Sales_*to select all clients with the name prefix Sales_ (when
using the Computer name setting) or 192.168.0.[1-100]to select all clients with IP addresses
between 192.168.0.1and 192.168.0.100 (when using the IP address setting).

Client type: Select which client types are moved (All, Workstation, Server, Android device or
Laptop).

Groups: Enter one or more groups or select them by double-clicking on a group in the tree view.
When multiple groups have been entered, the selected clients will be divided equally over the
groups.

4] Rule wizard = B
Rule type:
Computer name
Client placeholder: i}
WORKSTATION_*
Client type:
Workstation
Groups:
‘Workstations
The clients in question will be divided equally over the selected groups. Using the tree, you can add groups by double-clicking.
4 [ localhost
»— oy MobileDevices
» oy Notebooks
» ._B‘._\ Servers
4 i) Workstations
» gl Development
o T

» gl Sales
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Create installation package for Windows clients

This function can be used to create an installation package for GBATA Security Client. Use the
packageto install GRIATA Security Client locally. See the chapter Installation package for more
details.

Create installation script for Linux/Mac clients

This function can be used to create an installation script for G®ATA Security Client for Linux and
GIATA Security Client for Mac. Use the script to install GBDATA Security Client locally. See the
chapters Local installation (Linux) and Local installation (Mac) for more details.

Installation overview

The Installation overview window can be used to keep track of installation progress. It opens
automatically when a remote installation task is added, or can be opened by clicking the Installation
overview button in the Clients/ManagementServers panel's toolbar.

) Installation overview -8
Client v | Server Y |Type v | Status Y | Lastupda'te T |
g AWZ2008RZBASE AWZ200BRZBASE G Data Firewall . Installation completed successfully. 3/31/2015 4:52:45 PM

f_:' AWEXCHANGE AWZ200BRZBASE G Data Exchange Client . Self-activation was carried out successfully. 3/31/2015 9:58:52 AM
= WINZKeVAT AWZ00BR2ZBASE G Data Security Client @) Self-activation was carried out successfully. 8/28/2013 2:04:25 PM

= pee200zC AWZ008R2BASE G Data Security Client @) Self-activation was carried out successfully. 8/28/2013 11:32:43 AM
g WINTVATL AW2008RZBASE G Data Security Client . Self-activation was carried out successfully, 8/28/2013 11:32:22 AM
g DEB201ZC AW2008RZBASE G Data Security Client . Self-activation was carried out successfully. 8/28/2013 11:31:58 AM

The Installation overview window lists all clients that have pending and completed remote
installation tasks. The Type column shows the type of installation (for example GBATA Security
Client; GATA Internet Security for Android; Subnet server). After a remote installation has been
completed, the Status column will be updated. For clients that have been added via Active Directory
synchronization, the Next installation attempt column shows the time at which the remote
installation will be started.

Right-clicking an entry offers the following options:

o Refresh: Refresh the list.

o Delete entry: Remove the selected entry from the list.

e Show installation log: Show theinstallation log for the selected entry.
e Tryagain: Retry a failed installation attempt.

Send installation link to mobile clients

The window Send installation link to mobile clients lets you send aninstallation e-mail to mobile
clients. Depending on the selection on the Clients tab, the window will contain options for Android or
iOS clients.

Opening the e-mail on the mobile client lets users install GEDATA Internet Security for Android
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(when deploying Android clients) or enable Device Management (when deploying iOS clients). After
completing the respective procedure, the mobile client(s) will show up on the Clients tab.

In order to send mobile clients aninstallation link, GBATA ManagementServer needs to be able
to send e-mails. Make sure to enter your login data for an SMTP server under General settings
>Email > Email settings.

Android clients
In order to send an installation link to Android clients, the following information should be entered:

e Password: If you have not yet entered a mobile authentication password under General
settings >Android > Authentication for mobile clients, enter it here.

e Recipient(s): Enter one or more e-mail addresses, separated by line breaks or commas.
e Subject: Enter the subject of the installation email.

e Content: Enter the body text of the installation email. It must contain the preconfigured
placeholders for installation links.

Click OK to send the installation link.

] Send installation link to Android devices
Email

Recipient(s): userl@company.com

Please separate multiple recipients with a line break or a comma.

Subject: G DATA Mobile Device Management for Android devices
To comply with your company's security policies, carry out the following steps an your mobile device:

1. Open the following link directly by clicking on it or by entering it in the browser an your mobile device.
Link: [DownloadLink]
Alternative link: [AlternateDownloadLink]

2. After G DATA Internet Security for Android has been installed, open the following link directly by clicking on it or by entering it
in the browser on your mobile device:

Link: [RegisterLink]

Alternative link: [AlternateRegisterLink]

C Alternatively, you can enable remote administration by cpening G DATA Interet Security for Android, tapping the Settings
ontent: N

butten and entering the server address and the password:

Server address: [ServerAddress]

Alternative server address: [Server|P]

Password: [Password]

If you have any questions, please contact your system or netwerk administrater.

iOSclients
When deploying Device Management to iOS clients, several settings allow you to customize the
appearance of the Device Management request to the end user:

e Name: Enter the Device Management name.

e Description: Enter the Device Management description.

e Organisation: Enter your organization's name.

e End User License Agreement: Enter an End User License Agreement.

e Recipient(s): Enter one or more e-mail addresses, separated by line breaks or commas.

Click OK to send the installation link.

Before sending an installation link to an iOS client, make sure you have entered your
ActionCenter login data in the ActionCenter module.
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'] Send installation link to 10S devices

Name: Device Management

Note:

Organization:  Company
End User License Agreement

By accepting this agreement, you allow your device to be remotely managed.

Recipient(s)
Enter the email addresses of the devices to be enabled here.

userl@company.com
user2@company.com

Please separate multiple recipients with a line break or a comma.

0K | | Cancel

Active Directory

GIBATA Administrator's Active Directory support imports computer objects from local domains'
organizational units. Create a new group, right clickit, and select the option Assign AD item to
group. In the dialog window that opens, select Assign to AD group and choose the LDAP server. The
Select button will provide a list of available servers. It is also possible to connect to another domain
by clicking Add. The option Automatically install GEDATA Security Client on newly added
computers will initiate a remote installation of GBDATA Security Client for every computer that is
added to the Active Directory domain, as long as it meets the remote installation requirements. Enter

User name and Password for a domain account with sufficient permissions on clients, as well as the
installation Language.

By default, GMATA ManagementServer synchronizes its data with the Active Directory server every six
hours. This value can be changed under General settings > Synchronization.

Active Directory changes are automatically synchronized with Management Server. However,
if clients are moved between domains, the Active Directory link of the Management Server
group for the previous domain must be manually unassigned. After assigning an Active
Directory item from the new domain to a Management Server group, the clients will then be
automatically synchronized to the appropriate node on the Clients tab.

4.,2.2.2. ManagementServers
The following types of ManagementServers are shown in the ManagementServers view:

Top-level node

W+

Primary server

Secondary server

e

Subnet server
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Clients/ManagementServers ~q
i@ |5 &

Find... P
4 + All ManagementServers

[l localhost

ManagementServers

When a server is selected, the corresponding server modules are displayed as tabs in the module
area.

4.2.3. Modules

Depending on the current selection in the Clients/ManagementServers panel, either the client
modules or the server modules are shown as tabs on the right side of the window. Click any tab to
open the corresponding module.

Most modules have a toolbar. In addition to module-specific functions, the following buttons are
usually displayed:

Refresh: Refresh the current list or view.

Delete: Delete the currently selected item(s).

Print: Print (selected) items from the current module.

Print preview: Display a print preview.

o mXe

Time frame: Limit the displayed items to a specific time frame.
For most modules, there are also general options to control layout and list contents:

e Tosorta list, click any of its column headers.

e Toaddorremove columns from the list display, right-click any column header, click Select
columns and then (de)select the columns that should be displayed.

e Toreducethe number of items per page, enter the maximum Number per page at the bottom
right of the screen.

e For free form text filtering, click any of the filter icons in the column headers and enter your filter
criteria.

e Drag oneor more column headers to the bar above the column headers to create a group based
on those columns. Groups can be nested in various ways to create different views.

Each module's settings always apply to the clients, servers or groups highlighted in the Clients/
ManagementServers panel. If a ManagementServer or group has been selected, clients or groups
within the group may have different values set for one or more settings. The affected settings will be
marked as such. When saving the settings, each client with deviating settings will retain its own
value. Only if the value is changed will it be applied to the whole group. Subordinated clients or
groups that have settings that deviate from the group settings are displayed by name in the panel
Clients/groups with deviating settings. Select a client and click Display settings to select that
specific client in the Clients/ManagementServers panel and display its settings or click Revert to
group settings to apply the group settings to that client.

When administering a group that contains Windows clients as well as Linux or Mac clients, settings
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that have no effect on Linux or Mac clients are displayed in green.

Settings are only saved and transferred to the selected client(s)/server once the Apply button has
been clicked. At the bottom of most modules, the Information status field shows whether the
settings have been successfully transferred. Click the Discard button to discard the changes.

4.3. Client modules

The client modules can be used to configure the (groups of) clients that have been selected on the
Clients tab of the Clients/ManagementServers panel.

4.3.1. Dashboard

The Dashboard module shows information about the current status of the clients in the network.

GHEDATA Security Status shows all the basic security settings for the clients or groups that you have
highlighted in the Clients panel and immediately deploy changes if necessary.

@ Aslong as your network is optimally configured for protection against computer viruses, you
will see a greenicon to the left of all entries listed here.

@ Ifa component has possible security problems (e.g. the monitor is switched off or a client's
virus signatures are out of date), a warning symbol will alert you.

@ When the GBATA program interface opens, some settings may be displayed in info mode for a
short time. This does not mean that the network is not protected at that time: GRATA
ManagementServer's database is simply being queried by GBATA Administrator.

By clicking on the respective entry, you can directly carry out configuration changes or open the
respective module. As soon as you have corrected the settings for a component with a warning icon,
the warning icon will revert to the greenicon.

Admin  Organization  Network Monitoring  View ?

W G Data Administrator - a

Clients/ManagementServers.
@ Llax/EwE|

4 =k Al ManagementServers

~ | (RS Clients Client settings Android settings Tasks PolicyManager Firewall PatchManager Logs Statistics

+ | (@ G Data Security Client 98/98
4 I3 localhost * | @ Virus signatures 20/98

b i DemoGdata % 98/98
» gy MobileDevices

98/98
ol Notebooks * | (@ OutbreakShield sg/08

—

»
» gl Servers * | (@ Web protection s8/08
4 ) Workstations v ) @@ BankGuard 08798

* (@) USE Keyboard Guard 98/98
¥ ol Development - Jpoarauar /

* | @ BxploitProtection 098
[ 1U _
v (@ Firewall 98/98
b gl Sales _
* (@ PatchManagement 98/98
» Exch: _
= Exchange * ) (@ Anti-Ransomware 98/98
¥ =k Sendmail/Postfix
» L squid
<= 24 hours
» - i0S Mobile Device Management <= 3days
Top 10 clients - Threats. w Report status w

v/
WORKSTATIONOS | Infections
70

WORKSTATIONOS |
Overview T X ] €0+

n A E WORKSTATIONZS
Info Security

Requests Patches WORKSTATION4S

% E’ @ WORKSTATIONdG

Chentlogs  Server logs Postfix Squid WORKSTATIONdS

& [ S WORKSTATIONS1

Buchange  Unauthorized Unauthorized  Unauthorized
clients saruars Exchange
dlients

WORKSTATIONS2

| 30

(V] ) WORKSTATIONS4
B B WORKSTATIONS7
Signatures Program

9LGa391
EPCERVIN

&

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM
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The Client connections chart offers an overview of the connections that have been made to GDATA
ManagementServer. Using the chart you can make sure that all clients are regularly connecting to
GIOATA ManagementServer. The clients that appear under Top 10 clients - Threats should be
monitored especially carefully. The appearance of one or more clients can indicate that the client
users should be notified of possible problems, or that technical measures should be taken. If infections
aretaking place as a result of usage behavior, use of the PolicyManager module (available as part of

GEATA Endpoint Protection Business) might be advisable. Report status offers visual
representation of the number of infections, queries, and errors in your network.

4.3.2. Clients

The Clients module offers client management functions, such as information about whether the
clients are running normally and if the virus signatures and program files are fully up to date.

4.3.2.1. Overview

From the Overview panel, you obtain an overview of all managed clients and can also simultaneously
carry out any client administration. Using the Security status column, you can easily keep track of
every client's current security status.

sy G Data Administrator
Admin  Organization Clients Network Monitoring  View 7

Clients/ManagementServers.
@ Llax/EwE|

Find...

~ | pashboard [0y Client settings Android settings Tasks PolicyManager Firewall PatchManager Logs Statistics

o e Egome

(@ <leal \ | &

Drag a column header to this area to group by that column.

o

4 =k Al ManagementServers
4 33 localhost

b i DemoGdata

Client T | security status T | Enginc A ¥ | Engine 8 ¥ | Status as per Y | G Dats Security Client version 7 | Last access

» gy MobileDevices

—

WORKSTATIONO1

# No connection to server

AVA 25,3563 (17.02.2016)

GD 25.6381 (17.02.2016)

2/17/2016 11:34:00 AM  14.0.0.436 (08.12.2015)

2/17/2016 11:5400

» sl Notebooks 5 WORKSTATIONG2 (@) Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30435 PM  14.00.436 (08.12.2015) 2/18/2016 30435 |

> ol Servers 58 WORKSTATIOND3 (@ Protected AVA 25,5573 (16.022016)  GD 25.6384 (18022016)  2/18/2016 30435 PM  14.0.0.426 (08.12.2015) 2/18/2016 3:0435 |

4 ) Workstations & WORKSTATIONG4 (@) Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 301:21 PM  14.00.436 (08.12.2015) 2/18/2016 301221 1

+ o Development & WORKSTATIONOS (@) Protected AVA 255573 (18.022016)  GD 25.6384 (18022016)  2/18/2016 30435 PM  14.0.0.436 (08.12.2015) 2/18/2016 3:0435 |

A & WORKSTATIONGS (@) Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30121 PM  14.00.436 (08.12.2015) 2/18/2016 301221 1

) ;,: e & WORKSTATIONDT (@ Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30436 PM  14.0.0.436 (08.12.2015) 2/18/2016 3:04:36 |

o & WORKSTATIONOS (@) Protected AVA 255573 (18.022016)  GD 256384 (18022016)  2/18/2016 30122 PM  14.00.436 (08.12.2015) 2/18/2016 301:22 1

b o behange 5 WORKSTATIONO9 (@) Protected AVA 25,5573 (18.02.2016)  GD 256384 (18.022016)  2/18/2016 30436 PM  14.00.436 (08.12.2015) 2/18/2016 3:04:36 |

» b Senamail/Postii: 3 WORKSTATION10 ) No connection to server AVA 25,5563 (17.022016)  GD 25.6381 (17.022016)  2/17/2016 11:57:08 AM 14.0.0.436 (08.12.2015) 2/17/2016 11:57:09

r - Squid & WORKSTATIONTT (@) Protected AVA 25,5573 (18.02.2016)  GD 256384 (18.022016)  2/18/2016 30436 PM  14.00.436 (08.12.2015) 2/18/2016 3:04:36 |
» - i0S Mobile Device Management

WORKSTATION1Z

@ No connection to server

AVA 25,3563 (17.02.2016)

GD 25.6381 (17.02.2016)

2/17/2016 11:37:0% AM

14.0.0.436 (08.12.2013)

2/17/2016 11:57.09

3 WORKSTATION13 (@ Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30437 PM  140.0.436 (08.12.2015) 2/18/2016 3:04:37 |
WORKSTATION14 (@ Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 3:02:58 PM  140.0.436 (08.12.2015) 2/18/2016 3:02:58 |
=l WORKSTATION15 (@ Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30437 PM  140.0.436 (08.12.2015) 2/18/2016 3:04:37 |
3 WORKSTATION16 (@) Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 3:02:58 PM  140.0.436 (08.122015) 2/18/2016 3:02:58 |
3 WORKSTATIONIT (@ Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30437 PM  140.0.436 (08.12.2015) 2/18/2016 3:04:37 |
e — — WORKSTATION18 (@ Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 3:02:58 PM  140.0.436 (08.122015) 2/18/2016 3:02:58 |
n A =l WORKSTATION19 (@) Protected AVA 255573 (12.022016)  GD 25.6384 (12.022016)  2/18/2016 20438 PM  140.0.436 (08.12.2015) 2/18/2016 2:04:38 |
. ssary —_— _— 3 WORKSTATION20 ¥ No connection to server AVA 25,5563 (17.022016)  GD 25,6381 (17.022016)  2/17/2016 11:57:10 AM 140.0.436 (08.12.2015) 2/17/2016 11:57:10
=l WoRKSTATION2T (@) Protected AVA 255573 (12.022016)  GD 25.6384 (12.022016)  2/18/2016 3:0438 PM  140.0.436 (08.122015) 2/18/2016 3:04:38 |
% Eo @ =l WORKSTATION22 @) No connection to server AVA 25,5563 (17.022016)  GD 25,6381 (17.022016)  2/17/2016 11:57:11 AM 140.0.436 (08.12.2015) 2/17/2016 11:57:11
Clentlogs  Severlogs  Posthic Squid 3 WORKSTATIONZ3 (@ Protected AVA 255573 (18.022016)  GD 256384 (12022016)  2/18/2016 3:0438 PM  140.0.436 (08.12.2015) 2/18/2016 2:04:38 |
5 WORKSTATION24 (@) Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 3:02:59 PM  140.0.436 (08.122015) 2/18/2016 3:02:39 |
A 8 & &l WORKSTATIONZS (@ Protected AVA 255573 (18.022016)  GD 256384 (12022016)  2/18/2016 3:0438 PM  140.0.436 (08.12.2015) 2/18/2016 2:04:38 |
Bihange  Unsuhorized  Unsutnorized  Unsutnorizes || bl WORKSTATION26 (@) Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30439 PM  140.0.436 (08.12.2015) 2/18/2016 3:04:39 |
o e g 3 WORKSTATION2T (@) Protected AVA 25,5573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 3:0439 PM  140.0.436 (08.12.2015) 2/18/2016 3:04:39 |
Bﬂ B° =l WORKSTATION2S (@ Protected AVA 255573 (18.022016)  GD 25.6384 (18.022016)  2/18/2016 30439 PM  140.0.436 (08.12.2015) 2/18/2016 3:0439 | _
Signatures Program
Number per page 1000 ~ ' Page 1 of1

Connected localhost - AW

Last signature update: 2/18/2016 2:25:02 PM

Entries: 98

To manage the clients, you can use the following options from the toolbar above the list:

® Refresh

# Delete: Remove a client from the Clients list. As this option does not uninstall GRATA Security

Client from the client, it should only be used for client machines that have already been

decommissioned or removed from the network. If an active client is inadvertently removed
from the list, it will reappear upon its next connection to ManagementServer (group-specific
settings, however, are lost).
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°

Print

Print preview

Install GEDATA Security Client
Uninstall GEBDATA Security Client

Update virus signatures now: Updates the virus database on the client with current
signatures from GBDATA ManagementServer.

Update virus signatures automatically: Enables automatic updating of the virus database.
Clients periodically check whether updated virus signatures are available on GRATA
ManagementServer and run an automatic update.

Update program files now: Updates the program files on the client with the current files from
GIBATA ManagementServer. A client reboot may be necessary after updating the program files.

Update program files automatically: Enables automatic updating of program files. Clients
periodically check whether a new version is available on GRATA ManagementServer and
execute an automatic update.

Installation overview

When the Overview panel is selected, an additional menu entry named Clients becomes available in
the menu bar. The Clients menu and the right-click context menu offer the following functions:

38

Install GADATA Security Client

Install GEDATA Security Client for Linux

Uninstall GEBDATA Security Client

Installation overview

Reset todefault: Reset the security settings for the selected client(s) to the group settings.

Move clients: This function allows you to move the selected client(s) to an existing group. After
selecting this function, a dialog window displays all existing groups. To move a clientto a
group, select the group and click OK.

Edit assigned EULA: Assigns a previously defined EULA to the selected client(s) (only available
for Android clients).

Remove assigned EULA: Removes an assigned EULA from the selected client(s) (only available
for Android clients).

EULA management

Assign GEDATA server: While you have the option of assigning specific subnet servers to clients
with the function Servers > Overview, you can also select a subnet server for individual clients.

Update virus signatures now

Update virus signatures automatically

Update program files now

Update program files automatically

Reboot after program update: Define what should happen after client program file updates:

o Open message box on client: Inform the user that they should restart his/her client
computer at a convenient time.

o Createreport: Create a reportin the Security events module.
o Forcereboot: Automatically force a restart.
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e Delete (only in the context menu)

e Authorize (only in the context menu): Authorize the selected client(s). In order to prevent
unauthorized access to the ManagementServer, clients that are deployed through a local
installation need to be authorized before they are fully served.

e Properties (only in the context menu): Display properties for the selected client (General,
Network info, Security risks and Hardware).

Install GADATA Security Client
Select the option Install GBATA Security Client to initiate a remote installation of GRATA Security
Client on all selected machines.

To be able to access disabled clients, they must be displayed as enabled in the client list. When
the function Install GRATA Security Client is used, the software informs you of this as necessary
and displays the disabled clients.

If the software cannot be installed using the remote installation, you can also perform a local
installation using the GBATA installation medium or a client install package.

Uninstall GEBDATA Security Client

Using the uninstall function, GBATA Security Client (for Windows and Linux) can be remotely
removed. Before the uninstallation procedure is initiated, you can select the components that should
be kept. It is possible to uninstall the client software while keeping the jobs, reports, messages or
backup archives that are associated with that client and have been saved on the server. Select the
components to be removed and click OK to initiate the uninstallation. For a complete removal the
client must be restarted.

U9 Uninstall G Data Security ...

Actions
Uninstall G Data Security Client
Delete jobs
Delete reports
Delete messages
[] Delete backup archives

| oK | ‘ Cancel |

Alternatively, it is possible to uninstall the client locally. This requires administrator rights. In the
folder %ProgramData%)\G®ata\client, start setup.exe to start the uninstallation. The computer
should be restarted afterwards. For Linux clients, use the gdata_uninstall.sh script, which is typically
located at /usr/sbhin/gdata_uninstall.sh.

Manage EULAs

The Manage EULAs window allows you to add, edit and remove End User License Agreements (EULASs)
for Android devices. Using the appropriate options in the Clients menu, these EULAs can then be
assigned to any Android device to make sure the end user is informed about and has agreed with the
deployment of GRATA's Internet Security for Android app.

The Edit EULAs window lists all available EULAs. To add an EULA, click Add. In the Create EULA
window, enter a Name, select a Language and add the Content of the agreement. Clicking OK adds
the EULA to thelist.

To edit an existing EULA, select it in the list and click Edit. To remove an EULA, select it and click
Delete.
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"] EULA management
Available EULAs:
Sales (English)
Sales (German)
Marketing (English)

Marketing (German)

Close

4.3.2.2. Software

The software inventory allows you to monitor software use across the whole network. Software can
be added to a blacklist or whitelist to support software management in the network.

o

u G Data Administrator -
Admin  Organization  Network Monitoring ~ View ?

/Managemen jere

(@ Hlax @@ K

Find... Pl
2 4 <L All ManagementServers
2
S 4 [ localhost
Drag a co der to ti a o group by that co
[ ¥ g Demo.Gdata
g Client T | Installed T | Name T | nstallation date ¥ | Version 7 | Vendor T | User 7
3 » gl MobileDevices -
4 | AW2008RIBASE Ves Microsoft SQL Server 2008 Microsoft Corporation
= » gl Notebooks
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The software overview can be managed with the following toolbar buttons:
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Refresh

Print

Print preview

Display all: Display all software that has been installed on the clients.

Display only software on the blacklist: Only show software that you have added to the
blacklist.
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[ Display only software that is not on the whitelist: Only show software that is installed on
the network clients, but has not been checked yet by the system administrator. Using this view,
you can quickly add software to the blacklist or whitelist by right clicking on it.

The list area lists installed software for all clients selected in the Clients panel. To fill the blacklist or
whitelist, click the button Global blacklist or Global whitelist. Click Add to add a new blacklist or
whitelist entry. The option Determine attributes lets you select the program you want to put on the
blacklist or whitelist and enter its attributes. To set an attribute as rule, tick an attribute's checkbox.
This allows you to put software from specific vendors, or specific program versions, on the lists. When
you already know the program's attributes, you can also directly add them to the blacklist or
whitelist, without using the Determine attributes dialog.

By default, the Software inventory is filtered to only show currently installed applications. To show all
applications, including those that were previously installed but are no longer present, click Reset all
filters to reset the display filter.

4.3.2.3. Hardware
The Hardware inventory view shows you information about the hardware that is in use by clients.
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The hardware overview can be managed with the following toolbar buttons:

@ Refresh
& Print
2 Print preview
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4.3.2.4, Messages

You can send messages to individual clients or client groups to quickly and conveniently inform users.
The messages are displayed as a small popup on the bottom right of the client desktop.

uw G Data Administrator
Admin  Organization  Network Monitoring  View ?

Clients/Managementservers ~ 4 | Dashboard [80040 Client settings Android settings Tasks PolicyManager Firewall PatchManager Logs Statistics

@ Llax/EE

Find... Fel gﬂverwew D‘Su&wﬂre =y Hardware

| 4 % All ManagementServers .
;@lalxlas
=] 4 39 localhost
- @ focalhos Client \ | User \ | Date/Time Y | Message
§ " 42 DemoGdata (5 WINXPYATL All logged on users 12/20/2012 4:58:28 PM 12/20/2012 4:58:26 PM The Administrator has permitted the installation of the following patches: 974431 Update for Windows Server 2008 R2 x64 Edi
% » g MobileDevices [5 WIN7-VAT3 All logged on users 12/20/2012 4:58:28 BM 12/20/2012 4:58:26 PM The Administrator has permitted the installation of the following patches: 974431 Update for Windows Server 2008 R2 x64 Edi
£ » gl Notebooks 5 WINXPYATL All logged on users 12/20/2012 4:58:21 PM 12/20/2012 4:58:19 PM The Administrator has permitted the installation of the following patches: 979306 Update for Windows Server 2008 R2 x64 Edi
&
H b gl Servers [5 WIN7-VAT3 Al logged on users 12/20/2012 4:58:21 BM 12/20/2012 4:58:19 PM The Administrator has permitted the installation of the following patches: 979306 Update for Windows Server 2008 R2 x64 Edi
= 4 ) Workstations (5] WINXPYATL All logged on users 12/20/2012 4:57:22 PM 12/20/2012 4:57:21 PM The Administrator has permitted the installation of the following patches: 976098 Update for Windows Server 2008 R2 x64 Edi
v o Development [ WIN-VAT3 Al logged on users 12/20/2012 4:57:22 PM 12/20/2012 4:57:21 PM The Administrator has permitted the installation of the following patches: 976098 Update for Windows Server 2008 R2 x64 Edi
i ;,: . 5] WINXPYATL All logged on users 12/20/2012 4:57:19 BM 12/20/2012 4:57:18 PM The Administrator has permitted the installation of the following patches: 977074 Update for Windows Server 2008 R2 x64 Edi
;: [E WIN7-VAT3 Al logged on users 12/20/2012 4:57:19 PM 12/20/2012 4:57:18 PM The Administrator has permitted the installation of the following patches: 977074 Update for Windows Server 2008 R2 x64 Edi
»> Sales
= 5 WINXPYATL All logged on users 12/20/2012 4:57:16 BM 12/20/2012 4:57:15 PM The Administrator has permitted the installation of the following patches: 2633952 Update for Windows Server 2008 R2 x64 (K
» = bachange |5 WIN7-VAT3 Al logged on users 12/20/2012 4:57:16 BM 12/20/2012 4:57:15 PM The Administrator has permitted the installation of the following patches: 2633952 Update for Windows Server 2008 R2 x64 (K
» b Sendmail/Postfx [ WINXPYATL All logged on users 12/20/2012 4:57:12 BM 12/20/2012 4:56:55 PM The Administrator has permitted the installation of the following patches: 2695962 Update Rollup for ActiveX Killbits for Wind
> <k Squid /5 WIN7-VAT3 Al logged on users 12/20/2012 4:57:12 PM 12/20/2012 4:56:55 PM The Administrator has permitted the installation of the following patches: 2695952 Update Rollup for ActiveX Killbits for Wind
» L i0S Mobile Device Management 5 WINXPYATL All logged on users 12/20/2012 1:22:41 BM 12/20/2012 1:22:40 PM The Administrator has permitted the installation of the following patches: MS03-059 Security Update for Windows Server 2008
|5 WIN7-VAT3 All logged on users 12/20/2012 1:22:41 BM 12/20/2012 1:22:40 PM The Administrator has permitted the installation of the following patches: MS09-059 Security Update for Windows Server 2008
5 WINXPYATL All logged on users 12/20/2012 1:22:37 BM 12/20/2012 1:22:36 PM The Administrator has permitted the installation of the following patches: MS03-056 Security Update for Windows Server 2008
[E WIN7-VAT3 Al logged on users 12/20/2012 1:22:37 PM 12/20/2012 1:22:36 PM The Administrator has permitted the installation of the following patches: MS03-056 Security Update for Windows Server 2008
[= WINXPYATL All logged on users 12/20/2012 1:22:32 BM 12/20/2012 1:22:27 PM The Administrator has permitted the installation of the following patches: M303-054 Security Update for Internet Explorer 8 fo
(5 WIN7-VAT3 All logged on users 12/20/2012 1:22:32 PM  12/20/2012 1:22:27 PM The Administrator has permitted the installation of the following patches: MS09-054 Security Update for Internet Explorer 8 fo
Cverview S
Info Security Requests Patches
B BB @
Client logs Server logs Postfix Squid
ey ® &
Exchange  Unauthorized  Unauthorized  Unauthorized
ciemts servers Exchange
dlients.
n e
Signatures Program
| Number per page 1000 ~ Page 1 ofl
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 0

To create a message, simply click the Send message button. In the dialogue window, select the
clients you want to send the message to. If you want a message to be sent only to a specific end user
on the selected client(s), enter their User name. Type your information in the Message field and click

the OK button.

4.3.3. Clients (iOS)

When you have selected one or more iOS clients in the Clients panel, the Clients module only displays

details pertaining to the selected iOS client(s):

e Client: Device name.

e Security status: Shows the current security status and displays a warning if no profile has

been assigned or if the profile is pending.

e Profile: Displays the currently assigned profile. Select a profile from the list to change the

profile or select - No profile - to remove the current profile.

e Last access: Timestamp for the most recent connection between the iOS client and GIDATA

ActionCenter.
e [IMEI: Device IMEl identification number.
e Capacity: Device storage capacity in GB.
e Version:iOS version number.
e Telephone number: Device telephone number.
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e Email address: The email address to which the installation link was sent.
e Product name: Device product name.
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Right-click a client to select one of the following context options:

e Delete device management: Disable mobile device management on the device.

o Delete: Remove the device from the list. Before removing the device from the list, use Delete
device management to disable mobile device management.

¢ Resend activation email: Resend the installation link to clients with an inactive or pending
MDM installation.

4.3.4. Client settings

The Client settings module manages settings for individual clients or groups of clients. Using the
General, Monitor, Email, Web and AntiSpam options you can extensively configure protection for
network clients.
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4.3.4.1. General

The General tab allows you to configure general settings for the selected clients.
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GHDATA Security Client
The GBATA Security Client section covers basic client functionality.

Note: Enter any notes or remarks that apply to this client.

e Tray icon: Choose when the client icon should be displayed in the system tray: Never, Display

in first session only (for terminal servers and Windows Fast user switching) or Always display
(in all sessions). If theicon is not displayed, the functionality of Security Client is severely
limited (for example, Idle scan cannot be used and the user has no access to the Client
functions).

e Assigned to: By default, clients are assigned to the main ManagementServer. The dropdown list
displays the main ManagementServer and its subnet servers and can be used to quickly assign a
client to a specific (subnet) server.

Updates
The Updates section lets you define virus signature and program file update settings.

e Updatevirus signatures automatically: Enables automatic updating of the virus signatures.
At every synchronization interval the clients check whether new virus signatures exist on the
GIBATA ManagementServer. If new virus signatures are available, they are automatically
installed on the client.

[ ]

44

Update program files automatically: Enables automatic updating of the program files. At
every synchronization interval the clients check whether updated program files exist on the
GBATA ManagementServer. If updated program files are available, they are automatically
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installed on the client. A client reboot may be necessary after the update. Dependent on the
setting under Reboot after update, the client user has the option of postponing the completion
of the update.

Reboot after update: Select Open message box on client to inform a user that they should
restart their client computer at a convenient time. Create report will create a report in the
Security events module, or select Force reboot to automatically force a restart.

Participate in the Malware Information Initiative toimprove detection rates: Enable
participation in the Malware Information Initiative. The GBDATA SecurityLabs continuously
research new technologies to protect our customers against malware (viruses, worms and
malicious programs). The more information is available, the higher the efficacy of the
technologies. However, much information is available only on systems that have been attacked
or infected. In order to include even such information in the analyses, the GBATA Malware
Information Initiative was founded. In this context, malware-related information is sent to the
GIATA SecurityLabs.

Signature update settings: Define where clients obtain their virus signature updates:

o Loadsignature updates from the ManagementServer: Clients will obtain virus signature
updates from their ManagementServer. They will check for updates at every
synchronization interval.

o Loadonline signature updates independently: Clients will obtain updates from the
central GBATA update servers. The update check can be scheduled under Settings and
scheduling.

o Loadonline signature updates independently, if no connection tothe
ManagementServer can be established: This option is recommended for mobile
workstations such as laptops. When the client has a connection to the ManagementServer, it
will download its updates from there. If there is no connection to the ManagementServer, the
virus signatures are automatically downloaded from the GRATA update servers. The update
check can be scheduled under Settings and scheduling.

Client functions
Under Client functions, you can set permissions for local users to change Security Client settings. User
rights can be very extensive or restrictive, as your network policy demands.

Allow the user torun virus checks: In case of a suspected virus infection, the user can run a
localvirus check, independent of the ManagementServer schedule. Results of this virus check
will be transferred to the ManagementServer during the synchronization. Additionally, this lets
users change settings for local virus checks.

Allow the user todownload signature updates: If you enable this function, the user of the
client computer is allowed to download virus signatures over the Internet, without connecting
to the ManagementServer. This is especially important if the client has a laptop that is often
used outside the network perimeter.

Allow the user to change monitor options: If this function is enabled, the client user has the
option to change the Monitor settings.

Allow the user to change email options: If this function is enabled, the client user has the
option to change the Email and AntiSpam settings.

Allow the user to change web options: If this function is enabled, the client user has the
option to change the Web settings.

Allow the user todisplay the local quarantine: If you allow the local quarantine to be
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displayed, the user can, if necessary, disinfect, delete or restore data that was moved into
quarantine. In doing so, note that a virus is not removed by restoring a file from quarantine. This
option should therefore only be made accessible to experienced users.

e Protect client settings with a password: To prevent improper manipulation of local settings,
there is the option of only permitting options to be changed when a password is entered. This
allows you, for example, to prevent end users from changing settings. The password is set
specifically for the selected client or group and it should only be shared with authorized users.

Scan jobs

You can define exceptions that are not to be checked during the execution of scan jobs. Archives and
restore partitions, for example, can be defined as exception directories. You can also define file
extensions as exceptions. Exceptions can be defined for complete groups. If the clients in a group
have defined different exception directories, new directories can be added or existing ones can be
deleted. The directories specially defined for individual clients are preserved. The same procedure also
goes for monitor exceptions.

Idle scan
To allow the client to perform a virus scan when the computer is idle, tick Idle scan enabled. By
clicking the Edit button, you can define the scan scope, which includes all local hard drives by default.

4.3.4.2. Monitor

The Monitor panel allows you to configure the most important aspects of client protection. The
monitor should not be disabled, as it provides real-time protection against malware. It is therefore
recommended that the monitor is only switched off if there is a justified reason for doing so, e.g. error
detection or troubleshooting. It is possible to define exceptions for the monitor. If an application
suffers from performance loss due to use of the monitor, exceptions can be added for the relevant
program files or processes; excluded files are then no longer checked by the monitor. Setting up
monitoring exceptions can represent a security risk.
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Settings
Monitor settings can be used to configure the monitor and define exceptions.

Monitor status: Switch the monitor on or off. In general you should leave the monitor switched
on, as it is the foundation of permanent and uninterrupted virus protection.

Use engines: The GDATA software works with two independently operating virus scanning
engines. Using both engines guarantees optimum results for preventing viruses. Using just one
engine can have performance advantages.

Reaction toinfected files: Specify the action to be taken if an infected file is detected. There
arevarious options that may or may not be suitable, depending on what the respective client is
used for:

o Block file access: Neither read nor write access will be granted for an infected file.

o Disinfect and move to quarantine: The file is moved to quarantine and an attempt is made
toremove thevirus.

o Movefiletoquarantine: Theinfected file is moved to quarantine. The system administrator
can then try to manually disinfect the file.

o Deleteinfected file: This function serves as a strict measure for effectively containing a
virus. In the rare case of a false-positive virus message, this may lead to data loss.

Infected archives: Specify here how infected archives are to be treated. When specifying these
settings, you should bear in mind that a virus in an archive will only be harmful when it is
unpacked from the archive.

Scanning mode: Define when files should be scanned. Read access scans every file directly
whenit's read. Read and write access adds a scan on writing, to protect against viruses that
are copied from another possibly unprotected client or from the Internet. On execution scans
files only when they are executed.
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Monitor network access: Enable network access monitoring.

Heuristics: Through heuristic analysis, viruses are not only detected on the basis of the
constantly updated virus databases, but also on characteristics typical of viruses. This method
provides additional security, but may also produce a false alarm in rare cases.

Check archives: Checking compressed data in archives is a very time-consuming process and
can generally be omitted if the GBDATA virus monitor is always enabled on your system. The
monitor can detect a previously hidden virus while the archive is being unzipped and can
automatically prevent it from spreading. To avoid decreasing performance with unnecessary
checks of large archive files that are rarely used, you can set a size limit (number of kilobytes) for
archives that should be checked.

Check email archives: This option should generally be disabled, as scanning email archives
takes a long time, and if an infected email is found, the entire mailbox is moved to quarantine or
deleted - depending on the virus scan settings. Email in the mail archive may no longer be
available in such a case. As the monitor also blocks execution of email attachments, disabling
this option does not create a security hole. Moreover, when using Outlook, incoming and
outgoing mails are scanned using an integrated plug-in.

Check system areas on startup/Check system areas on media change: System areas (such
as boot sectors) in your computer should be included in virus checks. Here, you can specify
whether these should be checked on system start-up and/or whenever a media change occurs
(new DVD, etc.). Generally, you should have at least one of these two functions activated.

Checkfor dialers /spyware / adware / riskware: You can use the GATA software to check
your system for dialers and other malware programs (spyware, adware, riskware). This includes
programs that establish unrequested expensive Internet connections and are potentially every
bit as damaging as a virus in terms of economicalimpact. For example, spyware can silently
record end user surfing behavior or keystrokes (including passwords) and forward this to third
parties via the Internet.

Notify user when avirus has been found: If this option is enabled, when a virus is found by the
monitor, a notification window is displayed, informing the user that a virus has been found on
the system. Thefile that has been found, its path and the name of the malware found are
displayed.

Under Exceptions, you can exclude specific directories from virus checks, for example to omit folders
with archives that are seldom used in order to integrate them into a special scan job. Files and file
types can also be excluded from the virus check. The following exceptions can be configured:
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Directory: Select a folder (including any subfolder contained within it) that you do not want to
be checked by the monitor.

Drive: Select a drive (partition, hard disk) that you do not want to be checked by the monitor.

File: Enter the name of a file that you do not want to be checked by the monitor. You can use
wildcards.

Wildcards work as follows: the question mark symbol (?) represents individual characters. The
asterisk symbol (*) represents entire character strings. For instance, in order to exclude all files
with the file extension exe, enter *.exe. To exclude files with different spreadsheet formats (e.g.
Xls, xlsx), simply enter *.xIs?. Or, to exclude files of various types that have identical initial file
names, enter (e.g.) text*.” This would involve files called text1.txt, text2.txt, text3.txt, etc.

Process: If a specific process should not be monitored by the monitor, enter the complete path
and filename of the process (e.g. C:\Windows\system32\cmd.exe).
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You can repeat this procedure as many times as you wish, and you can delete or modify the existing
exceptions in the Exceptions window.

Behavior monitoring

Behavior monitoring provides further protection against malicious files and processes. Unlike the
monitor, it is not signature-based, but analyzes the actual behavior of a process. To undertake a
classification, behavior monitoring uses various criteria, such as write access to the registry and the
possible creation of auto-start entries. If sufficient criteria lead to the conclusion that a programis
exhibiting suspicious behavior, the action set under If a threat is detected will be carried out. The
options Log only, Halt program, and Halt program and move to quarantine are available here.

Whenever behavior monitoring carries out an action, a report is added to the Security events tab. If
a program has falsely been identified as a threat, the corresponding report can be used to create a
whitelist entry. Whitelist entries can be viewed and removed by clicking Edit global whitelist.

ExploitProtection

Exploits specifically look for vulnerabilities in third party software on the client. ExploitProtection
constantly checks the behavior of the installed software for irregularities. If any unusual behavior is
detected in a software process, the action that has been defined under If an exploit is detected is
carried out: Log only or Prevent execution. If Notify user if an exploit is detected has been
enabled, the user will also receive a notification.

Whenever ExploitProtection carries out an action, a report is added to the Security events tab. Ifa
program has falsely been identified as a threat, the corresponding report can be used to create a
whitelist entry. Whitelist entries can be viewed and removed by clicking Edit global whitelist.

USB Keyboard Guard

USB Keyboard Guard protects clients against BadUSB attacks. Maliciously reprogrammed USB
devices, such as cameras, USB sticks or printers, can act as keyboards when they are pluggedinto a
computer. To prevent those devices from automatically carrying out unauthorized commands, USB
Keyboard Guard will ask the user for confirmation if it detects a USB device that identifies itself as a
keyboard. If the user indeed plugged in a keyboard, it can be safely authorized. If the device identifies
itself as a keyboard but the user plugged in something else, it should not be authorized, as it may be
malicious.

Regardless of the user's decision, a report will be added to the Security events tab. If a device has
been authorized, the administrator can decide to block it nonetheless by right-clicking on the report
and revoking the authorization.

Anti-Ransomware

Whereas regular malware infects devices to use them as part of a botnet or to steal credit card
information, ransomware developers try to make money by extorting the user directly. In order to
extract a ransom, ransomware locks the device or even encrypts data until the victim pays up. In
addition to signature- and behavior-based detection, the Anti-Ransomware function detects the
specific actions of ransomware, such as file encryption, and blocks them before it can do any more
harm. When ransomware is detected, the action set under In case of a threat will be carried out. The
options Log only and Move to quarantine are available. If Notify user in case of a threat has been
enabled, the user will also receive a notification.

Whenever Anti-Ransomware carries out an action, a report is added to the Security events tab. If a
program has falsely been identified as a threat, the corresponding report can be used to create a
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whitelist entry. Whitelist entries can be viewed and removed by clicking Edit global whitelist.

4.3.4.3. Email

Virus protection for email can be set up on every GBATA Security Client. The default ports for the
POP3, IMAP, and SMTP protocols will be monitored. Additionally, a special plugin for Microsoft
Outlook automatically checks all incoming email for viruses and prevents infected email from being

sent.
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Incoming email

The Incoming email section defines options for scanning incoming emails.
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Reaction toinfected files: Specify the action to be taken if an infected file is detected. There

arevarious options here that may or may not be suitable, depending on what the respective
client is used for.

Check received email for viruses: By enabling this option, all emails that the client receives
will be checked for viruses.

Check unread email at program startup (Microsoft Outlook only): This option is used to
scan emails for viruses that the client may receive while it is offline. All unread emailin your
Inbox folder and subfolders are checked as soon as you open Outlook.

Attach report toreceived infected emails: As soon as one of the emails sent to the client
contains a virus, you will receive the following message in the body of this email beneath the
actualemail text WARNING! This mail contains the following virusfollowed by the name of the
virus. In addition, you will find a [VIRUS]notification before the actual subject. If you enabled the

option Delete text/attachment, you will also be notified that the infected part of the email was
deleted.



GIBATA Administrator

Outgoing email
The Outgoing email section defines options for scanning outgoing emails.

Check email before sending: To make sure that you do not send out any infected emails, the
GIATA software offers the option of checking outgoing emails for viruses before sending them.
If an email actually contains a virus, the message The mail [subject header] contains the
following virus: [virus name]is displayed and the relevant email is not sent.

Attach report to outgoing emails: A report is displayed in the body of each outgoing email
below the actual mailtext. It reads Virus checked by GATA ANTIVIRUS, provided that you have
enabled the Check email before sending option. GBATA engine version info and virus news
can also be added (Engine version/Virus news).

Scan options
The Scan options section configures the scan parameters for incoming and outgoing emails.

Use engines: The GBATA software works with two independently operating virus scanning
engines. Using both engines guarantees optimum results for preventing viruses. Using just one
engine can have performance advantages.

OutbreakShield: OutbreakShield detects and neutralizes threats from malicious programsin
mass emails before the relevant up-to-date virus signatures become available. OutbreakShield
uses the Internet to monitor increased volumes of suspicious emails, closing the window
between a mass mail outbreak and its containment with specially adapted virus signatures,
practically in real time. Under Edit, you can specify whether OutbreakShield uses additional
signatures to increase detection performance. In addition, you can enter access data here for
the Internet connection or a proxy server, which allows OutbreakShield to carry out an
automatic signature download from the Internet.

Warnings
The Warnings section configures warning messages for recipients of infected emails.

Notify user when avirus has been found: Recipients of an infected message will
automatically be notified through a virus warning pop-up.

Outlook protection
Outlook protection enables email scans using an integrated plugin.

Protect Microsoft Outlook with an integrated plugin: Activation of this function inserts a
new function in the client's Outlook program under the Tools menu, called Scan folder for
viruses. Regardless of the GATA Administrator settings, an individual client user can scan the
currently selected email folder for viruses. In the email display window, you can use Check email
for viruses in the Tools menu to run a virus check of the file attachments. When the process has
been completed, an information screen appears in which the result of the virus check is
summarized. Here you can see whether the virus analysis was completed successfully, get
information about the number of emails and attachments scanned and about any read errors,
as well as any viruses found, and how they were dealt with.

Port monitoring
By default, the standard ports for POP3 (110), IMAP (143) and SMTP (25) are monitored. If your system's
port settings are different, you can customize the settings accordingly.
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4.3.4.4.Web

The Web panel allows you to define in-depth scan settings for internet traffic and online banking.

If you choose not to check Internet content, the Monitor will engage anyway when a user tries to
access infected downloaded files. That means that the system on the respective client is also
protected without checking Internet content, as long as the virus monitor is active.
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Internet traffic (HTTP)
The section Internet traffic (HTTP) covers scan settings for HTTP traffic.

e Process Internet traffic (HTTP): HTTP web content is checked for viruses while browsing.
Infected web content is not run at all and infected pages are not displayed. If the network is
using a proxy to access the Internet, the server port the proxy is using must be entered. Web
content control (available in GRWATA Endpoint Protection Business) also uses these settings.

e Avoid browser timeout: Since GRATA software processes web content before it is displayed in
the Internet browser, there will be a certain amount of latency, depending on the data traffic. It
is possible for an error message to appear in the Internet browser because the browser does not
receive data immediately. This error message can be suppressed by enabling Avoid browser

timeout. As soon as all browser data have been checked for viruses, they will be transmitted to
the Internet browser.

e Limit file size for downloads: You can disable the HTTP check for web content that is too
large. The contents will still be monitored by the virus monitor to check if suspected malicious
routines become active. The advantage of enabling the size limit is that there are no delays
caused by virus checks when downloading largefiles.

e Global whitelist for web protection: Exclude certain web sites from the internet traffic check.
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BankGuard

Banking trojans are becoming an ever greater threat. The BankGuard technology secures online
banking by checking the validity of network libraries, to make sure the browser is not being
manipulated by a banking trojan. This proactive protection works in more than 99% of the cases and
even protects from unknown trojans. BankGuard should be activated for all clients that use Internet
Explorer, Firefox, and/or Chrome.

4.3.4.5. AntiSpam

The AntiSpam module is available as part of the Client Security Business, Endpoint Protection
Business and Managed Endpoint Security solutions.

If you check the option Use spam filter, client email traffic will be checked for possible spam mails.
You can configure a warning message that will be added to the subject line when an email is identified
as spam or falls under suspicion of being spam.
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If the Microsoft Outlook plugin has been enabled, incoming spam mails will be moved to the
AntiSpam folder. For other e-mail clients, spam mails can be automatically moved to a
dedicated spam folder by defining a filter rule that matches the spam warning in the subject.
To configure AntiSpam settings when using Microsoft Exchange, see Exchange settings >
AntiSpam.

4.3.5. Exchange settings
GIATA Exchange Mail Security is available as an optional module.

The Exchange settings module offers access to settings for the Exchange plugin of GRATA
MailSecurity. The module becomes available as soon as the plugin is installed on Exchange Server
2007 SP1,2010 or 2013.
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4.3.5.1. General

The General section lets you configure update settings, antivirus protection and scan settings for the
Exchange plugin of MailSecurity.
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Update virus signatures automatically
Like regular clients, Exchange clients can be updated automatically.

e Update virus signatures automatically: Enables automatic updating of the virus signatures.
At every synchronization interval the Exchange clients check whether new virus signatures
exist on the GBATA ManagementServer. If new virus signatures are available, they are
automatically installed on the client.

e Update program files automatically: Enables automatic updating of the program files. At
every synchronization interval the Exchange clients check whether updated program files
exist on the GATA ManagementServer. If updated program files are available, they are
automatically installed on the client.

Antivirus protection

Enable antivirus protection by checking the On-access scan checkbox. The On-access scan checks
allemails, attachments and other objects for malware as soon as they are received or sent. If any
malicious content is found, the measures defined under Scan settings are carried out.

Scan settings
The scan settings are similar to those used for Monitor and Scan jobs.

¢ Use engines: Define whether both scan engines should be used or only one. The recommended
setting is to use both scan engines.

e Ifaninfected fileis found: The Exchange plugin can take care of infected files in various ways
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similar to the Monitor.

File types: To speed up the scanning process, scans can be limited to program files and
documents. However, it is recommended to check all files.

Use heuristics: Heuristics enable detection of malware based on typical malware
characteristics, as an addition to traditional signature-based recognition.

Check archives: Archives can be checked for malware inside of them. If malwareis found, the
archive as a whole will be disinfected or removed, possibly including clean files. If you have
configured quarantine measures, the complete email message (including the archive) will be
quarantined.

4.3.5.2. AntiSpam

The AntiSpam option of the Exchange plugin makes sure that spam messages are filtered before they
even reach the recipient. It is only available on Exchange servers that are running the Hub Transport

role.

Spam messages are categorized in three distinct categories: Suspected spam, High spam
probability and Very high spam probability. For each of those categories, you can customize the
action that the Exchange plugin will take:

Reaction

o Deliver email: The email message will be delivered to the recipient.

o Move email to Quarantine: The email message will be moved to the Quarantine folder.
o Reject email: The email message will be rejected.

o Move email to Spam folder: The email message will be moved to the Spam folder.
Subject prefix: Add a prefix to the subject of the email message, such asa [SPAM?]tag.
Message in body: Add text to the body of the email message.

Create reports: Add a report to the Security events module.

In addition to the three spam categories, you can define a whitelist and a blacklist. Email messages
from addresses or domains on the whitelist are never checked for spam; addresses and domains on
the blacklist are always treated according to the configuration for Very high spam probability. The
whitelist and blacklist can be exported and imported as .json files.
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4.3.6. Android settings

The Android settings module offers easy access to G®ATA Administrator's Android management
capabilities.

4.3.6.1. General

The General tab offers settings for automatic updates, web protection, virus checks and
synchronization, as well as two general device management options:

e Description: Enter any notes or remarks that apply to this mobile client.
e Device name: The name of the mobile device.
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Updates
The Updates section covers settings related to updates.

e Automatically: You can configure whether the Android client should automatically check for
software and virus signatures. If updates are not downloaded automatically, the user can still
initiate a manual update. If you choose automatic updates, you can set the Interval and limit
the updates to happen only when there is Wi-Fi connectivity.

Web protection

The Web protection blocks phishing websites from being opened in the Android browser and in
Chrome. Since some data traffic is required to check the list of phishing websites, web protection can
be configured to only look up websites when there is Wi-Fi connectivity. The Web protection section
therefore includes the possibility to limit web protection to wireless networks.

e Web protection: Enable Web protection to protect Android clients when they access the
internet. Web protection can be enabled for all web traffic or only when there is wireless
connectivity.

Virus check
The Virus check section lets you define parameters for on-demand and on-access virus scans.

e When installing apps: Enable an automatic virus check for newly installed applications.

e Periodically: Enable a periodic virus check. Tick the checkbox Periodically and specify the
Interval.

e Power save mode: Postpone the periodic virus check if the device is in power save mode.
e Only whilerecharging: Run the periodic virus check only when the device is being charged.
e Type: Scan System (full scan) or only Installed applications.
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Synchronization

The Synchronization option defines how often the Android client synchronizes its data with the
ManagementServer. You can set aninterval and configure synchronization to happen only when
there is Wi-Fi connectivity or also when using a mobile network data plan.

4.3.6.2. Policies

By assigning each mobile device a phone type, you can enforce policies. This allows you to block
certain device functions from being used on corporate devices and to protect the corporate network.
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General settings
Under General settings, select the Phone type for the selected device(s). This decides which settings
profile will be used by GBATA Internet Security for Android:

e Corporate: GBATA Internet Security for Android will use settings from the corporate profile,
which is regularly synchronized with G®ATA ManagementServer. The user is not allowed access
to any settings. This is the recommended setting for corporate devices.

e Private: GRATA Internet Security for Android will use settings from the private profile, which is
not synchronized with GIATA ManagementServer. The user is allowed access to all settings in
GIATA Internet Security for Android.

e Mixed: The user can freely switch between the corporate and private profiles.

Warning: When enabling Private or Mixed mode, the user will gain access to functionality that
cannot be managed centrally. Using Corporate mode is recommended for all managed
Android devices.

Regardless of the phone type, the following functions can be managed:

e Allow camera access: Allow access to the device's camera (Android 4.0 and higher).
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e Encryption required: Require full device encryption to be enabled (Android 3.0 and higher).

e Allow rooted devices: Allow devices that have been rooted. If disabled, rooted devices are
blocked using the remote maintenance password defined under Lost/Stolen. If disabled, rooted

devices cannot access the wireless network defined under Allow WLAN access if requirements
are met.

Allow WLAN access if requirements are met
For devices that have been rooted, access to a specific wireless network can be blocked. This allows

you to permit access to the corporate wireless network only for devices that can be securely
managed.

Enter the SSID for the corporate network for which access should be enabled. If the network is
encrypted, enter the Password and select the Encryption type.

4.3.6.3. Lost/Stolen

The Lost/Stolen tab offers a range of functions that help protect devices and their data if they go
missing. Devices that are stolen or lost can be remotely locked, wiped, located or muted by sending an

SMS from a trusted phone number. Using Firebase Cloud Messaging, these anti-theft functions can
also be triggered manually at any time.
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Before specifying any anti-theft measures, some general settings should be entered. The Remote
maintenance password consists of numbers and functions as a PIN code. When sending SMS
commands to the device, the password has to be included to ensure that only authorized users can
send commands. The command to remotely reset the maintenance password can only be sent from
the Trusted phone number. Some of the SMS commands trigger a report or other notification,
which will be sent to the device from which the command was issued. Optionally, they can also be sent
to an Email address for notifications. If you enable one or more of the Theft detection options, any
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available location information will also be sent to this email address.

SMS commands

Under SMS commands, you can define anti-theft actions that can be triggered by SMS. These actions
can be triggered by sending the respective command to the device, including the remote
maintenance password.

e Locate device: The device will report its location via SMS. If an email address has been entered
under Lost/Stolen, location data will be sent there as well. To trigger this function, send an SMS
containing the text passwordlocate.

o Delete personal data: The device will be reset to its factory settings. All personal data will be
wiped. To trigger this function, send an SMS containing the text passwordwipe.

e Playringtone: The device will play a ringtone until Internet Security for Android is started. This
will assist in locating lost devices. To trigger this function, send an SMS containing the text
passwordring.

e Mutedevice: If you do not want the device to call attention to itself with ring tones or other
signals, it can be muted. This does not include the ring tone that is used to locate lost devices. To
trigger this function, send an SMS containing the text passwordmute.

e Lockscreen: The device screen can be locked to prevent the device from being used. To trigger
this function, send an SMS containing the text passwordlock. If no lock screen password has
been set, the remote maintenance password will be used.

o Setlock screen password: Set a password to unlock the device after sending the lock
command. To trigger this function, send an SMS containing the text passwordset device
password: devicepassword. Make sure to send the lock command to lock the device after
setting the password.

To remotely reset the remote maintenance password, send an SMS from the phone number that you
specified under Trusted phone number containing the text remote password reset:
newpassword.

Theft detection

When deploying Internet Security for Android, it remembers which SIM card is in the device at that
time. If this card is changed at any time, for example if the device was stolen and resold, certain
actions can be carried out automatically.

e Lockscreen: samefunctionality as the option under SMS commands.

e Locate device: samefunctionality as the option under SMS commands.
Emergency action
Using the internet-based Firebase Cloud Messaging framework, emergency actions can be triggered
on Android devices. This has the advantage of working even if a device is being used without a SIM

card. Firebase Cloud Messaging must be configured under General settings > Android before using
any emergency actions.

Select any of the following actions and click Execute action to send the command to the device:

e Locate device: same functionality as the option under SMS commands.
e Mutedevice: same functionality as the option under SMS commands.
e Playringtone: same functionality as the option under SMS commands.
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o Set lock screen tofollowing PIN: same functionality as the option under SMS commands.
e Enable lock screen with PIN: same functionality as the option under SMS commands.
e Reset device tofactory defaults: same functionality as the option under SMS commands.

4.3.6.4. Apps

The Apps panel lets you configure access to apps on managed devices. To block or allow apps, first
decide whether the filter should work in Blacklist or Whitelist Mode. In Blacklist mode, all apps on the
blacklist will be blocked or password protected; all others will be accessible. In Whitelist mode, all apps
on the list will be allowed or password protected; all others will be blocked. The Password (a PIN

code) is used to access blocked apps. You can also choose to enter a Recovery email address to
which the password will be sent in case you forget it.

Under Available apps, all apps that have been installed on the currently selected device(s) are listed.
For each app, you can seeits Name, Version and Size. Using the arrow controls apps can be moved

to the white-/blacklist. For apps on the white-/blacklist, you can enabled or disable Password
protection.

uw G Data Administrator - g

Admin  Organization  Network Monitoring  View 7

Clients/ManagementServers ~ & | Dashboard Clients Client settings i icyManager Firewall PatchManager Logs Statistics
(@ 84K HE 1 - :
Find... o Genera\ @ Policies Lust.’sto\en & Phone book &( Calls / SMS
1| 4 L Al ManagementServers
5 Status: Enabled App,y
s} 4 (3 localhost Viod, Blacklist
lode: lacklisi -
B »  ieh Demo.Gdata
g Password:
4 » 4 MobileDevices
e Recovery email address:
£ » g Notebooks
&
£ b o Servers Available apps:
=
» gy Workstations Drag a column header to this area to group by that column.
b <k Exchange Name Y | Version T |size 7 |lnstalled 7
» < Sendmail/Postiix B s Manoger 112312152304 502014412430 8318
r - squid Gl Chrome to Phone 23.2 252 k8
» (0S Mobile Device M it B
+‘ opfe Hevics Managemen iﬁé Android Assistant 5.3 133 MB
W | Wikipedia 124 179 MB
) Mail 40.2117312631.114873
EBE Adtien 5.1.2315322161.604071.604071 276 kB
9 Internet 234
a Catlog 144 39248
Overview MU | 5/achiist: all apps on this list are password protected/blocked. All others are permitted
n A E Drag a column header to this area to group by that column.
ko Securty Requests Patches Enabled | Name Y | Group setting T | Passward protection T | Version T |Size T
% E@ @ 2 LitCity_Test Yes O 10 51218
T witv Yes O 11 236 kB
Client logs Server logs Postfix Squid —
=
€ é alogeat Yes O 261 434 kB
ey ® &
0 AnTuTu Benchmark Yes O 24 11.16 M2
Exchange  Unauthorized Unauthorized ~ Unauthorized
clients servers bf"a? Spider-Man 3D Yes O 110 312kB
dien
Eﬂ Bo "X Magic Pianc Yes O 122 27.54 MB
e Whatshpp Yes O 21123 1481MB
Signatures Program
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

4.3.6.5. Phone book

The Phone book panel allows for advanced contacts management. Contacts can be added to a phone
book within the Internet Security app and they can be hidden from the device's built-in phone book. In
combination with the Apps feature, the Phone book can be configured as a centrally managed
replacement for the Android phone book, creating a managed contacts environment for scenarios

where the communication possibilities of a mobile device should be limited to a pre-approved subset
of contacts.
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] G Data Administrator
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Clients/ManagementServers.
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Find...

4 =k Al ManagementServers

4 53 localhost

= Demo.Gdlata

&1 MobileDevices

p—

»

»

» g Notebooks
b o Servers

¥ s Workstations
A Exchange

4 Sendmail/Postfix
- squid

<L i0S Mobile Device Management

y v v ¥

No data available

Overview QX

Info Security Requests Patches
Clientlogs~ Server logs Postfix Squid
2 [® 5]
Exchange Unauthorized  Unauthorized ~ Unsuthorized
dlients servers Exchange
dlients
Signatures Program
| Add contact... Show contact database

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

The main list shows all contacts that have been added to Internet Security's phone book. For each
contact, the First name, Last name, Phone number(s) and Address are listed. Using the Visibility
dropdown menu, you can decide whether the contact should be Visible in the Android phone book,

Hidden from the Android phone book, or if its calls and SMS messages should be hidden
(Communication hidden).

To add a contact to the phone book, click Add contact. The Contact database window will show all
contacts that have been defined. Select one or more contacts and click Choose to add the contacts to
the phone book. To remove a contact from the phone book, click Remove contact.

To add a contact to the contact database, click the button Create contact in the toolbar or Import
contacts to import contacts from an Active Directory Organizational Unit (OU). When creating a
contact, you should at least enter a First name or Last name. Additionally, one or more addresses
can be added, as well as email addresses, phone numbers, fax numbers, and organizations. To remove

a contact from the contact database, select it and click the Delete icon in the toolbar or the option
Delete in the context menu.

4.3.6.6. Calls / SMS

The Callfilter allows you to filter incoming calls and SMS messages as well as outgoing calls. Using

the same contact database as the Phone book panel, you can easily add contacts to a blacklist or
whitelist, as well as defining generalfilters.
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Clients/ManagementServers.
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£ = All ManagementServer: Incaming calls/SMS roeh]]
O | 4 I3 localhost Allow anonymaus calls despite filter
" £ DemoGdata [] Add phone baok to the filter entries Discard
g Filter der | W
5 » i MobileDevices Hermods:
]
£ » g Notebooks
&
H b o Servers
-
¥ s Workstations
b L Exchange
b - Sendmail/Postfix
» <k squid
bk i0S Mobile Device Management M
Show contact database
Qutgoing calls
[[] Add phone book to the filter entries
Filter mode: | Whitelist
e sy | Eniries for explict fiter
Drag a column header to this area to group by that column.
n A E Enabled| Firstname 7 | Lastname 7 | Phone number(s) 7 | Address T
Info. Security Requests Patches
BE E'E @
Clientlogs ~ Server logs Postfix Squid
A (] S No data available
——
Exchange  Unauthorized  Unauthorized ~ Unauthorized
clients saruers Exchange
clients
R B
Signawres - Progiem Show contact database
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM
Incoming calls/SMS

Under Incoming calls/SMS, you can define how Internet Security should treat incoming
communication. Uncheck Allow anonymous calls despite filter to block all anonymous incoming
calls. Enabling the additional option Add phone book to the filter entries will allow contacts with
anentry in the Android or Internet Security phone books through the filter, in addition to any
whitelisted contacts.

Under Filter mode, you can define specific measures for incoming calls and SMS messages. Select
Blacklist to allow all communication, except from the contacts that are on the list. Select Whitelist
to block all communication, except from the contacts that are on the list. By clicking Add contact,
you can add any contact from the contact database to the list. Click Remove contact to remove a
contact from the list.

Outgoing calls
Under Outgoing calls, you can define how Internet Security should treat outgoing phone calls.
Enabling the additional option Add phone book to the filter entries will allow contacts with an

entry in the Android or Internet Security phone books to be contacted, in addition to any whitelisted
contacts.

Under Filter mode, you can define specific measures for outgoing calls. Select Blacklist to allow all
communication, except from the contacts that are on the list. Select Whitelist to block all
communication, except from the contacts that are on the list. By clicking Add contact, you can add

any contact from the contact database to the list. Click Remove contact to remove a contact from
the list.

If an attempt is made to call a blocked contact, the user will be informed and offered the possibility to
request the contact to be permitted. The permission request will be added to the Security events
module. It can be used by the administrator to directly add a blacklist or whitelist exception for the
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contact.

4.3.7.i0S settings

TheiOS settings module offers easy access to GBATA Administrator's iOS management capabilities.

4.3.7.1. General

Using the General tab, you can enter a note for the selected client(s) and assign a profile:

e Description: Enter a note, for example information about the device or its configuration. The
noteis only displayed in GRWATA Administrator.

e Active profile: Displays the currently assigned profile. Select a profile from the list to change
the profile or select - No profile - to remove the current profile.

In addition to the note and profile settings, the General tab also displays settings that have been
configured when Device Management was deployed to the device. This includes the Device
Management name, description, organization and the End User License Agreement.

w G Data Administrator - 5 IEN

Admin  Organization Network Monitoring ~ View 2

MR N6 205 settings e

. ——
b = All ManagementServers

Note:
» - Exchange Apply
Active profile: | Profile 1 -
b -k Sendmail /Postiix
» < squid

4 - i0S Mobile Device Management

Clients/ManagementServers
@ LK RE

Find,

4 3 localhost

E—

B Device

[ Installation

Name: Device
Overview (RS Note:
Email
n A ﬂ Organization: G DATA
fnfe seurty  Requests Fatches Installation date: 2/17/2016
% Ele @ . Expiry date: 2/17/2017 fwill be renewed automatically)
G DATA Mobile Device Management
Clentlogs  Serverlogs  Postix squid
' ®
Unauthorized
fachange - Unautnerzed  Unadnerzed O nge End User License Agreement:
......
n e
s ProgEm

‘Connected localhast - AW Last signature update: 2/18/2016 2:25:02 PM

4.3.7.2. Profiles

Using profiles you can deploy security policies to (groups of) iOS devices. Use the Add profile toolbar
button to define a new profile by entering its Name and a Description (optional). Each profile can
contain up to five policies, each focusing on a specific branch of settings. Under Add policy, select
one of the following five policies and click the plus sign to add it to the profile:

¢ Functionality restrictions: Disable specific functions of the iOS device (such as camera usage,
SirioriCloud).

e App restrictions: Disable specific apps or app settings (such as YouTube, iTunes Store or
Safari).

e Mediacontent restrictions: Disable specific types of media content, based on various rating
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Passcode settings: Enforce iOS passcode standards (such as minimum length, minimum
complexity and a maximum number of failed attempts).

WLAN: Allow the iOS device to connect to a specific wireless network.

Select a policy to edit its settings. Click Apply to save the profile and all its policies. If you are editing a
profile that has already been assigned to a device, the updated profile will be synchronized with the
device and a report will be added to the Logs (iOS) module as soon as the device has applied it.

(2]

Admin  Organization  Network Monitoring  View 7

Clients/ManagementServers M

i@ AN EE
b = All ManagementServers
b <k Exchange

¥ =k Sendmail/Postfix

r A squid

4 - (0S Mobile Device Management

—

Find... p

4 (3 localhost
§ Device
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Info Security Requests Patches
Client logs Server logs Postfix Squid
G (] S
Exchange Unauthorized  Unauthorized ~ Unautherized
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B
Signatures Program

Connected localhost - AW

G Data Administrator - g

@ FS -i‘ Import... Export..
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Profile 1

gt .
Passcode settings [X] = E el
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o

Maximum passcode age 50

Minimum number of complex characters

0
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o

Passcode history 3
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Last signature update: 2/18/2016 2:25:02 PM

Profiles can be imported and exported by clicking the respective buttons. Profile settings are saved as
a JSON file.

4.3.7.3. Anti-Theft
The Anti-Theft tab lets you trigger one of three anti-theft actions on the selected iOS device:

Lock device: The device's lock screen will be enabled (including passcode protection, ifa
passcode has been set).

Reset device: The device will be wiped. Warning: this removes all data and also disables Device
Management.

Remove passcode: The device's passcode will be removed.

Click Execute function to carry out the selected action. The status will be reported under Logs (iOS).
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4.3.8. Sendmail/Postfix
The Linux Mail Security Gateway module is available as an optional module.

The Sendmail/Postfix module offers access to settings for Linux Mail Security Gateway.
4.3.8.1. Settings

Under Settings, the antivirus protection can be configured:

e Reaction: Define the reaction to infected emails (Delete infected attachments or Move email
toquarantine).

e Subject prefix: Add a prefix to the email subject (e.g. [VIRUS)).

[ J

Message in body: Add a notification to the email body (e.g. This email contains a virus).
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G Data Administrator
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4.3.8.2. AntiSpam

Using the AntiSpam settings, the Linux Mail Security Gateway module automatically filters incoming
email for spam.

G Data Administrator

Admin  Organization  Network Monitoring  View 7

Spam filter
b -k Exchange Enabled {recommended)
[] Use whitelist

BlARISEE

b - All ManagementServers

4 =k Sendmail/Postfix
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4 33 localhost
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: ) SERVER11 Reaction: Deliver email ’
2 .
b - Squid Subject prefix:
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High spam probability
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Message in body:
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Info Requests

Security
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5
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Spam messages are categorized in three distinct categories: Suspected spam, High spam
probability and Very high spam probability. For each of those categories, you can customize the
action that the plugin will take:

e Reaction
o Deliver email: The email message will be delivered to the recipient.
o Delete message: The email message will be deleted.
o Subject prefix: Add a prefix to the subject of the email message, such asa [SPAM?]tag.
e Messagein body: Add text to the body of the email message.
e Createreports: Add a report to the Security events module.

In addition to the three spam categories, you can define a whitelist and a blacklist. Email messages
from addresses or domains on the whitelist are never checked for spam; addresses and domains on
the blacklist are always treated according to the configuration for Very high spam probability. The
whitelist and blacklist can be exported and imported as .json files.

.
4.3.9. Squid
. . . . .
The Linux Web Security Gateway module is available as an optional module.
¢ ] G Data Administrator - &
Admin  Organization ~ Network Monitoring ~ View  ? G
e .
i@r Ll ARINE|
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sy <k All ManagementServers
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E 4 3 localhost ‘ |Typ TlDeﬁnmon A
E |\ SERVER12
= » <L i0S Mobile Device Management
Ovarview v 0 X
o & @
sty Requess
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Cientlogs  Severlogs  Postfs  Saud
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Excnange thariz
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n e
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‘Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

The Squid module can be used to configure settings for the Linux Web Security Gateway. Under
Antivirus protection, the following settings can be configured:

e Enabled: Enable the antivirus protection for Squid.
e Use AntiPhishing: Enable cloud lookups to enhance protection.
o Createreports: Add a report to the Security events module when a virus is found.

Under Blacklist, click Add to add a Domain, Proxy client IP address or MIME type to the blacklist.
Entries on the blacklist are always blocked.
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4.3.10. Tasks

In the Tasks module you can define client and group tasks (jobs). There are two different job types:
single jobs and periodic jobs. Single jobs are performed once at a specific time; for periodic jobs, a
schedule is defined. You can define as many different jobs as you would like. For performance reasons,
it generally makes sense that jobs do not overlap in time.
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In the Tasks area, the following data are listed for every job:

e Name: Thejob nameyou entered. You can enter a name of any length.
e Type: Thetype of job, such as a scan job or a software recognition job.
e Client: The clients for which the job was created. You can only create jobs for enabled clients.

e Group: If you create a group job, the group name will be displayed, rather than the individual
clients.

e Status: Thestatus or the results of a job. For example, you can see whether the job has just run
or has been completed, and also find out if any viruses were found.

e Last execution: When the respective job was last run.

e Interval: This column shows the cycle with which the job will be repeated according to the
defined schedule.

e Scope: Find out which media (e.g. local hard disks) are included in the job.
To edit tasks, select the Properties command from the context menu (by right-clicking).
The following options are available in the toolbar above the task list:

® Refresh
& Delete
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Single scan job: Define a single scan job for clients or client groups. In the configuration
dialog, the time, scope, and additional scan settings can be defined on their respective tabs.

Periodic scan job: Define a periodic scan job.
Backup job: Define a backup job for clients or client groups (optional Backup module).

Restore job: This function allows you to restore backups to clients or groups (optional Backup
module).

Patch applicability job: List software and patches that have been installed on clients
(optional PatchManager module).

Software distribution job: Schedule software and patch distribution (optional
PatchManager module).

Run now: Re-run single scan jobs which have already been run or canceled. For periodic scan
jobs, this function runs the job immediately, regardless of schedule.

Logs: View the logs relating to a particular client's jobs.

Display group jobs in detail: Displays all associated entries with group jobs. The option is
only availableif a group is selected in the computer list.

When the Tasks module is selected, an additional menu entry named Tasks becomes availablein the
menu bar. The following options are included:

Display group jobs in detail

Run now: Re-run single scan jobs which have already been run or canceled. For periodic scan
jobs, this function runs the job immediately, regardless of schedule.

Cancel: Cancel a running job.

Delete: Delete selected jobs.

Restore backup: Restore backups to clients or groups (optional Backup module).
Add: Create a job.

4.3.10.1. Scan jobs

The New scan job window lets administrators define a single or periodic scan job. Acomplete job
configuration consists of three aspects: Job scheduling, Scanner settings and Analysis scope,

each

covered by their respective window tabs.

Which options are available on the tabs depends on the type of client that the job is being planned for.
For example, when planning a job for an Exchange server (if Exchange Mail Security has been
installed), options that deal with threats specific to desktop clients are not available.

Job scheduling
The Job scheduling tab lets you plan the scan job:

70

Job name: Specify which name the scan job should have. You can enter meaningful names here

such as Archive scanor Monthly scanto clearly label the job so that it can be found again in the
table overview.

Schedule (Periodic scan job): For periodic scan jobs, this option specifies when and at what
intervals the virus check should occur. If you select On system startup the scheduling defaults no
longer apply and the GB®ATA software will run the scan each time your computer is restarted. For

Daily jobs, you can specify under Weekdays on which specific days of the week the job should be
carried out.
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e Time: Usethis option to set a specific start time. For single scan jobs without start time, the
scan job will be started immediately after creation.

e Settings
o Allow the user tohalt or cancel the scan job: Permissions can be granted to the users for
pausing or aborting the job via the system tray context menu.

o Notify the user when avirus has been found: Displays a notification on the client when a
virus is found.

o Report scan progress tothe ManagementServer (every 2 minutes): Enable this option
to report the status of a scan job to the server.

o Shut down client after scan job, if no user is logged on: The client can be shut down
automatically after the scan job is finished.

o Runscanjob later if aclient is not powered up at the scheduled time: If a computer is
not switched on at the scheduled time of a periodic scan job, the scan job can be started later
by ticking this option.

e User context (optional): If the scan job includes network shares, they should be entered as a
UNC pathinstead of using mapped network drives. If the client's machine account (e.g.
Client0019) has no permissions to access a share, enter a User name and Password for an
account with the appropriate permissions here.

W Add periodic scan job

Schedule Weekdays
® hourly ) monthly
) daily () On system startup

31 T minute(s) past the hour
O use start date  Enter date
Settings
[[] Allow the user to halt or cancel the scan job
Notify the user when a virus has been found

ementServer (every 2 minutes)

o user is logged on

jent is not powered up at the scheduled time

Scanner

The Scanner tab shows the settings with which the scan job will be executed. The following options
areavailable:

e Use engines: The GBATA software works with two independently operating virus scanning
engines (see Client settings >Monitor).

e If aninfected fileis found: Specify what should happen if an infected file is detected (see
Client settings > Monitor).

¢ Infected archives: Specify here how infected archives are to be treated (see Client settings >
Monitor).

o Filetypes: Hereyou can define the file types GBATA should check for viruses. Please bear in
mind that checking all files on a computer can take considerable time.
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e Priority scanner: You can use the levels High, Medium and Low to specify whether the virus
check should have high priority on the client (in which case the analysis is relatively quick and
other applications may run more slowly during the analysis) or low priority (the analysis requires
more time, so that other applications can continue to run relatively unaffected). Which priority
to choose mostly depends on the point of time at which the virus check will be carried out.

e Settings: Specify the additional virus analyses you want the GATA software to perform. The
default options are the recommended ones, but depending on the type of application, the time
gained by omitting these checks may outweigh the slightly reduced level of security. Most of the
settings are identical to those found on the panel Client settings > Monitor, but the following
ones are specific to scan jobs:

o Checkfor rootkits: A rootkit attempts to evade conventional virus detection methods. You
can use this function to specifically search for rootkits, without checking all hard drives and
files.

o Use all available CPUs: With this option, you can distribute the virus checking load on
systems with multiple processor kernels over all the processors with the result that the virus
checking runs considerably quicker. The downside to this option is that less processing
power is available for other applications. This option should only be used if the scan job is
executed at times when the system is not regularly used (e.g. at night).

"] Add periodic scan job

Use engines: Both engines - optimized performance (recommended)

If an infected file is found:  Disinfect and move to Quarantine
Infected archives: Log only
File types: Al files
Priority scanner: High (short scan time)
Settings
Heuristics
Archives
Email archives
System areas
Check for dialers / spyware / adware / riskware

Check for rootkits
Use all available CPUs (short scan time, high CPU load)

Cme2

Analysis scope

Using the Analysis scope tab, you can limit the scan job to specific directories (when planning a scan
job for a client) or mailboxes (when planning a scan job for an Exchange server). The folder selection
window allows you to pick folders from both the PC on which Administrator is running and on clients.
When including network shares, they should be defined as a UNC path instead of using mapped drives.
The Analysis scope can be used to exclude folders, for example those with rarely used archives (which
canthen be checked in a separate scan job).
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'] Add periodic scan job

Job scheduling  Scanner [UCN Rt o

@) Check local hard drives
() Check memory and autostart
() Check the following directories:

4.3.10.2. Backup jobs

Backupis available as an optional module.

Using backup jobs, administrators can plan backup tasks for client data in order to centrally
safeguard essential files.

Job scheduling

A Job name for the backup job must be entered. It is recommended that you use a self-explanatory
name to make it easier to identify individual backup jobs. You can set up Full backups or Partial
backups (differential) at defined times. A partial backup only saves files that have been altered since
the last full backup. In this case, the backup job will need less time, but restoring a partial backup
takes longer because it needs to be rebuilt from multiple backup files.

'] Backup job

IERPRINIEN  File/directory selection
Group  Workstations
Job name:  new backup job
Full backup(s)
Schedule Weekdays
@ once ) weekly
O daily ) monthly
Time
2/18/2016 4:31 PM
Settings
[] Do not run backup when running on battery
Partial backupl(s)
Schedule ‘Weekdays
'!:. daily Monday
) weekly Tuesday
Wednesday
Thursday
. Friday
Time
131oM Saturday
: Sunday
Settings
[] Do not run backup when running on battery

Enable Do not run backup when running on battery to prevent burdening mobile computers
running in battery mode with a backup job. The backup will be postponed until the client is connected
to a power supply. For Daily jobs, you can specify under Weekdays on which specific days of the week
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the job should be carried out.

Server-side backup storage paths as well as quota notifications can be configured under General
settings >Backup.

File/directory selection

The File/directory selection tab lets you select which folders from which clients or groups will be
backed up. Under Backup scope, add folders from any of the clients. Exclude files allows you to
define files and folders to be excluded from the backup. There are several general options, such as
Temporary internet Files and Thumbs.db, but you can also define custom file types by adding their
extension to the file type list.

If the generated backup should be saved in a particular directory prior to transmission to the
ManagementServer, this can be indicated under Cache. If the option Use client standard path is
enabled and an absolute path s indicated, the backup will be buffered in the specified directory. If this
option is not enabled, GBATA Security Client will always buffer the backup on the partition containing
the most free disk space. The directory G®ATA\Backup will be created in the root directory of the
partition.

w Backup job

PLLE LTI File/directory selection

Backup scope
User directories Edit..

Exclude files

Temp directory with files
Temporary Internet files
Thumbs.db

Tempeorary files (file attribute)
System files (file attribute)

File types: =

Cache
Use client standard path
Directory:

4.3.10.3. Restore jobs
Backupis available as an optional module.

Restore jobs can be planned in several ways. In the Tasks menu, select New >Restore job to plana
new restore job. The Restore job toolbar button opens the same window, allowing you to select a
backup to restore. Alternatively, you can look up the backup in the list of backup jobs. Right click a job
and click Restore backup to open the Restore backup window.

The Restore backup window shows some basic information about the selected backup job. It
contains one or more backups, depending on how often the job was run. For every backup, the list
shows Backup time, Client, Type of backup, Number of files and Size (in MB). In the Restore on
client dropdown, you can select the client to which the backup should be restored (this does not need
to be the client from which the files were backed up). Select the appropriate backup and click OK to
open the Restore settings window.
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The restore settings can be configured on two tabs. File selection allows you to browse through the
backup. Click Only restore selected files from the archive to enable the folder tree in which you
can select thefiles to be restored. Click Restore all files within the archive to disable the folder tree
andrestore all files instead. The Options tab lets you configure restore job settings. Youcanadd a
descriptive title to the restore job under Job name. Files can be restored to the directory they were
backed up from if you select Restore files to original directory, or to another directory if you select
one under Target directory. Finally, you can decide what should happen to file conflicts under
Overwrite existing files. Upon confirming the recovery settings, a restore job will be added to the
Tasks module. It will be carried out immediately.

4.3.10.4. Patch applicability jobs
PatchManager is available as an optional module.

Patch applicability jobs can be planned to check if one or more patches are applicable to clients or
groups.

4] Patch applicability job = B
Group: Workstations
Job name: | New patch applicability job
Execution
®) Scheduled () As soon as available
Schedule Weekdays
) immediately ) weekly Menday
once ) monthly . Tuesday
_) hourly _) On Internet connection
®) daily ‘Wednesday
Y
Thursday
Time Friday
| Saturd.
433 PM erreay
Sunday
Scope
Specific patch ® Using attributes
Attributes
[[] vendor: ki
] Product name: L i
[ Urgency:
[ Language:
Patches only
Settings
[ Automatically install applicable patches
[ o« [ canca |

Patch applicability jobs can be scheduled using the following options:

e Execution: Decide when the patch applicability job should be run:

o Scheduled: Runthe patch applicability job according to a Schedule, which can be defined
using one of the following parameters: Immediately, Once, Hourly, Daily, Weekly,
Monthly or On Internet connection.

o Assoon as available: Run the patch applicability job each time a new patch is released.
To select the patches for which applicability should be checked, use one of the two Scope options:

e Specific patch: Choose one or more patches from a list.

e Using attributes: Use Attributes to select a range of patches using keywords. To add a
specific attribute (Vendor, Product name, Urgency, Language) as a filter criterium, tick the
checkbox and enter a keyword. This way you can check applicability for patches from a specific
publisher or only for specific versions. Wildcards like 7and *can be used. Enable the option
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Patches only if the job should not check full software packages and upgrades for applicability.

Select Automatically install applicable patches to make sure that each time a patch is found to be
applicable, it isinstalled automatically.

If the Patch applicability job is being planned from PatchManager's Status overview module, the job
applies to the patch and clients that were selected there. If it is being planned from the Patch
configuration module, you need to select the client(s) for which applicability should be checked. If it
is being planned from the Tasks module, you need to select the patch(es) for which applicability
should be checked - the job will be run on the currently selected group or client.

4.3.10.5. Software distribution jobs

PatchManager is available as an optional module.

Todistribute applicable patches to clients or groups, you can define a software distribution job.

[0 ] Software distribution job - =

Group: Workstations
Job name: | New software distribution job

Planning

@) immediately

O ediately after the boot process
() immediately after logging in

] Only load at specified time
[ Load with delay

0 < minute(s)

Selected patches

Grouped by 0 Reset all fiters

Check 7 |Title T | Blocked Language T |Product T |Vendor ¥

ndor: Microsoft Corp. (3128)
ndor: Adobe Systems, Inc (164)
ndor: Apple (14)

ndor: Citrix Systems, Inc (18)
ndor: McAfee, Inc (3)

* Vendor: Mozilla (34)

* Vendor: Novell (13)

FEFF 5

= Vendor: Cracle Corporation (36)
* Vendor: RealNetworks, Inc (4)

~ Vendor: Skype (6]

~ Vendor: Sun Microsystems (7)

Software distribution jobs can be managed and scheduled using the Planning options:

¢ Immediately: The software distribution job will be runimmediately.

e Immediately after the boot process: The software distribution job will be run after the next
boot.

e Immediately after logging in: The software distribution job will be run after the next time an
end user logsin to theclient.

e Only load at specified time: Schedule the job to be run at a specific time (the other scheduling
options will not come into effect until this point in time has been reached).

e Load with delay: Schedule a delay in starting the job. That way, the boot process and
distribution job won't influence client performance at the same time.

If the Software distribution job is being planned from PatchManager's Status overview module, the
job applies to the patch and clients that were selected there. If it is being planned from the Patch
configuration module, you need to select the client(s) on which the patch should be installed. If it is
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being planned from the Tasks module, you need to select the patch(es) that need to be installed - they
will be installed on the currently selected group or client.

4.3.10.6. Rollback jobs

PatchManager is available as an optional module.

Using rollback jobs you can uninstall previously deployed patches. Right-click the respective
distribution job in the Tasks overview and choose Rollback. Alternatively, select the specific client
and patch in PatchManager's Status overview panel and choose Rollback from the context menu.

The Update rollback window lets you enter a Job name to easily identify the rollback job. After
entering the name, click OKto add the job to the Tasks list. It will be executed immediately.

4.3.11. PolicyManager

The PolicyManager moduleis available as part of the Endpoint Protection Business and Managed
Endpoint Security solutions.

PolicyManager includes application, device, and web content control as well as monitoring of
Internet usage time. These functions allow comprehensive implementation of company guidelines for
the use of internal company PCs. Using the PolicyManager a system administrator can define
whether and to what extent external mass storage or visual media can be used. Similarly, one can
also define which websites may be visited and which programs may be used on the company PCs.

4.3.11.1. Application control

Application control can be used to restrict the use of specific programs. Under Status, specify
whether the limitations should apply to all users (including administrators) or only to users who do
not have administrator rights on the client.

Under Mode, specify whether the application control list should be a whitelist or a blacklist:

e Whitelist: Only the applications listed here can be used on the client computer.

o Blacklist: Applications listed here cannot be used on the client computer.
A new rule can be defined using the New button. Rules are categorised as one of three types:

e Vendor: Manufacturer information contained in program files can be used to allow or block use
of these applications. You can either enter the vendor's name here yourself or select a specific
filevia the... button, using which the manufacturer information can be read and imported.

e File: Block or allow specific program files for the particular client. You can either enter the file
name to generally forbid or allow access to files with this name or click the button Determine
file attributes to define a file based on its properties. If necessary, you can use an asterisk (*) as
a placeholder at the start and/or end of the File name, Product name and Copyright
properties.

e Directory: You can enable or block complete directories for clients (if necessary, including their
subdirectories).
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G Data Administrator

Organization  Network Moniteri

Z

8d

[YRUPES Firewall PatchManager Logs

egﬂm control @mb content control @Ilﬂgmd usage time
4 =X All ManagementServers
Status:  enabled for users and administrators - -
4 [ localhost ml
i Mode:  Blacklist: only block listed applications -
p b i3 Demo.Gdata
¥ Allow the user to report blocked applications
o b o) MobileDevices
£ Drag a column header to this area to group by that column.
E » gl Notebooks
& Rule type T | Content T | Group setting ¥ | Note T
2 b o Servers
2 File emule.exe Yes eMule
n .
1 Woristations File wireshark.exe Yes Wireshark
» gl Development Vendor “BitTorrent Inc™ Yes BitTorrent Inc
[ 1) Directory C\Program Files\Games Yes Microsaft Games.
b gl Sales File Crysis.exe Yes Crysis Shooter
b Exchange File AnnoT70T.exe Yes Anno 1701
»— =k Sendmail/Postfix
b squid
L. I
b <k i0S Mobile Device Management
Info Security Requests. Patches
Client logs Server logs Postfix Squid
5 = 2
Exchange Unauthorized  Unauthorized ~ Unauthorized
dients servers Exchange
X Information
Sgnatres Program The settings have not yet been received by all selected clients.
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

4.3.11.2. Device control

Device control can be used to restrict access to external storage media. Users can be prevented from
using USB sticks or other external storage media utilizing the USB port, as well as CD/DVD drives and
even webcames.

G Data Administrator
Network Monitoril

ization

lanag
i@ BlAKIRRE| =
Find... £
4 <k All ManagementServers

@Applimﬁnn control

Clients

Status:  enabled for users and administrators -

4 [ localhost i
é b £ Demotdun L Allow the user to report blocked devices
% » g MobileDevices Device Y| Permission T | Temporary permi:
g » gy Notebaoks 3 Floppy disk & Deny access M
25 » ol Servers & CO/DVD & Read -
4 ) Workstations % Removable storage media | £ Read / Write d
¥ ) Development B Webcam B Deny access M
rodm Exceptions;
> gl Sales Device T | Hardware ID / Medium 1D Yl Permission 7 | Usersigroups T | Group setting T | Note ‘r|
<k Exchange % Remavable storage me USB#DESdnnostorTechnologyCorp.IS916ENVID: 1F75#PID:09162REV:0001£5N:2 5 Read / Write Yes
<k Sendmail/Postfix % Remavable storage me USB#DES:etFlashMassStorageDevice*VID:8564#PID:1000#REV: 1075#5N:4150768253 &5 Read / Write Yes
=k squid

- {05 Mobile Device Management

Info S Requests

Security Patches
Clientlogs  Server logs Pastfix Squid

S

5 =

Exchange  Unauthorized  Unauthorized  Unauthorized

clients sarvers Exchange
o
n B Information
Sgnatures - Program The settings have not yet been received by all selected clients.
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM
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Under Status, specify whether the limitations should apply to all users (including administrators) or
only to users who do not have administrator rights on the client.

Under Devices, device usage can berestricted per Device type using the following settings:

Permission
o Read /write: Full access to the deviceis allowed.
o Read: Media can only be read; saving data is not permitted.

o Deny access: Both read and write access to the device are not permitted. The device cannot
be accessed by the user.

Temporary permission: If a device has been temporarily permitted through a PolicyManager
request in the Security events module, the time frame s displayed here. Click the X icon to
cancel the temporary permission.

By using the Exceptions settings, you can allow access to devices to which you had previously
limited access in some way or another (Read / Deny access). When you click the Add button a dialog
window opens in which you can define a new exception:

Device: Select the type of device for which you are adding an exception.
Rule enabled: The exception is only active if this checkbox is selected.
Type

o Device type exception: The exception will be defined for the selected Device typeas a
whole.

o Hardware ID/medium ID exception: The exception will be defined for a specific instance of
the selected Device type (e.g. a specific DVD or USB stick), to be specified under Hardware
ID/medium ID.

Permission: Select the type of permission to be allowed.

Hardware ID/medium ID: If you have selected Hardware ID/medium ID exception, enter the
respective ID here. Click the... button to determine a specific hardware or medium ID:

o Select source: Select (Local search...) to look for hardware and media IDs on computer on
which G DATA Administrator is installed. Alternatively, select a client from the list to look for
IDs on the respective client computer.

o Device: Select Use medium ID to display IDs of media (e.g. CD/DVD) or Use hardware ID to
display IDs of hardware.

Configure Windows users/groups: If the exception should be limited to specific Windows users
of groups, enter them here. Multiple entries should be separated by commas or line breaks.

Note: Add a note to the exception (e.g. to be able to tell similar exceptions apart).

4.3.11.3. Web content control

Web content control is used to provide users with Internet access within the scope of their duties while
preventing visiting non-desirable websites or websites in particular subject areas. You can select or
block certain areas by checking or unchecking a checkbox for the client in question. The categories
cover a large number of subject areas and are constantly updated by GBATA. Network administrator
costs associated with maintaining white- and blacklists thus no longer apply.

Under Status, specify whether the limitations should apply to all users (including administrators) or
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only to users who do not have administrator rights on the client.

Under Global exceptions, it is possible to ensure that certain websites are blocked or allowed

company-wide across the entire network, regardless of any settings that have been made under

Allowed categories. To do this, click Add, select Allow or Block, enter the Address (without

protocol) and click OK to add the exception. Click Edit to edit an existing exception or Delete to

delete exception(s).

Admin  Organi:

/ManagementServers
i@ LIAKIRR|

Find...

L All ManagementServers
4 [ localhost
b k) Demo.Gdata
» oy MobileDevices
» gy Notebooks
b gy Servers
4 i, Workstations
¥ ) Development
[ 11
b gl Sales
< Exchange
L Sendmail/Postfix

»
»
r <k squid
>

~ & | Dashboard Clients Client settings Android settii

Applimﬁnn control tgl}evim control

- {05 Mobile Device Management

Overview
i
B E

Client logs

Requests

Pastfix

Server logs

= @

L
‘Signatures Program

Exchange  Unauthorized  Unauthorized  Unauthorized
clients servers Exchan:

MR

Patches

Squid

(]

oe
ciients

G Data Administrator

Network Monitoring ~ View 7

Firewall PatchManager Logs Statistics

Status:  enabled for users

Allow the user to report blocked web content
Allowed categories:

Category 7 | Description b
Uncategorized Websites that are not part of any category
Abortion Information on abortion
Adult content Sexual information (not educational or scientific)
Advertising Internet advertising services (.. pay-per-click, search engine marketing, pop-up advertising)
Alcohol Production and trading of alcahalic food and beverages, pubs, drinking games

Anonymizer Sites which enable access to othenwise prohibited web content via CGl or PHP praxies

Art and museums Galleries, artists, museums

Blogs Blog pages (web diaries)
Business Corparate websites not assigned to any particular category (e.g. aviation, military, textiles)
Chat Chat sites

Children Safe and interesting content for children under 12 years of age

Computer games Games producers, MMORPGs, games websites, providers of online games

Criminal know-how Information on theft, fraud, counterfeiting, breach of law

Cultism Organized modem religious groups sects fe.g. Hare Krishna, Scientelogy)
Dating Dating agencies and dating websites
Drugs Trading in and cultivation sale of drugs, intoxicating plants or medication

Educational institutions Schools, colleges and other educational institutions

IE00EEOEORREEOROEE

Global exceptions

Drag a column header to this area to group by that column.

Action T | URL V| MNote T
‘ Allow  wwwgdatade
Information

The settings have not yet been received by all selected clients,

Connected localhost - AW

Last signature update: 2/18/2016 2:25:02 PM

4.3.11.4. Internet usage time

On the Internet usage time panel, general use of the Internet can be restricted to certain times.

Setting up time quota for Internet usage is also possible.

80




GIBATA Administrator

G Data Administrator

Admin  Organization  Network Monitoring  View 7

Clients/ManagementServars ~ % | Dashboard Clients Client settings Android settings Tasks [J1STYEUREIS Firewall PatchManager Logs Statistics
@ BlAKIEE|

Find. Appllcallan control E@Dewm control @WEbcan{entccmml f@\mtemel usage time
4 =X All ManagementServers

o

- 9 locomost Status:  enabled for users - [eeen]"]
» b () DemoGdata Mon | Tue | Wed | Thu |Fri |Sat |Sun [ Monitor intemnet usage time
E » gl MobileDevices 1200 v+ [ [ I 1 1 I O Jays hhimm
g v 2, Noteboots oo [ v
- coo s [ -
2 - 0. [ I O O I

< o0 v | I I I I I
b sk Devlopment 0. [ I I O I
it 0. [ I I I O
v ses 7oo ¢ | I I I O I
+ < Bichange s [N -
» b Sendmail/Postfix sooav NN -
+ < Squid oo v [ NN -
b =k i0S Mobile Device Management 1100 A =======
1200 PM
o v I I O O
o v [ I O
o v I O O
- T T
e e | o NN I O
a0 e [N I I I I I
a & @ 7o N I I I O
wnfo sty Requests  Potches o0 v [
IRl
1000 PM
Clientlogs  Serverlogs Postfix Squid 11:00 PM -------
2 ® [
Exchange  Unauthorized  Unauthorized  Unauthorized
clients servers Exchange
clients
n o
Infarmation
SsretEs - Fregnm The settings have not yet been received by all selected clients.

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

Under Status, specify whether the limitations should apply to all users (including administrators) or
only to users who do not have administrator rights on the client. On the right side, you can use the
available controls to specify the quota available for Internet usage. Daily, weekly or monthly quotas

can beissued; for example, the specification 04 20:05corresponds to an Internet usage time of 4 days,
20 hours and 5 minutes.

When there are conflicting settings for Internet usage, the smallest valueis used. If you set a
time limit of four days per month, but a weekly limit of five days, then the software will
automatically limit Internet usage to four days.

If users try to access the Internet beyond their permitted amount of time, an information screen
appears telling them that they have exceeded their allotted time. The area with time restrictions
allows you to, in addition to limiting Internet usage times, block particular time periods. The blocked
time periods are shown in red; the allowed time periods are shown in green. In order to allow or block
a time period, highlight it using the mouse. A context menu then appears next to the cursor in which
you have two options: Allow time and Block time. If users try to access the Internet during the
blocked periods, an information screen will appear in the browser informing them that they do not
have Internet access during that period.

4.3.12. Firewall

The Firewall module is available as part of the Client Security Business, Endpoint Protection Business
and Managed Endpoint Security solutions.
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4.3.12.1. Overview

The Overview tab allows you to configure firewall settings for the selected clients.

uw G Data Administratar - ﬁ'
Admin  Organization  Firewall Network Monitoring  View 7 E

Clients/ManagementServers ~ 4 ] pa ngs Android settings Tasks PolicyManager [TiSiell PatchManager Logs Statistics
@ BAKIEE|
Find... Pl

2| 4 -k All ManagementServers
H Settings Apply
S 4 (3 localhost Enable G Data Firewall
1 ] i i
E b i DemoGelata Report blocked applications
Ruleset:  # Autopilot mode ~
= » gla MobileDevices
H
H ¥ g Notebooks
&
£ b o Servers
2 Run outside intemal network
4 Workstations Use off-site configuration for mabile clients
b o Development Rule set
yodr Allow user to change the off-site configuration
The off-site configuration can only be used if the firewall does not run in autapilot mode when connected to the internal netwark.
b gy Sales
Information
» - Exchange The settings have not yat been received by al selected clients.
b - Sendmail/Postfix
» <k squid
¥ <k iOS Mobile Device Management
Qverview reX
Info Security Requests Patches
B E B8
Client logs Server logs Postfix Squid
& o S
Exchange  Unauthorized  Unauthorized ~ Unauthorized
dients servers Exchange
dients
n o
Signatures Program

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 55

Settings
The Settings section covers general firewall settings:

e Enable GIDATA Firewall: Enable/disable the firewall.

Note: From version 14 onwards, clients that do not yet have the firewall component installed,
need to be updated to the new version before the firewall can be enabled.

e Report blocked applications: If the client computer is connected to GRATA
ManagementServer, the system administrator will be notified in the Security events module
when applications have been blocked by the client firewall.

e Ruleset: Select the rule set that should be used by the client:

o Autopilot mode: Therules are automatically configured by GBATA and the firewall carries
out its tasks in the background, without interrupting the user. In Autopilot mode, the firewall
optimizes its rule set autonomously over time.

o Any of the rule sets that have been created on the Rule sets panel.

Runininternal network
Under Runin internal network, define settings that apply when the client is used within the
ManagementServer network:

e Allow usertoenable/disable the firewall: As network administrator, you can allow the user
of the client to temporarily disable the firewall. This option is only available if the client is inside
the company network and should only be enabled for competent users.
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Run outside internal network
Under Run outside internal network, define settings that apply when the client is used outside the
ManagementServer network:

o Use off-site configuration for mobile clients: To optimally protect mobile computers
whenever they are outside of the GBATA ManagementServer network, the firewall rule set can
be automatically replaced by an off-site rule set. As soon as the mobile computer is reconnected
to the GBDATA ManagementServer network, the regular rule set is automatically restored.

Note: The off-site configuration can only be used if the firewall is not being operated in
autopilot mode when running in the internal network. If a client uses autopilot in the internal
network, that setting is also used when the client is outside the internal network.

e Ruleset: Select the off-site rule set that should be used by the client:
o Autopilot mode (see Firewall >Overview > Settings).
o Any of therule sets that have been created on the Rule sets panel.

o Allow user tochange the off-site configuration: Allow users to configure their firewall when
they are outside of the network. As soon as the mobile computer reconnects to the GRATA
ManagementServer network, the changes made will be replaced with the rules put in place by
the network administrator.

4.3.12.2. Rule sets

On the Rule sets panel you can create rule sets for various network zones. Each rule set can contain
any number of firewall rules.

The currently selected rule set is listed under Rule set. Rule sets can be managed using the New,
Delete, Import and Export buttons. Under Settings, the following settings can be configured:

e Name: The name of the selected rule set.
e Note: Adescription of the selected rule set.

e Stealth mode enabled: Block requests to the computer that try to verify a port's accessibility.
This makes it difficult for attackers to obtain system information.
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The rules for the currently selected rule set are listed in the lower part of the panel. Under Rules, you
canadd anew rule/edit an existing rule, delete a rule or open the Rule wizard window. Firewall
rules are executed in order of their rank within the rule set. Under Rank, you can move the individual
rules using the Top, Up, Down and End buttons.

New rule set
Enter a Name for the rule set and an optional Note. Select Stealth mode enabled to block requests
to the computer that try to verify a port's accessibility.

(L] Add rule set -8
Name:

New rule set

Note:

[] Stealth mode enabled
Select the rules from the default rule set that should be used.

[0 | Neme ¥ | Access T | Direction T | Note A4
¢ NET Runtime Optimization Service Allow Outbound  Pre-defined rule
¢ Acrobat Reader Allow Outbound  Pre-defined rule
T Ad Aware Service Allow Outbound  Pre-defined rule
T Ad Aware Update Allow Outbound  Pre-defined rule
T am Allow Outbound  Pre-defined rule
T Alcohel 120 Allow Outbound  Pre-defined rule
T a0l Allow Outbound  Pre-defined rule
Thapple Bonjour Service Allow In-foutbound Pre-defined rule

<N O BN O BB O O O O O O R

¢ Chrome (For all users) Allow Outbound  Pre-defined rule
¢ Chrome (User-based) Allow Outbound  Pre-defined rule
T Clone VD Allow Outbound  Pre-defined rule
¢ Digital Locker Allow Outbound  Pre-defined rule
¢ DilHost (Surrogate) Allow Outbound  Pre-defined rule
T fuders Allow Outbound  Pre-defined rule
¢ explorerexe/http (TCP) Allow Outbound  Pre-defined rule
¢ explorer.exe/ldap (TCP/UDP) Allow Outbound  Pre-defined rule

Under Select the rules from the default rule set that should be used, pick one or more predefined
rules to add to the rule set. After clicking OK, the rule set will be shown in the Rule sets overview.
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New rule/Edit rule
Under Rules, use the New or Edit buttons to add a rule to the current rule set or to edit an existing
rule.

w Edit rule

MName
Acrobat Reader Rule enabled
Note

Connection direction Access

’i Qutbound v J Allow

Protocol
TCR/UDP ~ | Assign application... | |Assign port...

[] Time frame: from until

[ ] 1P space
from

e Name: For pre-defined and automatically generated rules, this field displays the program name
to which the rule applies.

¢ Rule enabled: Enable/disable a rule without actually deleting it.

¢ Note: Thisindicates how the rule was created. Pre-defined ruleis listed next to preset rules;
Generated in response to alertis listed next to rules that arise from the dialogue from the
Firewall alarm; and, for rules that you generate yourself via the advanced dialogue, you can
insert your own comment.

e Connection direction: Specify if the selected rule applies to inbound or outbound connections,
or both.

e Access: Allowed or denied access for the program within this rule set.

e Protocol: Select the connection protocols you want to permit or deny access. You can
universally block or enable protocols or link use of a protocol to one or more specific
applications (Assign application). Similarly, you can use the Assign port button to specify the
ports that you do or do not wish to use.

e Timeframe: Set up time-related access to network resources to ensure, for example, that the
network can only be accessed during a normal working day and is blocked at all other times.

o [Pspace:ltis advisabletoregulate network use by restricting the IP address range, especially
for networks with fixed IP addresses. A clearly defined IP address range significantly reduces the
risk of attack from a hacker.
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Rule wizard
The Rule wizard helps you add rules to the selected rule set or to modify existing rules.

B Rule wizard - B

\g] What do you want to do?

& Grant or deny access for a specific application
@ Open or close a specific port
{2l Add one or more default rules

#| Copy an existing rule

Cancel

The following actions are available in the Rule wizard:

e Grant or deny access for a specific application: Select a targeted application and permit or
prohibit access to the network as part of the selected rule set. Simply use the wizard to select the
desired program (program path), then indicate under Connection direction whether the
program is to be blocked for inbound connections, outbound connections, or both. This enables
you, for example, to prevent your MP3 player software from forwarding data about your
listening habits (outbound connections) or to ensure that program updates are not downloaded
automatically (inbound connections).

e Openorclose aspecific port: The wizard provides the option of blocking ports completely or
enabling them for a particular application only (e.g. CRM software).

e Addone or more default rules: Add rules from the default rule set to the selected rule set.
e Copy an existingrule

4.3.13. PatchManager

PatchManager is available as an optional module.

PatchManager allows you to control patch deployment for all managed machines from one single
interface. You can use PatchManager to manage updates for software from Microsoft and other
parties. Each patch can be checked for applicability, blocked, distributed or rolled back, grouped or
individually.

4.3.13.1. Status overview

The Status overview panel provides a detailed view of patches and their deployment status within the
network. It lists all of the available patches, alphabetically, once for every client. The extensive list lets
you check whether clients have been provided with all relevant patches and allows you to directly
schedule patch deployment. A set of charts shows at-a-glance information about pending patches
and can be used to quickly assess whether there are any important patches that need to be installed.

By default, the list of patches is grouped by Status, Priority, Vendor and Product, to quickly assess
whether essential patches have been installed yet or not. The default display filter settings exclude full
software installers from the list, as well as any blocked entries. Click Reset all filters to reset the
display filter. Patches that replace a previous patch can be expanded: click the plus sign to display all
superseded patches.
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Per patch and client, several types of patching jobs can be planned. Right-click one or more patches
and select one of the following options:

Check patches for applicability: Plan a job that checks if the selected patches apply to the
selected client(s) using the Patch applicability job window.

Install patches: Plan a job that installs one or more patches on the selected client(s) using the
Software distribution window.

Rollback: Plan a rollback job for patches that have already been deployed to the selected
client(s) using the Rollback window.

Block patches: Block one or more patches that should not be distributed to clients. Blocked
patches will be ignored when carrying out automated applicability and distribution jobs. When
manually planning an applicability or distribution job, blocked patches are hidden by default.

Unblock patches: Unblock one or more patches.

Properties: View more information, including a full description and license.

The Status column displays the status of every patch and its planned or running patching jobs (e.g.
Scanningwhile a job is being carried out or Not applicablewhen the patch does not apply).

4.3.13.2. Settings

The Settings panel controls several options related to patch deployment.

Enable PatchManagement: Enable or disable PatchManager.

Mode: Decide whether PatchManager should run any automated applicability or installation
jobs:
o Manually: PatchManager will not run any automated applicability or installation jobs.
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o Automatically check patches with high priority for applicability: Whenever a high
priority patch is released, PatchManager will automatically run an applicability job on all
clients. This saves the effort of planning separate patch applicability jobs.

o Automatically install patches with high priority: Whenever a high priority patch is
released, PatchManager will automatically run aninstallation job on all clients (which
installs the patch if it is applicable). Patch deployments can potentially cause compatibility

problems. It is recommended to test patches on a non-production system before deploying
them to production clients.

e Allow the usertoview and request patches: Allow end users to view available patches and
submit a request for deployment.

e Allow the user torefuse patch installation: Allow end users to (temporarily) refuse patch
installation. You can select how many refusals are allowed until installation is forced, and how
often patch installation should be attempted.
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Enable PatchManagement

Mode:  Manually

Client functions
Allow the user to view and request patches
Allow the user to refuse patch installation

5 2 minute(s) between installation attempts
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4.3.13.3. Patch configuration

% refusals) allowed before farced installation

The Patch configuration panel lists all available patches and lets you configure them. A set of charts

shows statistics about patches, products, and vendors.

By default, the list of patches is grouped by Vendor, Product and Priority, allowing you to quickly

find patches by product. The default display filter settings exclude full software installers from the list,
as well as any blocked entries. Click Reset all filters to reset the display filter. Patches that replace a

previous patch can be expanded: click the plus sign to display all superseded patches.

Per patch, several types of patch jobs can be planned. Right-click one or more patches and select one
of the following options:

e Check patches for applicability: Plan a job that checks if the selected patch(es) apply to
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client(s) using the Patch applicability job window.

distribution window.
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Install patches: Plan a job that installs one or more patches on client(s) using the Software

Block patches: Block one or more patches that should not be distributed to clients. Blocked

patches will be ignored when carrying out automated applicability and distribution jobs. When
manually planning an applicability or distribution job, blocked patches are hidden by default.

[

Unblock patches: Unblock one or more patches.

G Data Administrator

Properties: View more information, including a full description and license.
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The Priority column displays the priority of every patch. The default priority is based on the
PatchManager database, but can be edited (Low, Normal, or High).

4.3.14. Logs

The Logs module displays client-side Security events such as virus reports and PolicyManager
requests, and Infrastructure logs such as changed settings and scan job status information.

4.3.14.1. Security events

The Security events panel includes virus results, PolicyManager requests, PatchManager reports, and
firewall reports, as well as system messages about installations, reboots, etc. The event type is
displayed in the Status column (e.g. Virus found or Quarantine: file moved to quarantine).

If you have configured scan jobs to only log viruses, you can execute virus countermeasures manually
by selecting one or more entries from the list and choosing a command from the context menu (right
mouse button), the Security events menu or the toolbar. Countermeasures available include

removing and quarantining infected files.
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The Security events menu and the right-click context menu offer the following functions:

90

View: Indicate whether you would like to see all reports, or only a subset of report types:

o Hide dependent reports: If identical reports are available (based on the Client, Reported
by and File / Mail / Content fields), you can hide the duplicate entries using this option. Only
the most current entry is shown.

o Hidereadreports: Hide reports that have already been read.

Remove virus from file (only for virus reports): Attempt to remove the virus from the original
file.

Move file to quarantine (only for virus reports): Move the selected files into the quarantine
folder. The files will be encrypted and saved in the quarantine folder on the GRATA
ManagementServer, and the original files will be deleted. The encryption ensures that the virus
cannot cause any damage. For each quarantined file, there is a corresponding report. If you
delete the report, the quarantined file is also deleted. You can send a file from the quarantine
folder to the GADATA Security Labs for examination. Open the context menu of a quarantine
report with a right-click. In the report dialog, click the OK button after entering the submission
reason.

Delete file (only for virus reports): Deletes the original file on the client.

Define monitor exception (only for monitor reports; only in the context menu): Create a
monitor whitelist entry based on the report (see Client settings >Monitor > Settings).

Define ExploitProtection exception (only for ExploitProtection reports; only in the context
menu): Create an ExploitProtection whitelist entry based on the report (see Client settings >
Monitor >ExploitProtection).

Revoke keyboard authorization: Revokes the authorization for a keyboard that was detected
by USB Keyboard Guard and authorized by the end user.
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Quarantine: clean and move back (only for quarantine reports): An attempt is made to
remove the virus from thefile. If this succeeds, the cleaned file is moved back to its original
location on the client. If the virus cannot be removed, the file will not be moved back.

Quarantine: move back (only for quarantine reports): Moves the file from the quarantine folder
backto the client. Warning: The file will be restored to its original state and will still be infected.

Quarantine: send to GBDATA Security Labs (only for quarantine reports): If you discover a new
virus or an unknown phenomenon, always send us the file via the Quarantine function. We will, of
course, treat the data you have sent us with the utmost confidentiality and discretion.

Quarantine: delete file and report (only for quarantine reports): Delete the selected report
and remove thefile from the quarantine.

Add URL to whitelist (only for Web content control reports): Add the requested URL to the
global whitelist.

Add URL to blacklist (only for Web content control reports): Add the requested URL to the
global blacklist.

Delete report: Deletes the selected reports. If reports to which a quarantine file belongs are to
be deleted, you must confirm the deletion once more. In this case, the quarantined files are also
deleted.

Clean up reports: If identical reports are available (based on the Client, Reported by and File /
Mail / Content fields), you can delete the duplicate entries using this option.

The option Clean up reports only applies to reports that are currently shown. If a filter is active,
reports that are not shown are not considered for cleanup. If there is more than one page of
reports, only reports on the current page are considered for cleanup.

Export reports (only in the context menu): Export the selected report(s) or the entire list as an
XML file.

Mark as read (only in the context menu): Mark the selected reports as read.
Mark as unread (only in the context menu): Mark the selected reports as unread.

Details/Actions (only in the context menu): Some events allow you to directly plan a job. For
example, if a client has requested a patch rollback, you can right click on the rollback request
and select Details/Actions. In the Distribute software (rollback) window you can then directly
plan a rollback job, without having to open the PatchManager module to select the patch and
client.

The toolbar of the Security events tab offers the following options and filter settings:

O ® & W& =0 ®EX@

Refresh

Delete

Print

Print preview

Removevirus

Move to quarantine

Deletefile

Move file back from quarantine

Clean file & move back from quarantine
Hide dependent reports
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& Hide read reports
& Timeframe

4.3.14.2. Infrastructure logs

The Infrastructure logs panel displays client status information such as scan job status updates, virus
signature updates and changes to settings.
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The right-click context menu offer the following functions:

e Refresh

e Delete

e Mark as read: Mark the selected reports as read.

e Mark as unread: Mark the selected reports as unread.

Export: Export the selected report(s) or the entire list as an XML file.
The toolbar of the Infrastructure logs tab offers the following options and filter settings:

Refresh

Delete

Print

Print preview

Hide read reports: Hide reports that have already been read.
Time frame

oo hXe
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4.3.15. Logs (iOS)

When you have selected one or more iOS clients on the Clients panel, the Logs module only displays
details pertaining to the selected iOS client(s). Reports include status information about the

deployment of profiles as well as anti-theft actions.

Right-click a report and select Delete to remove it from the list.

Status: Report status.
Client: Device name.

Date/Time: Report timestamp.
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4.3.16. Statistics

In the Statistics module, you can check statistical information about virus occurrences and client/
Exchange Server email infections, as well as the security status of the managed network. Various
views are available: the data can be displayed as text or shown graphically (column or pie chart). The
relevant view can be selected under Display mode. It contains data on the status of the Clients (not
availableif an Exchange server has been selected), the Detection method, the Virus hit list and the

Hit list of neutralized infections.

Last signature update: 2/18/2016 2:25:02 PM
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Signatures Program
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Connected localhost - AW

G Data Administrator

Admin  Organization  Network Monitoring ~ View  ?

ings Android settings Tasks PolicyManager Firewall PatchManager Logs [t

 Period: £ 2/4/2016 - 2/18/2016 | i [ | Display mode:  Pie chart -

Detection method

I Scanner: + 489 (59.49 %)
B Monitor: 333 (40.51 %)

Last signature update: 2/18/2016 2:25:02 PM

4.4, Server modules

The server modules can be used to configure the server that has been selected on the
ManagementServers tab of the Clients/ManagementServers panel.

4.4.1. Servers

The Servers module offers server management functions, such as version and status information,
subnet server management, user management and logs.

4.4.1.1. Overview

The Overview panel can be used to check on server status information and to install and manage
subnet servers. It displays the following server properties:

Name: The server name.

e Type: The server type (Main server, Subnet server, Secondary server).

e Server: The name of the governing ManagementServer (only for subnet servers and secondary

servers).

e Number of clients: The number of clients currently assigned to the selected server.

e Last access: The timestamp of the last synchronization with the main ManagementServer (only

for subnet servers).

e Status as per: The last signature update attempt.

e Version: Version number and date.

e Status: Server status information, such as its update status.
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e Program update: If an updateis available for a subnet server, the status is displayed here.

4] G Data Administrator - a

Admin  Network Monitoring  View 7 E

Clients/ManagementServers.

~ } ) [ General settings Updates ReportManager License management ActionCenter

(@ & |58 d
; P T

4 —4 AllManagementServers @R 2eTad

Drag a column header to this area to group by that column.

= Iacalhost

Name ¥ type  T|Semer T | Numberof clic ¥ |Lastaccess ¥ | Statusaspe ¥ | Version 7 | status Y

DEB2007C Main server  localhost 0 No updste performed yet.

WIN-TAGUSFHVIMQ Main server  localhost 221 2/18/2016 14.0.0.499 (2/15/2016) No update performed yet.

ManagementServers (B[

Overview - X

o & @

Security Requests Patches

B B E

Clientlogs ~ Serverlogs  Unauthorized  Unsuthorized
cccccc sarvers

5 B B
Unauthorized  Signatures Program
Exch:

«change
dlients

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 20 Selected: 0

The toolbar and the right-click context menu contain the following options:

e Refresh
e Server setup wizard

e Delete: Remove one or more subnet server(s) from the list. This does not remove the actual
software from the subnet server.

e Synchronize (context menu only): Initiate a manual synchronization of the selected subnet
server(s).

e Assign clients: Assign existing clients or groups to subnet servers that bundle the
communication of these clients with the main server to optimize network utilization. The
allocation of clients or groups to subnet servers functions separately from the grouping of
clientsin the Clients/ManagementServers panel. That means that clients that have been
assigned to different subnet servers can still be grouped together

¢ Install subnet server: Add a new subnet server. In the following dialog window, enter the
Computer name of the prospective subnet server. Next, enter a user account with
administrator permissions on the subnet server. Confirm with OK to initiate the remote
installation, which can be tracked using the Installation overview window. A remote subnet
server installation is subject to the same prerequisites as a remote installation of GBATA
Security Client. Subnet servers use Microsoft SQL Server 2014 Express, which does not support
Windows Vista and Windows Server 2008/2003. On such systems, subnet servers can beinstalled
through the subnet server option of the local installation of GRRATA ManagementServer.

¢ Uninstall server: Initialize a remote deinstallation of the selected subnet server, which can be
tracked using the Installation overview window. A remote deinstallation can only be carried
out on authorized subnet servers.
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e Authorize server: To prevent unauthorized access to server data, locally installed subnet
servers need to be authorized. Only after authorization will the ManagementServer start
synchronizing data with the subnet server.

Subnet servers that are installed remotely using the function Install subnet server are
automatically authorized. Only locally installed subnet servers and subnet servers that have
been upgraded from version 12 or earlier need to be authorized manually.

e Permit program update (context menu only): Subnet servers with ManagementServer version
12 require a manualinstallation of a database server, before they can be updated to version 14.
On such systems, install Microsoft SQL Server 2014 Express (Windows Server 2008 R2/Windows 7
and newer) or Microsoft SQL Server 2008 R2 Express (Windows Server 2003/2008/Windows Vista)
first, then use this option to permit the program update. After the update, use GdmmsConfig.exe
on the subnet server to configure the connection to the database. More information can be
found in the Reference Guide.

e Properties (context menu only): Display properties for the selected server, including the version
of the ManagementServer, virus signatures and client program files.

Server setup wizard

The Server setup wizard lets you configure some of the most important settings of GRDATA
ManagementServer. It is automatically run the first time you start G®WATA Administrator, but can also
be started afterward under Servers > Overview and through the Admin menu.

w Server setup wizard

Enable all computers on which the G Data Client should be installed.

==l 0815CK

==l OCK815

== TEXBBGERJES

==l 8-1-GOLD-MINI
==l 8-1-GOLD-MINI2
==| BERKISTE

=l A

=l ABEITSPC

w=| ACADEMY-PCO

==| ADEM-PRODUKTIV
==l ADEM-PRODUKTIV
== ADMIN

==l ADMIN_ID

sl ADMIN3TT

== ADMIN-NUC

==l ADMIN-PC1

=l ADMIN-PC102

Enter computer name if it is not listed:

Computer: |

[ Hetp | [<Back| [Next>| [ Finish | [cancel

All clients that are to be managed by the GRATA software must first be "enabled". To do this,
highlight the clients to be enabled and click the Enable button. Some computers may not be included
in the list (e.g. because they have not been switched on for a long time or have not set up File and
Printer Sharing). To enable these clients, enter the name of the computer in the Computer input field.
After clicking on Enable, the computer will appear in the client list. When all computers to be
protected have been enabled, click on Next to move on to the next step. If you have enabled any
clients, in the next step the checkbox Automatically install client software on the enabled
computers is checked. If distribution of the software on the client computers is to occur at a later
time, this option must be disabled by unticking it.

The next wizard steps help you configure some of the most commonly used settings:
¢ Internet update: Configurevirus signature and program file updates. More information can be
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found in the Updates module.

e Email notification: Configure mail server settings, email groups and alarm notifications. More
information can be found under General settings > Email.

e Settings for mobile devices: Configure mobile device management for Android. More
information can be found under General settings >Android.

o Setting for access to GADATA ActionCenter: ActionCenter credentials are required to enable
iOS device management and network monitoring. More information can be found in the
ActionCenter module.

Click Finish to close the wizard. If you checked the option Automatically install client software on
the enabled computers, the Server setup wizard will conclude by initiating the remote installation
of GIDATA Security Client for all selected machines.

4.4.1.2. Manage users

As system administrator, you can authorize additional users to configure G®WATA ManagementServer
through GBATA Administrator. Click Add, then enter the User name, the Account type (Integrated
authentication, Windows user, Windows user group), the Permissions for this user (Read only,
Read/Write, Read/Write/Restore backups) and enter a Password.

G Data Administrator

Admin  Network Monitoring  View 7

Clients/Managementservers ~ * )W General settings Updates ReportManager License management ActionCenter

[ ] - 1
' Mo S

o ~4 All ManagementServers

Drag a column header to this area to group by that column.
1= localhost

Name 7 | ManagementServer T | Account type ¥ | Permissians 4

demo localhost Integrated authentication Read

master localhost Integrated authentication Read / Write / Restore backups

Overview QX

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 20 Selected: 0

4.4.1.3. Infrastructure logs

The Infrastructure logs panel displays server status information such as signature update and
program file update information. The toolbar and context menu options are identical to thosein the
client module Logs > Infrastructure logs.
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] G Data Administrator
Admin  Network Monitoring ~ View  ?

i@ A |5 3|
7| Bafomnien Rrumgeuser n
; @ <18 Q | 3 awane anwaor
Drag a column header to this area to group by that column.
§ Server T | Type T | Date/Time 7 | Operation T | Content \
% WIN-TAGUSFHVIMQ: ManagementServer 2/16/2016 12:03:04 PM Error Es ist ein Fehler bei der Verbindung zum AD-Server aufgetreten. Bitte versuchen Sie es zu einem spiteren Zeitpunkt erneut.
% WIN-TAGUSFHVIMQ: ManagementServer 2/16/2016 12:25:23 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5553_(16.02.2016), GD_25.6376_{16.02.2016)
E WIN-TAGUSFHVIMQ ManagementServer 2/16/2016 2:25:15PM  Update Internet-Update der Virendatenbank erfolgreich durchgefiihrt, Version: AVA_25.5554_(16.02.2016), GD_25.6377_(16.02.2016)
= WIN-TAGUSFHVIMQ: ManagementServer 2/16/2016 32505 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5555_(16.02.2016), GD_25.6377_{16.02.2016)
WIN-TAGUSFHVIMQ. ManagementServer 2/17/2016 9:5400 AM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5562_(17.02.2016), GD_25.6381_(17.02.2016)
WIN-TAGUSFHVIMQ: ManagementServer 2/17/2016 11:25:07 AM Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_35.5563_(17.02.2016), GD_25.6381_(17.02.2016)
WIN-TAGUSFHVIMQ. ManagementServer 2/17/2016 12:25:04 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5564_(17.02.2016), GD_25.6381_(17.02.2016)
WIN-TAGUSFHVIMQ: ManagementServer 2/17/2016 12503 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_35.5564_(17.02.2016), GD_25.6382_{17.02.2016)
WIN-TAGUSFHVIMQ. ManagementServer 2/17/2016 3:25:06 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5565_(17.02.2016), GD_25.6382_(17.02.2016)
WIN-TAGUSFHVIMQ ManagementServer 2/18/2016 9:25:14 AM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_35.5571_(18.02.2016), GD_25.6383_(17.02.2016)
WIN-TAGUSFHVIMQ ManagementServer 2/18/2016 10:56:45 AM Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_25.5572_(18.02.2016), GD_25.6383_(17.02.2016)
WIN-TAGUSFHVIMQ. ManagementServer 2/18/2016 12505 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefihrt. Version: AVA_35.5573_(18.02.2016), GD_25.6383_(17.02.2016)
WIN-TAGUSFHVIMQ ManagementServer 2/18/2016 22502 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefuhrt. Version: AVA_25.5573_(18.02.2016), GD_25.6384_(18.02.2016)
WIN-TAGUSFHVIMQ. ManagementServer 2/18/2016 32406 PM  Error Es ist ein Fehler bei der Verbindung zum AD-Server aufgetreten. Bitte versuchen Sie es zu einem spateren Zeitpunkt emeut
WIN-TAGUSFHVIMQ ManagementServer 2/18/2016 42507 PM  Update Internet-Update der Virendatenbank erfolgreich durchgefuhrt. Version: AVA_25.5574_(18.02.2016), GD_25.6384_(18.02.2016)
Overview v QX
A & @
Info. Security Requests Patches
B B E
Client logs Serverlogs  Urauthorized  Unauthorized
clients servers
S Bﬂ Bo
Unsuthorizsd  Signamres  Program
Exchange
clients
| Number per page 1000 Page 1 ofl
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 15 Selected: 0

4.4.2. General settings

The General settings module can be used to configure several general server settings, such as subnet

server and client synchronization, backup paths, email server and Android mobile device
management settings.

4.4.2.1. Cleanup

The Cleanup settings allow you to configure whether various items should automatically be deleted
after a specified period of time:
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Automatically delete infrastructure logs: Delete infrastructure logs that are older than
the set number of days.

Automatically delete scan logs: Delete scan log files that are older than the set number of
days.

Automatically delete security events: Delete security reports that are older than the set
number of months.

Automatically delete report history: Delete generated ReportManager reports that are
older than the set number of months.

Automatically delete clients following inactivity: Delete clients that have not logged on
for a set number of days.

Automatically delete patch files: Delete patch files that have not been used for more than
the set number of days.



4 L All ManagementServers
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ManagementServers
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Clientlogs ~ Serverlogs  Unauthorized  Unauthorized
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> n E
Unauthorized  Signatures Program
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Connected localhost - AW

GBATA Administrator

G Data Administrator

Y -

Automatic cleanup
[] Automatically delete infrastructure logs

Delete entries older than

dayls).

[] Automatically delete scan logs

Delete logs older than

5 dayls)

[[] Automatically delete security events

Delete entries older than
month(s).

[] Automatically delete report history

Delete generated reports that are older than
month(s).

[] Automatically delete clients following inactivity

Delete clients that have not logged on for mare than
dayls).

[[] Automatically delete patch files

Delete patch files that have not been used for more than

dayis).

Last signature update: 2/18/2016 2:25:02 PM

4.4.2.2. Synchronization

In the Synchronization area, you can define the synchronization interval between the
ManagementServer and clients, subnet servers and Active Directory:

Network Monitoring ~ View

4 -} All ManagementServers

localhost

ManagementServers

Info Security Requests

Patches

Clientlogs ~ Serverlogs  Unauthorized  Unauthorized
clent sarvers
= n B
Unauthorized  signatures Pragram
Exchange
ciients

Connected localhost - AW

G Data Administrator

@ Cleanup

Clients

Main server synchronization interval and checking for new updates:

5 % minute(s)
[ Netify clients if settings have been changed on the server
[] Limit the number of concurrant connections to the server

Maximum number of connections: | 300
Subnet server
Interval for synchronizing:

15 3 minutes

Send new reports to the main server immediately

Active Directory

Synchronize Active Directory regularly
Last automatic synchronization:  8/25/2017 41301 PM

Interval: & T hourls)

Last signature update: 2/18/2016 2:25:02 PM
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e Clients

o Mainserver synchronization interval and checking for new updates: Enter the time
intervalin which the clients connect to the ManagementServer to check for new updates or
settings. The default value is five minutes.

o Notify client if settings have been changed on the server: Tick this setting to notify
clients immediately of new settings, regardless of synchronization interval.

o Limitthe number of concurrent connections tothe server: Specify how many clients
can simultaneously connect to the ManagementServer. The number of Clients depends on
the specifications of the server and network infrastructure. If you are experiencing
performanceissues, reducing the number may improve server performance.

e Subnet server

o Intervalfor synchronizing: Define the interval for synchronization between main
ManagementServer and subnet server(s).

o Send new reports tothe main serverimmediately: Enable this option to transfer new
reports to the main server immediately, regardless of the synchronization interval.

e Active Directory

o Synchronize Active Directory regularly: Enable regular synchronization between
ManagementServer and Active Directory. Synchronization is only carried out if at least one
group has been assigned an Active Directory Organizational Unit.

o Interval: Define the interval with which GBATA ManagementServer should synchronize
Active Directory content. If you select a daily interval, you can define the exact time of the
day at which the synchronization should take place.

4.4.2.3. Backup

Backupis available as an optional module.

To make sure that backups are carried out successfully, enough free disk space needs to be available
on the client (backup cache) and on the server (backup storage). For server and clients you can define
threshold values for warning messages and error messages. When the amount of free disk space on
the client or the server drops below the warning threshold, a warning message will be added to the
Security events module, and the client cache will be automatically cleaned up, retaining the latest
archive but removing all others (if they have been uploaded to the ManagementServer). When the
amount of free disk space on the client or the server drops below the error threshold, an error
message will be added to the Security events module. Server backup storage and client cache will
be automatically cleaned up. If there is still not enough free disk space on the server, backups will not
be carried out.
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Export backup psssword...| | Import backup archives..

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

Under Server backup paths a path can be entered where all backups being generated are stored. If
no pathis entered here, all backups are stored under C:\ProgramData\G®ata\AntiVirus

ManagementServer\Backup or C:\Documents and Settings\All Users\Application Data\G®ata
\AntiVirus ManagementServer\Backup.

As all backups generated by the GRATA software are encrypted, there is also the option of exporting

backup passwords and saving them for later use. The Import backup archives button enables
access to backups that are stored in other folders.

4.4.2.4. Email

GBATA ManagementServer can automatically send alarm notifications when certain events occur.
Enable email notification by selecting the appropriate Reports (Virus results, Permission
requests, etc.). Select the intended recipient under Recipient group(s). You can use the Limit to

prevent an excessive amount of email traffic in the event of a massive virus attack. After selecting a
recipient, click Trigger test alarm to send a test alarm.
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e
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Last signature update: 2/18/2016 2:25:02 PM

Click the cogsicon ( %) to open the Email settings window to define mail groups and mail server
authentication.

Email settings

Enter the SMTP server and Port (normally 25 that G®ATA ManagementServer should use to send
email. In addition a (valid) sender address is required so emails can be sent. If your SMTP server
requires authentication, click SMTP authentication to configureit. You can set up SMTP AUTH to
authenticate directly on the SMTP server, or SMTP after POP3, if the SMTP server requires it.

W Email settings
Settings

Sender name (email): = sender@domain.com

SMTP server: |sm1p.duma|n‘com ‘ Port: 25 =

SMTP authentication...

Mail groups
Drag a column header to this area to group by that column.
ManagementServer ¥ | Group name ¥ | Recipient(s) T

localhost Management management@domain.com,controlling@domain.com

localhost Technical technical@domain.com,it@domain.com

[ ok ][ cance |

Under Mail groups you can manage recipient lists, such as Management or Administrators.
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4.4.2.5. Android

The Android panel features settings for the authentication of Android clients as well as Firebase Cloud
Messaging.

Under Authentication for Android clients, enter a Password with which Android devices will have
to authenticate with the ManagementServer. To be able to use emergency actions, you have to
enter the Sender ID and API key (Server key) of your Firebase Cloud Messaging account. Free
accounts for this push notification framework can be registered at firebase.google.com. Consult
the Reference Guide for more information about Firebase Cloud Messaging.

sy G Data Administrator - a
Admin  Network Monitoring  View  ?
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T YEAEEAEL I i -
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% APl key:
]
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QOverview M
fo Security Requests
Client logs. rver logs Postix 5
A (o]
Exchange  Unsuthorized zed Unauthorized
dlients. seryes Exchange
cccccc
n B
ignatures Program
Connected localhost - AW Last signature update; 2/18/2016 2:25:02 PM
4.4.3. Updates

All clients have their own local copy of the virus signature database, so that virus protection is also
guaranteed when no connection to the GBIATA ManagementServer or the Internet is available.
Updating virus signatures (as well as program files) on clients takes place in two steps, which can
both be automated. In the first step, the latest files from the GRATA update server are downloaded to
the GIDATA ManagementServer. The Updates module lets you configure this process. Subsequent

distribution of the updates to the clients can be configured under Client settings > General >
Updates.

4.4.3.1. Signature updates

On the Signature updates panel, you can configure the process of downloading signature updates
from the GBATA update server to GBRATA ManagementServer.

The following information and settings are available under Status:

e Version engine A: The current version of the virus signatures for engine A on GATA
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ManagementServer.

e Version engine B: The current version of the virus signatures for engine B on GRDATA
ManagementServer.

e Last execution: Timestamp for the last execution of the virus signature update process.

e Status: The status of the virus signature update process.

e Update status: Update the Status field.

e Run update now: Carry out animmediate update of the virus signature database on GRATA

ManagementServer.
uw G Data Administrator - o

Clients/ManagementServers.

Servers General settings [SEie] ReportManager License management ActionCenter

", —
es @Prﬂgmm updates  M&#*Staged distribution  ~ ¢ Access data and settings @Eignalure rollback
=
4 —4 AllManagementServers

ignature upda
B atus App,y
[l tocalhost Version engine & AVA 25.5574

Version engine B:  GD 25.6384 Discard

Lastexecution:  2/18/2016 42507 PM
Status: Update loaded successfully.

ManagementServers (B[

Automatic updates
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Schedule Weekdays
® hou Iy

C\I net c

24 7 minute(s) past the hour

Update distribution
Peer to Peer update distribution

QOverview QX
Security Requests Patches
Clientlogs  Server logs Squid
A ®

Exchange  Una h zed Unautharized  Unauthorized
servers Ex hange

(((((

Program

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

Under Automatic updates, the virus signature update can be scheduled. To do this, check the box
next to Run update periodically and specify when and with what cycle the updateis to be carried
out. To enable automatic updating, your GRATA ManagementServer must be connected to the
Internet and you must have entered the user name and password that you have received upon
registration under Updates >Access data and settings. If the server connects to the Internet via a
proxy server, your proxy credentials must also be entered there.

Updates can be distributed centrally (from the ManagementServer or subnet server to clients) or, if
you activate Peer to Peer update distribution, decentralised (allowing already updated clients to
distribute updates to other clients). Be sure to check the port requirements for this option.

4.4.3.2. Program updates

On the Program updates panel, you can configure the process of downloading program file updates
from the GBATA update server to GBRATA ManagementServer.

The following information and settings are available under Program files (Client):
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e Status: Thestatus of the program file update process.

e Update status: Update the Status field.

ManagementServer.

L]
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5
c Stat You already have the it vers
4
H
H
£
o
4
2 Automatic updates
H
[ Run update periodically
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Program files (Server)
To update the ManagementServer program files, access “Internet Update” via the Windows m
Qverview reX
Info Security Requests Patches
Client logs Server logs Postfix Squid
A o S
Exchange Unauthorized  Unauthorized ~ Unauthorized
dients servers Exchange
clients.
n
Signatures Program

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

= 7 Access data and settings @ Signature rellback

enu of the ManagementServer,

GIBATA Administrator

Current version: The current version of the client program files on GERATA ManagementServer.
Last execution: Timestamp for the last execution of the program file update process.

Run update now: Carry out animmediate update of the client program files on GRATA

Under Automatic updates, the program file update can be scheduled. The settings are identical to

those under Signature updates.

GBATA ManagementServer itself can only be updated via the Start menu. To update the
GIBATA ManagementServer program files, select the G®MATA ManagementServer program

group, then select the Internet update entry from the start menu.

4.4.3.3. Staged distribution

On the Staged distribution panel, you can set the distribution of client program file updates to be
staged or to happen immediately. Staged distribution ensures that program file updates do not cause
problems in the network environment and decreases the system load of simultaneous updates.

When you enable staged distribution, you can choose to have the clients for the first group be defined
automatically, or manually pick the clients that should be the first to receive updates. You can also
choose the total number of groups and the delay between distribution among the different groups.
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uy G Data Administrator
Admin  Network Monitoring  View  ?

ents/Managementserv Servers General settings [I2:28 ReportManager License management ActionCenter
AxIEEE

P QSignaiureupdales aﬁogram updates

Staged distribution

2l tocalhost Distribute automatic software updates by stages
(®) Define clients for the first stage automatically
() Define clients for the first stage manually

Access data and settings Q Signature rollback

4 -1 AllManagementServers

ManagementServers

-

o & @Q
Info Security

Requests. Patches .
Clientlogs  Serverlags Postfix Squid

ks E o
Bxchange  Unauthorized  Unauthorized  Unauthorized
dlients servers Exchange
cients

] '] -
B n o soges. |3
: .
Santres e Release next stage after 30 dayls
Connected localhost - AW Last signature update: 2/18/2016 225:02 PM

4.4.3.4. Access data and settings

With your online registration you received access data for updating the virus databases and program

files. Enter these under User name and Password. Select the nearest Region to ensure optimal speed
when downloading updates.

[ G Data Administrator =
Admin  Network Monitoring  View  ?

S : -
.. @) smareurines B Progrmupiies BekStged disition @ snse lbace
'l 4 -\ AllManagementServers

Access data

] localhost Enter the access data you received from G Data:
p Region: Europe M
H
b User name:  Username
5
£ Password:  eesesess
&
g
5 Settings
= 'g:

Version check (recommended)

Proxy settings...

Overview
Info Sacurity Requests Patches
Clientlogs  Server logs Pastfix Squid

H = Z
Exchange  Unauthorized  Unsuthorized  Unauthorized
clients servers Exchange
ciients
Signatures Program
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

106



GBATA Administrator
TheVersion check (enabled by default) should always be switched on because it improves update

speed. If, however, problems arise with virus signature databases, switch off the version check. During

the next update, the integrity of all virus signature database files will be checked and files will be
redownloaded if necessary.

Proxy settings opens a window in which proxy server credentials can be entered. You should only
enter these if an update cannot be executed without a proxy server.

GIATA software can use the Internet Explorer proxy connection data (from version 4). First
configure Internet Explorer and check whether the test page of our update server is accessible:
http://ieupdate.gdata.de/test.htm. In the Proxy settings window, switch off the option Use
proxy server. Under User account, enter the account for which you have configured Internet
Explorer (the account with which you have logged in to your computer).

4.4.3.5. Signature rollback

In rare cases, a virus signature update can lead to a false alarm or similar problems. It can make sense
to block the latest virus signature update and use a previous one instead. Under Rollbacks you can

indicate how many of the virus signature updates you would like to hold as a reserve for engine
rollbacks. The default value here is the last five signature updates for each engine.

[ ] G Data Administratar -
Admin  Network Monitoring ~ View  ?

Clients/ManagementServers ~ 1 ) Servers General settings [ eEia] ReportManager License management ActionCenter
i@r 2 s 1

-~ =
. o Qsignaiureupdales %ngmm updates  Ma¥"Staged distribution = ¢ Access data and setfings @Signalure rellback
4 4 All ManagementServers

Rollbacks
2l tocalhost

in
£
2 APP'y
Number of update rollbacks:
o 5 T update(s)
H
2 Updates
2 Engine:  BitDefender
)
H | Blocked | Blocked updates 7 | Date/Time T | Managementserver T
=
[m} AVA 25,5565 2/17/2016 3:25:03 PM  localhost
m} AVA 25,5571 2/18/2016 10:24:55 AM  localhost
[m} AVA 25,5572 2/18/2016 11:24:55 AM  localhost
m} AVA 25,5573 2/18/2016 22455 PM  localhost
[m} AVA 25,5574 2/18/2016 4:25:04 PM  localhost

Overview v A X

o a4 g
Info Security

Requests Patches
Clientlogs  Server logs Postfix Squid

£ S S

Exchange  Unauthorized  Unauthorized ~Unauthorized
dients servers Exchange

clients
n

Signatures Progrzm

[] Block new updates until ~ 2/18/2016 141

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM

Should the latest update for one of the engines result in problems, the network administrator can

block it for a certain time interval and distribute a prior signature update to the clients and subnet
servers.

On clients that are not connected to G®ATA ManagementServer (e.g. notebooks used in

business travel), no rollbacks can be carried out. A block of new updates from the server to the
client cannot be retracted without contacting G®ATA ManagementServer.
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With the affected engine selected in the Engine dropdown list, its most recent engine updates are
listed under Blocked updates. Select the update(s) that should be blocked and click OK. Those
updates will no longer be distributed, and clients that have previously received them will be rolled
back to the most recent non-blocked update (when they connect to the ManagementServer).
Optionally, new updates can be included in the block: tick Block new updates until and select a date.

4.4.4. ReportManager

ReportManager provides you with an overview of client statuses, protection and patch deployment.
Reports can be generated regularly and distributed among predefined groups of recipients.

The toolbar offers the following options:

@ Refresh
# Delete
+ Addreport schedule: define a new report and schedule a reporting job.

4] G Data Administrator - a

Admin  Network Monitoring  View 7

Clients/Managementservers ~ 2 | Servers General settings Updates [R it License management ActionCenter
@ | 3 import. Bport..
)

2 P —L All ManagementServers

¥ El localhost

Overview - X

Number per page 1000 ~ Page 1 ofl

Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 5 Selected: 0

To backup report definitions, click Export to save them as a .dbdat file. Click Import to restore
definitions. Right-click one or more report definitions to Delete them or click Execute immediately
to run the reporting job immediately. Click Properties to edit a report definition.

4.4.4.1. Report definition

The Report definition window allows you define a report containing one or more report modules, each
of which covers a specific set of statistics and information. After selecting the appropriate modules, a
reporting job can be scheduled to regularly generate the report.

The Report definition window features scheduling options that resemble the ones used for most
other scheduled jobs. After defining a Name and Language, select the interval with which the report
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should be generated (once, daily, weekly, monthly, etc.). Under Recipient group(s), you can add
groups of e-mail recipients. Click the cogs icon to the right to define a new recipient group, if you
haven't done so already in General settings >Email >Email settings. You can also enter
Additional recipients, separated by commas.

4] Report definition = B
MName: IT securi ity status
Language:  English
Recipient group(s):
["] Management
Technical
Additional recipients:
Execution ‘Weekdays
) once ) quarterly Monday
.\.!\ da||5;| half—yelarly Tuesday
wee t:‘ - annua Wednesday
) monthly
- ; Thursday
Friday
Time Saturday
1:07 PM ) Sunday
Selected modules:
‘ Content Type
Reports (by report type) Line chart
Connection to server (accumulated by period) Bar chart (30)

‘ K | | Preview | ‘ Cancel ‘

To add a module to the report, click New at the bottom of the screen to open the Module selection
screen. Availability of the modules depends on the GBATA solution that you are using. The report
modules have been divided into three categories: Client general, Client protection and
PatchManager. Select the appropriate module and define its settings at the bottom of the window:

e Limit: For some modules, you can define a Limit to the amount of items to be included.

e Client type: You can optionally limit the type of clients that will be included in the report to
either Windows, Linux or Mac clients.

e Output format: An output format can be selected for each module: Table, Line chart, (3D) Bar
chart, or (3D) Pie chart. Not every module supports every output format

e Period covered: Select an absolute or relative period of time that should be covered by the
report.

Click OK to add the selected module to the report. In the Module selection screen, click Edit or Delete
to edit or delete modules. If you've finished selecting modules, click Preview to see a sample report,
and OK to save the report definition.
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w Add module = E

Module selection

Category: | Client protection

Antivirus reports

Application control reports
Device contral reparts

Email protection

Firewall reports

Meonitar

Neutralized viruses: computers
Neutralized viruses: security modules
Neutralized viruses: virus names
OutbreakShield

Reports (by report type)

Scan jobs (all)

Scan jobs (number per computer)

‘Web content control reports

Computers with reparts from the Antivirus module

Settings

Limit: 0z
Output format:  Table

Period covered:  No limit

When a reporting job has been run, the resulting report will appear in the ReportManager overview
and it will be sent to the defined recipients. Expand the report definition to see the full report history.
Double clickon aninstance to open the associated report.

The Report history and Report preview functions require Internet Explorer 8 or higher to be installed
on the machine from which GRATA Administrator is run.
4.4.5. License management

Using the License management panel you can have an overview of the GIDATA software licenses that
are currently in use. If you need additional licenses, you can get in contact with GBATA at any time by
selecting a license and clicking Extend license.
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L] G Data Administrator - a
Admin  Network Monitoring ~ View  ? &
Clients/ManagementServers ~ ! ) Servers General settings Updates ReportManager (Dot ] ActionCenter
i@ HlAaxIEEE = i Extend license.. | Export.
s D Jumn header to thi by that col
; rag a column header to this arca to group by that column.
o ~L- All ManagementServers
5 . Server 7 | Mumber of licenses 7 | Permitted licenses 7 | Vali until 7 | Product 7 | Metrics ¥ | Permitted metrics ¥
S ¥ [l localhost
localhost 242 Licenses 0 11/4/2016 G Data EndpointProtection PatchManagement Enterprise 0
4
H 242 Total licenses
]
2
5
£
5
&
2
5
2
Overview v QX
Info Sacurity Requests Patches
Client logs. Server logs Postfix Squid
£3 S ] S
Exchange  Unauthorized  Unauthorized ~ Unauthorized
dlients servers Exchange .
ciets /‘
B B
Signatures Program
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 5 Selected: 0

Using the button Export you can export the license information to a text file.

4.4.6. ActionCenter

GBATA Administrator connects to GBATA ActionCenter in order to manage iOS devices and to enable
network monitoring. Create an account and enter the User name and Password here.

The use of GBATA ActionCenter requires a valid GBATA license. Make sure that you have entered your

Internet Update User name and Internet Update Password under Updates > Access data and
settings.

The communication with GBATA ActionCenter depends on security features that are available
in Windows Vista and newer. iOS Mobile Device Management and Network Monitoring are not

available on GBATA ManagementServer and GBATA Administrator machines that are running
Windows XP or Windows Server 2003.
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G Data Administrator

Authentication

User name: | email@domain.com

Password: - .

[ Show password

ManagementServers

Info Security Requests Patches
Cientlogs  Server logs Postfix Squid

clients servers Exchange
clients
Signatures Program
Connected localhost - AW Last signature update: 2/18/2016 2:25:02 PM Entries: 5 Selected: 0
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5. GiATA WebAdministrator

GBATA WebAdministrator is the web-based control panel for GRRATA ManagementServer. It can be
used to quickly edit and update settings through a web interface. In interface and functioniit is very
similar to the central control panel G®ATA Administrator, but because it is browser-accessible, it can
be accessed from virtually anywhere.

5.1. Starting G®ATA WebAdministrator

After completing theinstallation, G®MATA WebAdministrator can be started by double clicking the
desktop icon. Alternatively, start your browser and navigate to the URL that has been provided at the
end of the installation process. The URL consists of the IP address or computer name of the machine
on which lIS is running and WebAdministrator has been installed and the folder suffix, such as
http://10.0.2.150/GDAdmin/. If you have not yet installed the Microsoft Silverlight browser plugin, you
will be prompted to download it.

GDATA

Login

Language:  English
Server: | localhost v (&
Authentication: | Windows authentication
User name:  DomainiUsername
Password: sessssss

[] Manage multiple servers

The WebAdministrator login pageis very similar to the full GBATA Administrator software. You will
be prompted to enter Language, Server, Authentication, User name and Password. The server
name should be filled in by default, but can be altered if necessary. Choose Windows authentication
to log in with your Windows credentials or Integrated authentication to use credentials that have
been defined within the Administrator's Manage users window. Fill in your user name and password
andclick OKto log in.

5.2. Using GBATA WebAdministrator

The interface of GATA WebAdministrator strongly resembles GRATA Administrator. After a
successful login, you will be presented with the central Dashboard, which provides an overview of the
GIBATA ManagementServer(s) in your network and the associated clients.

The functionality of WebAdministrator is identical to G®WATA Administrator. Please refer to the
appropriate chapter for anin-depth overview.
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6. GEDATA MobileAdministrator

GIBATA MobileAdministrator is the mobile-friendly control panel for GRRATA ManagementServer. It can
be used to quickly edit and update settings through aninterface that has been optimised for mobile
devices. The most important and frequently used options are presented in a responsive design that
adapts to various mobile environments.

6.1. Starting GATA MobileAdministrator

After completing theinstallation, G®WATA MobileAdministrator can be started from any browser. Start
your browser and navigate to the URL that has been provided at the end of the installation process.
The URL consists of the IP address or computer name of the machine on which lIS is running and
MobileAdministrator has been installed, and the folder suffix (such as http://10.0.2.150/
GDMobileAdmin)).

G Data Administrator

Login

Server:

10.0.2.150

Authentication:

Windows authentication

User name:

‘domainiusername

Password:

Language:

English

Bookmark user data

Login

The MobileAdministrator login page supports the same login methods as GBATA Administrator and
GEDATA WebAdministrator. You will be prompted to enter Language, Server, Authentication,
User name and Password. Choose Windows authentication to log in with your Windows (domain)
credentials or Integrated authentication to use credentials that have been defined within the
Administrator's Manage users window. If you want your credentials and language settings to be
remembered next time, tick the checkbox Bookmark user data. Tap Login to log in.

6.2. Using GBDATA MobileAdministrator

After logging in to GBDATA MobileAdministrator the main menuis displayed. Four branches of options
are available: Dashboard, Reports, Clients, and ReportManager. To log off, tap Log off in the top
right corner of the screen.

6.2.1. Dashboard

The Dashboard of GATA MobileAdministrator allows you to view the most important statisticsat a
glance. Comparable to the Dashboard of GRATA Administrator, it provides an overview of the status
of GMATA ManagementServer and its clients. Additionally, you can view statistics about client
connections and repelled infections.
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Select GADATA Security Status to view extensive information about the status of server and clients.
MobileAdministrator will show you how many machines have the GB®ATA Security Client installed, as
well as information about (outdated) virus signatures and program components such as monitor,
email checking, OutbreakShield and firewall. Engine rollbacks can be managed by opening the virus
signatures subsection. The status of ManagementServer itself can be viewed by expanding Server
status.

G Data Administrator Log off

&» G Data Security Status
© Server status

Status as per: 9/13/2013 2:24:45 PM
Version: 13.0.0.28 (11.09.2013)

Client connections ©

Top 10 clients - Neutralized infections ©

Report status ©
Dashboard Reports Clients ReportMan...

Statistics are available under Client connections and Top 10 clients - Neutralized infections. Tap
Report status to check oninfection, request and error reports.

 Data Administator

Time frame

1 month (v )

Report status
8/13/2013 - 8/13/2013

B Infections M Requests Errors

Dashboard Reports Clients ReportMan...

6.2.2. Reports

The Reports view presents virus, firewall and PolicyManager reports. It is a mobile-optimized
representation of the same information that is available in the Security events module of GBATA
Administrator.

Select the period (Time frame) for which you want to view reports (1day, 7 days or 1 month).
MobileAdministrator will return the different categories for which reports are available. Tap a
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category to view the individual reports available. Reports can be filtered by name. Any report can be
opened to check on further details and take action, if necessary.

G Data Administrator

Time frame

7 days [v]
Max. 100 entries will be queried.

Firewall reports 5 ©

Repors
6.2.3. Clients

MobileAdministrator offers a concise overview of all clients that are managed by GRATA
ManagementServer. Per client, in-depth information is available and several security settings can be
edited.

The Clients overview provides a list of all machines that are being managed by GBDATA
ManagementServer. The list can be filtered by name. By selecting an individual machine, you can
check several statistics about versions and updates. Additionally, several security settings can be
edited. Enable or disable monitor, HTTP traffic processing, idle scan or firewall by ticking or unticking
the appropriate checkboxes. Policy settings such as Application control, Device control, Web
content control, and Internet usage time can also be controlled from this view. Tap Save to save
the machine's settings.

G Data Administrator E

AWSERVER13

Engine A: AVA 22 12522 (13.09.2013)

Engine B: GD 23.21 (13.09.2013)

Status as per: 9/1 13 2:24:45 PW

G Data Security Client version: 13.0.0.29 (11.09.2013)
Lastaccess: 9/13/2013 3:.17.44 PM

Update virus signatures / Time: completed (9/13/2013 2:10
PI)

Update program files | Time: Task allocated (9/12/2013 12:10
PM)

n

¥7 Enable monitor

&7 Process Internet traffic (HTTP)

<7 Idle scan enabled

Enable firewall

Application contral

enabled for users (V]

Device confrol

enabled for users [v]

Doshboard  Reports  [WNEIENY
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6.2.4. ReportManager

ReportManager is the mobile version of the ReportManager module in GBATA Administrator. It
allows you to configure, schedule and preview reporting jobs.

To add a new job, tap Add planning. Existing reporting jobs are listed in the main view of
ReportManager and can be edited by tapping them. The job view lets you edit all aspects of the job.
Enter a Name, define the Language and select Recipient groups or enter Additional recipients.
The job can be scheduled by selecting an Interval and defining time and date. Under Selected
module, you can choose the reporting modules to be included in the report. These are identical to the
modules that are available through GBATA Administrator. Edit, add or delete modules and tap Save
toreturn to thejob view. If necessary, Preview the report, then Save it. Redundant or unnecessary
jobs can be deleted.

G Data Administrator Log off

&> Add planning

IT security status ©
Language: English, Format: HTIL, Execution: Once

Malware statistics ©
Language: English, Format: HTML, Execution: Monthly

Weekly malware statistics ©
Language: English, Format: HTML, Execution: Weekly

Weekly client statistics ©
Language: English, Format: HTIML, Execution: Weekly
Quarterly IT security status ©

Language: English, Format: HTML, Execution: Quartarly

Dashboard Reports Clients Reportian...

nr



G DATA Software

7. GBDATA Security Client

GBATA Security Client provides protection to Windows clients and runs the GDATA
ManagementServer jobs allocated to it in the background. The clients have their own virus signatures
and scheduler, so that tasks can also be run in offline mode (e.g. for notebooks that do not have a
continuous connection to GBATA ManagementServer).

Gl After theinstallation of the client software, a system tray icon is available to the user of the
client to carry out tasks independently of administrative schedules. Which options are available
needs to be approved and defined using the Client settings module of GRATA Administrator.

Using the right mouse button, click the GBATA Security Client icon to open a context menu which
offers access to all Security Client functions.

7.1.Virus check

With this option, a user can carry out a targeted virus check on the computer using GEATA Security
Client, even outside of the virus checking schedule specified in GWATA Administrator.

13)] G Data Security Client - Virus check "Check computer” (=] E [z

Progress

| Cloze
CAwindows\System32idug. dil
Checked: 2061 Intected: 1} Suspicious: 1} Pause

Status Wirlg File Directom

Optionz Advanced view
Switch off computer after vinus check, Archived files
Access denied

Password-protected archives

The user can check removable devices, CDs/DVDs, memory, the Autostart area, and individual files or
directories. In this way, notebook users who only rarely connect their computers to the company
network can prevent a virus attack in a targeted manner. Clients can use the Options window to
configure actions that should be taken when a virus is found, such as moving virus-infected files to a
local quarantine folder.

The user can also easily check files or directories from Windows Explorer by selecting the files
or directories and using the Check for viruses (GEDATA AntiVirus) option in the context
menu.

While a virus scan is running, whether it has been initiated locally or is part of a scan job, the context
menu is expanded with the following entries:

e Virus check priority: Set the priority of the virus check. With High, the virus check is carried out
quickly, but it can significantly slow down other programs on the computer. With the Low
setting, on the other hand, the virus check takes a comparatively long time, but other
applications on the client computer are not significantly slowed down (only available for local
scan jobs).

e Pausevirus check: Pause a locally started virus check. Scan jobs that are have been initiated
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by GBATA ManagementServer can only be stopped if the administrator has enabled the Allow
user to halt or cancel the scan job option when setting up the job.

e Cancelvirus check: Cancel a locally started virus check. Scan jobs that are have been initiated
by GATA ManagementServer can only be cancelled if the administrator has enabled the Allow
user to halt or cancel the scan job option when setting up the job.

e Display scan window: Display the progress and results of the virus check (only available for
localscan jobs).

TheVirus check system tray menu option can be enabled or disabled in GRATA Administrator under
Client settings > General > Client functions.

7.2. Disable monitor

Using the Disable monitor command, the user can switch off GRRATA monitor for a specified time
(from 5 minutes up to until the next computer restart). Switching off the monitor temporarily may be
useful during extensive file copying procedures, as this would considerably speed the process up.
However, extra care should be taken as real-time virus checking is switched off during this interval.

The Disable monitor system tray menu option can be enabled or disabled in GBATA Administrator
under Client settings >General > Client functions.

13| G Data Security Client - Manitor &J

How long should the monitor be disabled?

Time: | 5 minutes hd |

[ OK ] | Cancel |

7.3. Options

Using the Options window, the user can configure security for the Monitor, Email, Virus check
(local), Web filtering and Spam filter components. In this way, all client protection mechanisms of
the GIDATA software can be disabled. This option should therefore only be accessible to technically
experienced users. The settings on these tabs are explained in detail in the chapter Client settings.

The various tabs of the Options window can be enabled or disabled in GRATA Administrator under
Client settings > General > Client functions.

7.4. Quarantine

Every client has a local quarantine folder into which infected files (depending on the settings for the
monitor/scan job) can be moved. Afile that has been moved into quarantine cannot execute any
malware. Infected files are automatically zipped and encrypted when they are moved to quarantine.
When quarantining files that are larger than 1 MB, they are always automatically stored in the local
client quarantine so that the network is not needlessly burdened in case of a massive virus attack. All
files that are smaller than 1 MB are transferred to the quarantine folder of GRWATA ManagementServer.
These settings cannot be changed. More information about the quarantine folders can be found in the
chapter Default storage locations and paths.

If an infected file of less than 1 MB is detected on a client without a connection to GEATA
ManagementServer, it is saved in the local quarantine and only transferred to the central quarantine
upon the next contact with GATA ManagementServer. Infected files can be disinfected in the
quarantine folder. If this doesn't work, the files can be deleted from there and, if necessary, moved
back to their original location from the quarantine.

19



G DATA Software

Warning: Moving back a file does not remove the virus. You should only select this optioniif a
program cannot run without the infected file and you nevertheless need it for data recovery.

The Quarantine system tray menu option can be enabled or disabled in GRATA Administrator under
Client settings > General > Client functions.

7.5. Updates/Patches
PatchManager is available as an optional module.

The Updates/Patches window reveals a patch/update overview for the client pc, divided over two
tabs.

13) G Data Security Client - Update/Patch Management = | B i)

Installed | Available

Name Status i

2552343 Update for Windows 7 for x64 (KB2552343)

Adobe APSB13-02 Reader XI 11.0. 1 for Windows {Update) (Al Languages)

Adobe APSB13-07 Reader XI 11.0.2 for Windows {Update) (All Languages) {(See Note)

Adobe APSE13-15 Reader XI 11.0.3 for Windows {Update) (All Languages) (See Note) (Rev 2)

Cumulative Security Update for ActiveX Killbits for Windows 7 x64 (KB2820197)

MS05-061 MSXML 6,0 RTM Security Update (325673)

M511-015 Security Update for Windows 7 for x64 (KB2479943)

MS511-019 Security Update for Windows 7 for x64 (KBE2511455)

M511-024 Security Update for Windows 7 for x64 (KB2491683)

MS11-024 Security Update for Windows 7 for x64 (KB2506212)

MS11-025 Security Update for Microsoft Visual C++ 2008 Service Pack 1 Redistributable Package (KB2538243)
MS11-030 Security Update for Windows 7 for x64 (KB2509553)

M511-037 Security Update for Windows 7 for x64 (KB2544893)

M511-043 Security Update for Windows 7 for x64 (KB2536276)

M511-048 Security Update for Windows 7 for x64 (KB2536275)

M511-053 Security Update for Windows 7 for x64 (KB2532531)

MS511-059 Security Update for Windows 7 for x64 (KB2560656)

M511-071 Security Update for Windows 7 for x64 (KB2570947)

MS11-075 Security Update for Windows 7 for x64 (KB2564958)

MS511-076 Security Update for Windows 7 for x64 (KB2579686) S

: Check for updates...] I Uninstall... I

Close

The Installed tab shows all patches and updates that have been installed on the system. Double click
a patch to view an extended description. If a patch or update seems to be causing problems, users can
select it and click Uninstall to ask the administrator to remove it. The Status will change to Waiting
for responseand the administrator will receive a report with a rollback request. To perform a local
check, regardless of software recognition jobs planned on the ManagementServer, click Check for
updates. Security Client will then check all patches for applicability on the local system.

TheAvailable tab lists patches, updates and software packages that are applicable to the client
system. Double click an item to view an extended description. To request installation, click Install.
The Status will change to Waiting for responseand the administrator will receive a report with a
software distribution request.

The Updates/Patches system tray menu option can be enabled or disabled in GRATA Administrator
under PatchManager > Settings.

7.6. Internet update

GIATA Security Client can be used to carry out virus signature updates from the Internet if no
connection to GBDATA ManagementServer is available (see Client settings > General >Updates).

TheInternet update system tray menu option can be enabled or disabled in GRATA Administrator
under Client settings > General >Client functions.
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13 G Data Security Client - Internet update = 33

Settings
(@ Load Internet update from the ManagementServer

= (recommended for all computers on the local network)

Run Internet update yourself
Run Internet update with obsolete virus signatures yourselfif no connection to

the ManagementServer can be created
{recommended for mabile workstations)

Virus signatures

7.7. Disable firewall

The Firewall module is available as part of the Client Security Business, Endpoint Protection Business
and Managed Endpoint Security solutions.

Using the option Disable firewall, end users can disable GRATA Firewall completely, even if they are
connected to the enterprise network. If the firewall has been disabled, it can be re-enabled by clicking
the option Enable firewall in the system tray menu.

The Disable firewall system tray menu option can be enabled or disabled in G®ATA Administrator
under Firewall > Overview >Run in internal network by checking Allow user to enable/disable
the firewall.

7.8. Firewall

The Firewall module is available as part of the Client Security Business, Endpoint Protection Business
and Managed Endpoint Security solutions.

The Firewall option loads the firewall's interface. As long as the client is in the GBATA
ManagementServer network, the firewall will be administered centrally by the server. When the client
connects to another network, for example if a laptop is using a private network at home, the firewall
interface can be used to configure an off-site configuration.

The Firewall system tray menu option can be enabled or disabled in GRATA Administrator under
Firewall > Overview >Run outside internal network by checking Allow user to change the off-
site configuration.

7.8.1. Status

The Status module of the firewall shows information about the current status of the firewall. By
double-clicking any of the entries, you can carry out actions directly or switch to the respective
program area.

e Security: Enable or disable the firewall. This option is only available if it has been enabled in
GBATA Administrator (Firewall >Overview >Run in internal network >Allow user to
enable/disable the firewall).

e Mode: Thefirewall can be operated in automatic (autopilot) mode or in manual (rule sets) mode.
Changing this option client-side is only possible if the client is being used outside the
ManagementServer network and if it has been enabled in GATA Administrator (Firewall >
Overview >Run outside internal network >Allow user to change the off-site
configuration).
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e Networks: Open the Networks panel, which shows the networks that your computer is
connected to as well as the rule sets that are used.

e Prevented attacks: When the firewall registers an attack on your computer, it is prevented and
logged here.

e Application radar: Show which programs are currently being blocked by the firewall. If you
want to allow one of the blocked applications to use the network, select it and then click the
Allow button.

E G Data Personal Firewall | S

&3 Settings & Help

Firewall Status
Current status indication of the G Data Firewall. The individual options can be
- ~ edited by double-clicking (left mouse button),
1 - 24 Security Firewall enabled

Mode Automatic (autopilot)

(SN S

‘J) Status Networks All networks are protected
Prevented attacks 0

il Networks

“H Application radar No applications blocked

§1_ Rule sets

K] Log

The security level determines how detailed the rules established for your
firewall will be and how often the firewall will prompt you.

Edit...

7.8.2. Networks

The Networks module lists all networks to which your computer is connected, as well as which rule set
is protecting the respective network. Select a network and click Edit to view details and to configure
the settings for this network. Network settings can only be edited if that has been specifically allowed
(Firewall >Overview >Run in internal network >Allow user to enable/disable the firewall) or if
the device is being used in off-site mode (Firewall > Overview >Run outside internal network >
Allow user to change the off-site configuration).

L Edit network i
Network inf
Gy Name: Local Area Connection
Lo Cancel
IPv4 address: 10.202.3.41
IPvi address: feB0::a037:1282:€72:8475%10
Subnet mask: 255.255.0.0
Default gateway: 10.202.01
Preferred DNS server. 1921681041
Alternate DNS server: 10.215.0.2
WINS server:
| Firewall enabled on this network
Enable automatic configuration (DHCP)
Rule set
trusted networks hd |
Edit rule set...

e Network info: Shows information about the network, including IP address, subnet mask,
default gateway, DNS and WINS server.

e Firewall enabled on this network: Enable or disable firewall protection.
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¢ Internet connection sharing: Allow Internet Connection Sharing.
e Enable automatic configuration (DHCP): Allow DHCP configuration.

e Rule set: Choose any of the defined Rule sets to be applied to this connection. Click Edit rule
set to open the Rule Wizard.

7.8.3. Rule sets

In the Rule sets module you can create and edit rule sets (groups of firewall rules that can be applied
to networks).

E G Data Personal Firewall ‘ =RACE X |
¥ Settings i@ Help
Firewall § Rule sets
Create rules for individual security levels to protect your networks with the G Data
| r - Firewall.
. Mame
N -
% Direct Internet connection
— & Rulesetl
() status & Rule set 2
%) blocked networks
L-,E Networks 4 trusted networks
— % untrusted networks
|21 Rule sets
§J tog

e New: Create a new rule set. In the following dialog, enter a Rule set name and decide if the rule
set should be pre-populated with rules from the default rule sets for untrusted, trusted or
blocked networks.

e Delete: Delete the selected rule set. The default rule sets cannot be deleted.
e Edit: Edit the selected rule set using the Rule Wizard.

The Rule sets module contains default rule sets for the following network types:

¢ Direct Internet connection: This covers rules that involve direct Internet access.

e Untrusted networks: This generally covers open networks with Internet access.

e Trusted networks: Home and company networks are generally trusted.

e Blocked networks: This rule set can be used if access to a specific network should be blocked.

7.8.3.1. Rule Wizard

The Rule Wizard allows you to define new rules for the selected rule set or to modify existing rules. The
Rule Wizard is especially suitable for users unfamiliar with firewall technology. For a granular control
over individual rules, use the Advanced Rule Set Editor.

The Rule wizard offers various rules. All of them can be used to quickly allow or deny a specific type of
traffic. For most rules, a specific Direction can be defined, which governs whether the program is to
be blocked for inbound connections, outbound connections or both.
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Share or block applications: Select a specific application on the hard disk to explicitly permit
or deny it access to the network governed by the rule set.

Share or block network services: Blocking one or more ports is a quick way of eliminating
vulnerabilities that could be used for attacks by hackers. The wizard provides the option of
blocking ports completely or for a particular application only.

File/printer sharing: Allow or block file and printer sharing.

Share or block domain services: Allow or block network domain services.

Shared use of the Internet connection: Allow or block Internet connection sharing (ICS).
Share or block VPN services: Allow or block Virtual Private Network (VPN) services.
Advanced Rule Set Editor (expert mode): Open the Advanced Rule Set Editor.

Rule Wizard &J

E The Rule Wizard helps you set up firewall rules.

[_'rj] Share or block applications

Controls application access to the network.

Share or block network services
Controls access to specific network services and applications.

m,  File/printer sharing
Controls access to network sharing and printers,

Bl Share or block domain services
Permit or block access to a network domain.

Q,Ji, Shared use of the Internet connection
" Controls shared access to the Internet.

% Share or block VPN services
Specifies whether access to VPM services is permitted or blocked.

iy Advanced Rule Set Editor (expert mode)

Custom creating and editing of rule sets in detail.

Apply Cancel

7.8.3.2. Advanced Rule Set Editor

The Advanced Rule Set Editor allows for the creation of highly specific rules. It can be used to create
all of the rules that are also available through the Rule Wizard, but also supports custom settings.

|&, Rule set

1

Name
Close
Rueserz e
Action if no rule applies
I\% Ask user -I Adaptive mode
Rules
Name Rank Access Direction Note i R
’i Media Player (64 Bit) 1 Allow Qutbound Default rule
Q Media Player Setup (64 Bit) 2 Allow Outbound Default rule
T Internet Explorer (54 Bit) 3 Allow Qutbound Default rule £
’i Remotedesktop 4 Allow Qutbound Default rule
_DE‘EtE.‘.
T Media Player 5 Allow Qutbound Default rule -
T Media Player Setup G Allow Qutbound Default rule -
Wizard...
T IERSS Feed 7 Allow Qutbound Default rule
T Internet Explorer 8 Allow OQutbound Default rule View
T Windows Problem Reporting 9 Allow Qutbound Default rule
T Windows Reability Analysis 10 Allow OQutbound Default rule
Q Windows SQM Consolidator 11 Allow Outbound Default rule
’i Task Scheduler Engine 12 Allow Qutbound Default rule Rank
9
’i DllHost (Surrogate) 13 Allow Outbound Default rule
< == =
T Help Pane 14 Allow Qutbound Default rule
’i Search Protocol Host 15 Allow Qutbound Default rule -

The Advanced Rule Set Editor window resembles the Rule sets pane of GRWATA Administrator's
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Firewall module. It can be used to create, edit, delete, and rank rules within the rule set. In addition to
the options available in GBATA Administrator, the Advanced Rule Set Editor offers the following
options:

e Actionif norule applies: Specify what happens when no existing rule applies to a filtered
communication type: Allow, Deny or Ask user.

e Adaptive mode: The adaptive mode supports applications that use feedback channel
technology (e.g. FTP and numerous online games). These applications connect to a remote
computer and negotiate a feedback channel with it, which the remote computer then uses to
reverse connect to the application. If the adaptive mode is enabled, the firewall detects this
feedback channel and permits it without querying it separately.

e Reset: Delete all rule sets modifications as well as all auto-learned rules.

By double-clicking a rule or clicking the Edit button, individual rules can be edited. The individual rule
editor corresponds to the Edit rule window in GRATA Administrator.

7.8.4. Log

The Log module shows a detailed overview of all incoming and outgoing connections. It can be used
to check the connection protocol, initiating application, direction, local port, remote host, remote
port and reason for the decision about allowing or blocking the connection.

@ G Data Personal Firewall = | B S|
) 'a Settings i@ Help
Firewall ~ Log
\ | AllInternet and network connections, including allowed and blocked connections.

Y " Last action Protocol  Application Local port Direction =
\ » ¥i0/21/2014 3:25:55 PM_ UDP svchost.exe llmnr (5355) <-
v ! 2/21/2014 3:25:55 PM UDP svchost.exe llmnr (5355) <=
"\I’) Status J 2/21/2014 2:25:50 PM UDP svchost.exe limnr (5355) <~
¢ 272172014 3:25:50 PM  UDP svchost.exe llmnr (5355) <~
_H_;H Networks /272172014 3:2548 PM UDP svchost.exe limnr (5355) <=
— J 2/21/2014 3:25:48 PM UDP svchost.exe llmnr (5355) <=
[$1 Rule sets J 2/21/2014 22539 PM UDP svchost.exe limnr (5355) <-
J221/2014 22539 M UDP svchost.exe llmnr (5355) <~
M LOQ v #2/21/2014 3:25:28 PM UDP svchost.exe llmnr (5355) <~
J 272172014 3:25:28 PM UDP svchost.exe limnr (5355) <=
J 2/21/2014 3:2516 PM UDP svchost.exe llmnr (5355) <~
/272172014 22516 PM UDP svchost.exe limnr (5355) “-
/ 2/21/2014 3:2512 PM UDP svchost.exe 52235 -
J 2/21/2014 3:25:12 PM UDP svchost.exe 59037 -
J 272172014 3:2512 PM  UDP svchost.exe 60525 -
J 2/21/2014 3:2512 PM UDP svchost.exe llmnr (5355) <~
J 2/21/2014 22512 PM UDP svchost.exe limnr (5355) <-
/ 2/21/2014 3:2507 PM  UDP svchost.exe limnr (5355) <~

v #2/21/2014 3:25:07 PM  UDP svchost.exe llmnr (5355) <~ 2

< n +
Deleteall.. | Delete..

Click Delete to delete the selected log entry or Delete all to clear the log file completely. The Details
button shows additionalinformation about the selected log entry.

Right-click any log entry to access context-sensitive options. In addition to the Details view, these
options include creating a new rule based on the log entry, editing the rule that led to the connection
being blocked or allowed, and setting a filter view for the Log module.

7.8.5. Settings

The Settings window can be used if the appropriate permissions have been enabled in GRDATA
Administrator (Firewall >Overview >Run in internal network > Allow user to enable/disable the
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firewall and Firewall > Overview > Run outside internal network >Allow user tochange the
off-site configuration).

e Security: Enable or disable the firewall.

e Mode: Thefirewall can be operated in automatic (autopilot) mode or in manual (rule sets) mode.
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8. GIATA Security Client for Linux

GIATA Security Client for Linux runs as a background service and provides virus scan capabilities. For
Linux servers, additional modules for Samba, Sendmail/Postfix and Squid are available (see
Installing GBDATA Security Client for Linux).

GIATA Security Client for Linux consists of a graphical user interface component and a command
line application.

8.1. Graphical user interface

A shortcut to the graphical user interface of GATA Security Client for Linux will be placed in the
Applications menu or a similar place, depending on the Linux distribution. Alternatively, start the
interface by running /opt/gdata/bin/gdavclient-qt.

G Aftersta rting the interface, click the G®ATA Security Client for Linux icon to open its interface.
Which options are available can be configured using the Client settings module of GBATA
Administrator.

Click the tray icon to open a context menu which offers access to the following settings:

e Virusscan
¢ Quarantine
e Update

e Help

e Open GEDATA Security Client: Opens GBATA Security Client for Linux and displays the Status
module.

e About GEDATA Security Client

Allmodules can be protected against changes to settings (see Client settings > General >Client
functions). If password protection has been enabled, click the lock in the left bottom corner of the
window and enter the password to be able to change settings.

8.1.1. Status

The Status module offers an at-a-glance overview of the current protection status of the client. The
statusicons can be used to assess whether there is an immediate risk for the client or if the client is
completely secure.

e Latest scan: Thetime and date of the last Virus scan. Use the Scan computer now button to
immediately start a complete virus scan.

e Latest update: Thetime and date of the last Update. Use the Update now button to
immediately start a virus signature update.

8.1.2. Virus scan

The Virus scan can be used to scan the complete computer or specific files or folders for malware.
When a virus is found, the client will automatically take the action defined under Settings.
ManagementServer will be notified and a report will be added to the Security events module of
GBATA Administrator.
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Select one of the following three options and click Start virus scan:

e Scan complete computer: Scan all files and folders on the computer.
e Scan boot sector: Scan the boot sector.

¢ Scan files and folders: Scan specific files and folders. The scope can be defined under Scan
scope.

The following settings can be configured:

e Reactiontoinfected files: Define what should happen when the virus scan detects an infected
file:

o Logonly (seeClient settings >Monitor >Settings)

o Disinfect (seeClient settings >Monitor > Settings)

o Delete (seeClient settings >Monitor >Settings)

o Quarantine (seeClient settings >Monitor > Settings)

o Askuser: Show a notification to the end user and ask which action should be taken.

e If disinfection fails: If the option Disinfect has been selected but the file cannot be disinfected,
an alternate action will be carried out.

e Reactiontoinfected archives: Define what should happen when the virus scan detects an
infected archive.

o Filetypes (see Tasks >Scan jobs > Scanner)

Under Advanced, the following advanced settings can be configured:

e Heuristics (seeClient settings > Monitor > Settings)

e Checkboot sector (see Client settings >Monitor > Settings)

e Checkarchives (see Client settings > Monitor > Settings)

e Archivesize limit (see Client settings >Monitor >Settings)

e Filesize limit: Define a maximum size. Files that are larger will not be scanned.

Use thefile and folder list under Exceptions to exclude specific items from the scan.

The Virus scan module can be enabled or disabled in GRRATA Administrator under Client settings >
General >Client functions.

8.1.3. Update

The Update module makes sure that GBATA Security Client for Linux has the latest virus signatures in
order to offer optimal protection.

The date and time of the last signature update are displayed under Last update. Signature version
information for both virus engines is displayed under Engine A and Engine B. Click Update virus
signatures to start a virus signature update right away.

Thevirus signature update settings can be configured under Settings:

e Virus signature update source: Configure whether the client should download virus
signatures from ManagementServer or directly from the GRATA update servers (see Client
settings > General > Updates).
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e Schedule: Define a signature update schedule (Manually, Hourly or Daily).

e Proxy server: Enter a proxy server that should be used to connect to the GRATA update servers.

e Access data: Enter the access data that should be used to authenticate with the GRATA update
servers.

The Schedule, Proxy server and Access data settings are only used if the Virus signature update
source setting has not been set to Download virus signature updates from ManagementServer.
SeeClient settings > General > Updates for more information.

The Update module can be enabled or disabled in GRATA Administrator under Client settings >
General >Client functions (Allow the user to download signature updates).

8.1.4. Quarantine

The Quarantine module displays items that have been moved to the quarantine by the Virus scan.
Per item, the following properties are displayed:

¢ File name: The name and path of the infected item.
e Virus name: The name of the virus that infected the item.
e Filesize: Thefilesize of the item.

Select one or more items and click one of the following buttons:

e Disinfect and move back: Remove the virus from the item and move the item back to its
original location.

e Move back: Move the item back to its original location. Warning: if the item is not disinfected
first, it might infect the system!

e Delete: Delete the item from the Quarantine.

The Quarantine module can be enabled or disabled in G®ATA Administrator under Client settings >
General >Client functions.

8.1.5. About G DATA Security Client

The About window displays status information about GBATA Security Client for Linux and can only be
opened through the tray icon. It displays the following information:

e Version: The currently installed client version.
e ManagementServer: The current state of the connection to ManagementServer.
e Security software status: The current status of the client background services.

8.2. Command-line interface

As an alternative to the graphical user interface, command-line tools are available to configure and
run GBATA Security Client for Linux. Gdavclient-cli is the preferred way of initiating a command-line
virus scan and updating the virus signatures. Alternatively, gdavclientc can configure and run scans,
display version information, update the virus signatures and manage the scan server daemon service.
Both applications must be run as root to ensure full access to the file system.
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8.2.1. gdavclient-cli

By default, gdavclient-cliis located in the folder /usr/bin. The syntax for gdavclient-cli looks as
follows: gdavclient-cli [<options>] <files/paths> The following options can be used:

o --status: Displays status for the gdavclientd and gdavserver daemons.

e --version: Displays version information.

e --mmsconnection: Displays information about the connection to GRATA ManagementServer.

e --lastscan: Displays the latest scan log.

e --lastupdate: Displays information about the latest virus signature update.

e --update: Updates the virus signatures.

e --sysinfo: Creates a file called gdatahwinfo-<Date>.tar.gz, which contains debug files such as
logs and configuration files.

When a path or file(s) have been specified, gdavclient-cli initiates a virus scan.

8.2.2. gdavclientc

By default, gdavclientc is located in the folder /usr/bin. It is independent from GRATA
ManagementServer and loads its configuration values from /etc/gdata/gdav.ini. The syntax for
gdavclientc looks as follows: gdavclientc [<options>] <command>. The following commands can be
used:

e scan:<path>:Initiate a scan of thefile(s) at <path> <path>can be an absolute or relative path
to a file or a folder (which will be scanned recursively). Use of wildcards (*, ?) is allowed.

e scanboot: Perform a boot sector scan. All non-optical media that are listed under /proc/
partitions will be scanned.

e abort: Abort the current scan.

e start: Start gdavserver.

e stop: Stop gdavserver.

e restart: Stop andrestart gdavserver.

e updateVDB<:engine>: Initiate a virus signature update for EngineA or EngineB. After the
update has completed, the scan server should be restarted using the restartcommand.

e dump: Show the current configuration.

o set:<key>=<value>: Set a specific option in the configuration of gdavserver, overwriting the
existing option (which was read from /etc/gdata/gdav.ini). Options are only set temporarily and
will be lost when stopping gdavserver.

o get:<key>: Show the current value of a specific option from the configuration of gdavserver.
e reload: Reload all values from /etc/gdata/gdav.ini.

e engines: List the names of all scan engines that are used.

¢ baseinfo: Show version information.

e coreinfo: Show virus engine version information.

e pid: Show the gdavserver PID.

If you use the scan: command to run a virus scan, the following options can be used:
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e -s:Inadditiontotheregular scan output,a summary of scan results will be displayed.

e -X:Inaddition to the regular scan output, a summary of scan results will be displayed (XML
format).
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9. G DATA Security Client for Mac

GBATA Security Client for Mac provides protection to Mac OS X clients. It runs scheduled virus scans
and on-demand local scans and provides on-access protection through the Monitor module.

© After the installation of the client software, a tray iconis available to the user. Which settings
are available needs to be approved and defined using the Client settings module of GRATA
Administrator.

Click the tray icon to open a context menu which offers access to the following settings:

e Enable/disable monitor
e Virusscan

¢ Quarantine

e Update

e Help

e Open GEDATA Security Client: Opens GBATA Security Client for Mac and displays the Status
module.

o About GEDATA Security Client

All modules are protected against unintended changes to settings. Click the lock in the left bottom
corner of the window to allow settings to be changed. If root permissions are required, the user will be
prompted to enter user name and password.

9.1. Status

The Status module offers an at-a-glance overview of the current protection status of the client. The
statusicons can be used to assess whether there is an immediate risk for the client or if the client is
completely secure.

e Monitor: The current status of the Monitor. Using the dropdown menu, it can be (temporarily)
disabled.

e Latest scan: Thetime and date of the last Virus scan. Use the Scan computer now button to
immediately start a complete virus scan.

e Latest update: The time and date of the last Update. Use the Update now button to
immediately start a virus signature update.

9.2. Monitor
The monitor performs a background virus scan on all files that are accessed and takes action when it
detects a virus.

The following settings can be configured:

e Status
o Enable monitor: Enable the monitor (recommended).
o Disable monitor: Permanently disable monitor. Disabling the monitor forms a security risk.

o Disable monitor until the next reboot: Disable the monitor. After the next reboot, the
monitor will be automatically enabled.
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o Disable monitor for...minutes: Disable the monitor for a specific number of minutes. The
monitor will be automatically enabled afterward.
e Reaction toinfected files: Define what should happen when the Monitor detects an infected
file:
o Logonly (seeClient settings >Monitor >Settings)
o Disinfect (seeClient settings >Monitor > Settings)
o Delete (seeClient settings > Monitor >Settings)
o Quarantine (seeClient settings >Monitor >Settings)
o Askuser: Show a notification to the end user and ask which action should be taken.

¢ [f disinfection fails: If the option Disinfect has been selected but the file cannot be disinfected,
an alternate action will be carried out.

e Reaction toinfected archives: Define what should happen when the Monitor detects an
infected archive.

e Filetypes (see Tasks > Scan jobs > Scanner)
Under Advanced, the following advanced settings can be configured:

e Heuristics (seeClient settings > Monitor > Settings)

e Checkboot sector (see Client settings >Monitor > Settings)

e Checkarchives (see Client settings > Monitor > Settings)

e Archivesize limit (see Client settings >Monitor >Settings)

¢ Filesize limit: Define a maximum size. Files that are larger will not be scanned.

Use the file and folder list under Exceptions to exclude specific items from the scan.

The Monitor module can be enabled or disabled in GBRATA Administrator under Client settings >
General >Client functions.

9.3. Virus scan

The Virus scan can be used to scan the complete computer or specific files or folders for malware.
When a virus is found, the client will automatically take the action defined under Settings.
ManagementServer will be notified and a report will be added to the Security events module of
GBATA Administrator.

Select one of the following three options and click Start virus scan:

e Scan complete computer: Scan all files and folders on the computer.
e Scan boot sector: Scan the boot sector.

¢ Scan files and folders: Scan specific files and folders. The scope can be defined under Scan
scope.

Under Settings, the virus scan settings and exceptions can be configured (see Monitor).

The Virus scan module can be enabled or disabled in GRRATA Administrator under Client settings >
General >Client functions.
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9.4. Update

The Update module makes sure that GBATA Security Client for Mac has the latest virus signatures in
order to offer optimal protection.

The date and time of the last signature update are displayed under Last update. Signature version
information for both virus engines is displayed under Engine A and Engine B. Click Update virus
signatures to start a virus signature update right away.

Thevirus signature update settings can be configured under Settings:

e Virus signature update source: Configure whether the client should download virus
signatures from ManagementServer or directly from the GBATA update servers (see Client
settings > General > Updates).

e Schedule: Define a signature update schedule (Manually, Hourly or Daily).

e Proxy server: Enter a proxy server that should be used to connect to the GRATA update servers.

e Access data: Enter the access data that should be used to authenticate with the GRATA update
servers.

The Schedule, Proxy server and Access data settings are only used if the Virus signature update
source setting has not been set to Download virus signature updates from ManagementServer.
SeeClient settings > General > Updates for more information.

The Update module can be enabled or disabled in GRATA Administrator under Client settings >
General >Client functions (Allow the user to download signature updates).

9.5. Quarantine

The Quarantine module displays items that have been moved to the quarantine by the Monitor or by
a Virus scan.

Per item, the following properties are displayed:

e File name: The name and path of the infected item.
e Virus name: The name of the virus that infected the item.
e Filesize: Thefilesize of the item.

Select one or more items and click one of the following buttons:

e Disinfect and move back: Remove the virus from the item and move the item back to its
original location.

e Move back: Move the item back to its original location. Warning: if the item is not disinfected
first, it might infect the system!

e Delete: Delete theitem from the Quarantine.

The Quarantine module can be enabled or disabled in G®ATA Administrator under Client settings >
General >Client functions.

9.6. About G DATA Security Client

The About window displays status information about G®ATA Security Client for Mac:
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e Version: The currently installed client version.
e ManagementServer: The name of the ManagementServer to which the client connects.
e Security software status: The current status of the client background services.
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10. GEDATA ActionCenter

GIATA ActionCenter offers cloud-enabled GBATA services. Its functionality has been divided into
modules. After creating an account and logging in to the web interface at https://ac.gdata.de, you
can choose a module in the main screen under Modules or through the Menu in the top right corner:

e Mobile devices: Mobile device management for GBATA retail solutions.

e Network Monitoring: Monitor network infrastructure in order to prevent and provide quick
response to outages.

The following shortcuts are listed under Settings:

e Permissions: Manage permissions for other ActionCenter accounts, such as read-only
permissions for Network monitoring.

e Email groups: Configure email groups to enable reports and notifications, such as the alerts
functionality of Network monitoring.

ActionCenter also enables iOS Mobile Device Management by providing communication between iOS
devices and GBDATA ManagementServer. The configuration of iOS Mobile Device Management is
carried out through the iOS Mobile Device Management node in the Clients window of GRATA
Administrator.

10.1. Creating and linking an account

At the login page of ActionCenter, click Register to open the registration page. After entering and
confirming an Email address, entering a Password and agreeing to the terms and conditions, click
Register to submit your data. An email containing a confirmation link will be sent to the email
address.

After confirming the account by clicking the confirmation link, the user name and password should be
configured in GATA Administrator in the ActionCenter module in order to establish the link between
GBATA ManagementServer and GBDATA ActionCenter.

10.2. Modules

The functionality of GBATA ActionCenter has been divided into various modules. For business
solutions, ActionCenter offers the Network Monitoring module.
10.2.1. Network monitoring

Network monitoring is available as an optional module.

Using network monitoring, administrators can keep an eye on the status of their network
infrastructure. By defining metrics, a wide range of statistical information can be collected from
clients and viewed through the Dashboard.

10.2.1.1. Dashboard

The Dashboard shows up-to-date statistics for allmetrics, as well as an overview of all servers and
devices that can be managed. When a metric is favorited, a summary widget is added to the
Dashboard containing the associated device name, latest value and a trend diagram.
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GIBATA ActionCenter

A NETWORK MONITORING | DASHBOARD

=m
Add - 89 g 64 [—] 3
| —m
METRICS METRICS DEVICES SERVER
e BR[O v | 39 o
CRITICAL WARNING DK
Devices Devices Devices E
Local processes n Local processes Local processes n
Network H Network Network H
ManagementServer n ManagementServer ManagementServer m
Printer Printer Printer n
SNMP devices SNMP devices SNMP devices n
& | e
Date State Metric Device Target Value Message
Feb 18,2016 3:25:53 PM  [JIECSMI CPU privileged utility (%) ASU2012R2X64X10 ASU2012R2X64X10 0.00
Feb 18,2016 3:19:53 PM CPU privileged utility (%) ASU2012R2X64X10 ASU2012R2X64X10 Read value failed (-2147481642)
Feb 12,2016 3:07:54 PM  [JEZSM CPU performance (%)  ASU2012R2X64X10 ASU2012R2X64X10 100.00
Feb 18,2016 3:01:53 PM CPU performance (%)  ASU2012R2XB4X10 ASU2012R2X64X10 Read value failed (-2147481642)
Feb 18,2016 2:13:53 PM [T CPU utility (%) ASU2012R2X64X10  ASU2012R2X64X10 2.58

At the center of the Dashboard, status information is displayed. Under OK, all metrics that are not
reporting any threshold violations are listed. When a metric reports a value above or below a
previously defined threshold, its status is changed to Warning. After two more threshold violations,
the status is changed to Critical. Per status, metrics are displayed by category. This allows for a
granular overview of which device category is currently affected.

TheLogs section displays log entries for all metrics. Log entries are added when a metric reports its
first value, when it reports an error and when it changes its state (for example from OK to Critical).
Clicking a log entry opens the associated Metric page.

When managing multiple servers, the dropdown list at the top of the Dashboard can be used to create
and select Dashboard views. Click Create dashboard, enter a Name for the Dashboard and assign
one or more ManagementServers.

10.2.1.2. Metrics overview

A metric is created by assigning a metric template to one or more devices. Based on the parameters
in the metric template, the metric will regularly report the specified statistics from the specified
device(s). Click Create metrics to create a new metric.

The Metrics overview page lists all metrics. Clicking a metric opens the associated Metric page. The
metrics list can befiltered by state or category. For each entry in the list, the following information is
displayed:

e ManagementServer: The ManagementServer governing the device to which the metric
template has been assigned.

e Device: The device to which the metric template has been assigned.

e State: The current status of the metric (OK, Warning, Critical or Unknown).

e Metric: The name of the metric template which was used to create the metric.

e Category: The category of the metric template which was used to create the metric.
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e Target: Thetarget device of the metric template which was used to create the metric.

A NETWORK MONITORING | METRICS OVERVIEW

METRICS OVERVIEW

ManagementServer Device State Metric Category Target Delete

ASU-2012R2X11 ASU-10X64ENG UDP packets received SNMP devices ASU-10XG4ENG X
ASU-10x64ENG [IEET Metwork interface status SNMP devices ASU-10XG4ENG X
ASU-10X64ENG Critical CPU user time (%) Devices ASU-10X64ENG %
ASU-10XB4ENG Pages printed Printer ASU-10XG4ENG X
ASU-10X64ENG Uptime SNMP devices ASU-10XG4ENG X
AsU-10x64ENG [JIEZI Count of Windows security event logs Devices ASU-10X64ENG X

Add metrics
Creating a metric involves assigning one or more metric templates to one or more devices. The Add
metrics page offers a four-step process:

1. Choose metrictemplates. Select one or more templates. The templates are listed by category.

STEP 1

- Choose metric templates.

Devices l&a Ping |8 HTTP/S request

ManagementServer
MNetwork

Printer

Local processes

SNMP devices

Selected templates: 0

2. Choose devices. Select one or more devices. The devices are displayed in a folder structure,
grouped by ManagementServer. At the top level of the folder structure, the ManagementServers
themselves can be selected (in case a metric template from the ManagementServer category
has been chosen in step 1).

STEP 2

Q Choose devices.

Current Folder: All ManagementServer / ASU-2012R2X11

+ =R ASU-2012R2X11 =R ASU-VISTAXE6 2% NAME2CHANGE =R ASU2012R2X64X10

- T s TE 2 - - m
ASU-2012RZX11 == ASU-10X64X5 SRASU-10X64ENG =2 TEMPLATE-2008R2 = ASUWEXE6X10 = ASUWINI1O0XE6

> GROUP_1 SHCLIENT 1 ESCLIENT 2 SHCLIENT.3 SMCLIENT 4 SSCLIENT.5 SSCLIENT 6

== CLIENT_T SRCLIENT 8 SRCLIENT_9 SECLIENT 10 S CLIENT 11
S GROUP 2 L] _ = _ = _ = = am —

> GROUP_3

» GROUP_S
B

Selacted Devices: 0
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3. Verify chosen devices. Make sure that all devices to which the chosen template(s) should be
applied have been selected.
STEP 3

@ Verify chosen devices.

WINDOWS CLIENTS

ssv-vsrwas [ s o x

MANAGEMENT SERVER

Mo ManagementServer selected.

4. Summary.Click Create metric to create the corresponding metric(s) and return to the Metrics

overview.
STEP 4
l_;” Summary €@

> New metrics for clients: 4
> New metrics for ManagementServer: 0
> Max Metrics: 500

> Current Metrics: 89

Create metrics: 4

Metric

The Metric page displays the details of the selected metric. At the top of the page, its Name, Device
and ManagementServer are displayed, as well as its current status. Using the Favorite option, the
metric can be pinned to the Dashboard.

A NETWORK MONITORING / METRICS OVERVIEW | METRIC

METRIC

Template: CPU utility (%) Favorite:

V ASU2012R2X64X10 0
i~ | EEEEE

30

25

20

15

10

5

0

Feb13 Feb 14 Feb1s Feb 16 Feb 17 Feb1g Feb19

M| Thresheld value

OVERVIEW

Measuring interval:
5 minutes

Last value: Minimum: Maximum:
5.08 % (Feb 18, 2016 3:45:00 PM) 0.95% 28.08%

METRIC LOG

Date State Value Message
Feb 18, 2016 2:13:53 PM 2.58%
Feb 18, 2016 2:07:52 PM % Read value failed (-2147481642)

Feb 18, 2016 1:01:53 PM [ ok | 3.36%
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The diagram view can be customized to get an instant overview of trend data. The default setting
shows the values for the last 6 hours. Using the dropdown menu, this range can be changed.

Under Overview, several parameters are displayed:

Measuring interval: The interval with which the metric sends new values to ActionCenter.
Last value: The most recent value including a timestamp.

Minimum: The lowest value ever recorded.

Maximum: The highest value ever recorded.

Threshold (only displayed if a threshold has been set): The current threshold value.

Over threshold (only displayed if a threshold has been set): The percentage of recorded values
that was higher than the threshold value.

Under threshold (only displayed if a threshold has been set): The percentage of recorded values
that was lower than the threshold value.

Under Metric log, all log entries for the metric are displayed. Log entries are added when a metric
reportsits first value, when it reports an error and when it changes its state (for example from OK to
Critical).

Manage metrictemplates
A metric template contains the parameters for a specific network monitoring scenario. Templates
can be assigned to one or more devices, creating metrics.

# NETWORK MONITORING ' METRIC TEMPLATES

MANAGE METRIC TEMPLATES

E3 CREATE METRIC CREATE TEMPLATE

Used

Name v Comment Category Metric by

Uptime Uptime SNMP devices Uptime 2 x
devices

UDP packets sent UDP packets sent SNMP devices UDP packets sent 2 x
devices

UDP packets received UDP packets received SNMP devices UDP packets received 2 x

devices

Thread count Thread count Local processes Thread count 0 *®
devices

Terminal Services inactive sessions Terminal Services inactive sessions Devices Terminal Services inactive 0 x
sessions devices

Terminal Services active/inactive Terminal Services active/inactive Devices Terminal Services o x

sessions sessions active/inactive sessions devices

Terminal Services active sessions Terminal Services active sessions Devices Terminal Services active 0 x
sessions devices

The Manage metric templates page lists all metric templates. For each entry in the list, the following
information is displayed:
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Name: The name of the template.
Comment: Information that helps distinguish templates.

Category: The category of the template (Devices, Local processes, Network,
ManagementServer, Network printer or SNMP devices).

Metric: Defines the type of information that is being monitored, depending on which Category
has been selected.

Used by: The number of devices to which a metric using this template has been assigned.
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Clicking a templatein the list to open the Edit template page. Click Create template to create a
new metric template.

Create template
To create a metric template, a number of required and optional parameters should be entered:

e Category: Select the template category (Devices, Local processes, Network,
ManagementServer, Printer or SNMP devices).

e Metric: Select the type of information that should be monitored, depending on which Category
has been selected.

¢ Name: The name of the template.
e Comment: Information that helps distinguish templates.

# NETWORK MONITORING /| METRIC TEMPLATES | CREATE

GENERAL SETTINGS

Category:

DEVICES

Metric:

COUNT OF WINDOWS SYSTEM EVENT LOGS +

Target:
LOCALHOST

Name:

Count of Windows system event logs

Comment:

Count of Windows system event logs

¥ SAVE TEMPLATE

OPTIONAL SETTINGS

Threshold value:

Threshold value

Measured value condition:

Value has to be above threshold v

¥ SAVE TEMPLATE

ALERTS SETTINGS

Enabled:

¥ SAVE TEMPLATE

Depending on the Category and Metric, one or more of the following settings will be displayed:

e Target: The target on which the selected information will be collected. This value cannot be

changed and is set to localhost by default, meaning that the information will be collected on the
device to which the metric template will be assigned.

e Hostnhame: The host name of the device on which the selected information will be monitored.
This does not necessarily need to be the device to which the metric template will be assigned.
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Multiple host names can be added; when the metric template is assigned to a device, multiple
metrics will be created.

URL: The URL for which the selected information will be monitored. Multiple URLs can be added;
when the metric templateis assigned to a device, multiple metrics will be created.

SQL Server Instance: The SQL Server instance on which the selected information will be
monitored. Click the magnifying glass to view a list of available SQL Server instances per
ManagementServer.

Optional settings also depend on the selected Category and Metric and include one or more of the
following:

Threshold value: Set a threshold value.

Measured value condition: Dictates how the threshold value is interpreted. The metric state
will change from OK to Warning and then to Critical when the measured value is below or
above the threshold.

CPU: Enter the CPU for which the selected information will be monitored or enter _Totalto
monitor all CPUs.

Drive letter: Enter the drive for which the selected information will be monitored or enter
_Total to monitor all drives.

Process name: Enter the process name for which the selected information will be monitored or
enter _Total to monitor all processes.

Network adapter name: Enter the network adapter for which the selected information will be
monitored or enter *to monitor all network adapters.

SQL Server Database: Enter the database for which the selected information will be monitored
or enter _Total to monitor all databases.

Request timeout: Enter the request timeout for Ping requests.

Expected HTTP status code: When the HTTP request returns a different status code from the
one defined here, it is treated as a threshold violation, changing the metric state.

SNMP Community: Enter the SNMP community string that is required by the target device. The
community string is set by the manufacturer of the device and can often be found in the device's
documentation.

Under Alerts settings, email alerts can be configured:

Alert condition: An alert will be sent when the metric state changes to Critical only or when it
changes to either Critical or Warning.

Notify only selected email groups: The alert will be sent to the selected email groups, which
can be defined using the Email groups page.

Edit template

The Edit template page can be used to edit existing metric templates. All settings correspond to the
ones that were set when the template was created. Some are displayed as read-only and cannot be
changed:

Category
Metric
Used by
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Target
Hosthame
URL

# NETWORK MONITORING /METRIC TEMPLATES | EDIT

GENERAL SETTINGS

Category: Metric: Used by:
SNMP devices UDP packets sent 2 devices
Template created: Template updated:

Feb 10,2016 3:43:23 PM Feb 19,2016 1:42:50 PM

Hostname:

WARNING: Each item creates a new metric

localhost

Name:

UDP packets sent

Comment:

UDP packets sent

Y SAVE TEMPLATE

OPTIONAL SETTINGS

SNMP Community:

public

Threshold value:

Threshold value

Measured value condition:

Value has to be above threshold v

X SAVE TEMPLATE

All other settings can be freely edited. Click Save template to save the changes. Changes made to an
existing template will be applied to all metrics that are based on the selected template.

10.2.1.3. Server overview

The Server overview displays all ManagementServers that have been linked to the ActionCenter
account. Per server, the number of associated devices, metrics and printersis listed. The overview
can befiltered by clicking any of the tags under Filter.

Clicking a server opens the Server info page, which allows access to the following information and
settings:

Hostname: The host name of the server.

Version: The version number of ManagementServer.

Last access: The timestamp of the last synchronization between this server and ActionCenter.
Metrics: The number of metrics associated with this server.

Devices: The number of devices associated with this server.
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e Printers: The number of printers associated with this server.
e Comment: Information that helps distinguish servers.

e APl access: Enabled by default. Disabling APl access does not remove the server from
ActionCenter but prevents it from reporting values.

e Tags:Add one or moretagsthat can be used to filter the Server overview list.

# NETWORK MONITORING ' SERVER OVERVIEW

SERVER OVERVIEW

& DELETED SERVERS £= PROCESS LIST

Filter:

Filterl Filter2

== | ASU2012R2X64X5 = | ASU-2012R2X11
= —

Devices: 0 Devices: 59

Metrics: 0 of 500 Metrics: 89 of 500

Printers: 0 Printers: 0

Click Set permissions to grant read-only permissions for this server to another ActionCenter
account. Enter the account's email address under Email and click Send invitation to send an
invitation email. After logging in to ActionCenter using the provided link and accepting the invitation,
the recipient will have read-only access to all network monitoring functionality for this server.
Permissions can be viewed and revoked using the Permissions page.

If the email address is not yet associated with an ActionCenter account, the recipient will be
prompted to create an account. Afterward, the invitation can be accepted.

Click Delete server to remove the server from ActionCenter. This will also remove all associated
devices, metrics and logs.

10.2.1.4. Devices overview

The Devices overview lists all devices that are managed by the ManagementServers that have been
linked to the ActionCenter account. The list can be filtered by clicking Filter and selecting the
appropriate ManagementServer from the folder structure.
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# NETWORK MONITORING ' DEVICES OVERVIEW

DEVICES OVERVIEW

Current Folder: All ManagementServer Filter:

T | | CLIENT_43 o] | CLIENT_44 T | | CLIENT_45
| S L

No metrics available. Mo metrics available. No metrics available.
u | CLIENT_46 =[] | CLIENT_47 u | CLIENT_48
1| (NI Ll

No metrics available. Mo metrics available. No metrics available.
| | CLIENT 49 ol | CLIENT 50 1| | ASU-2012R2X11
L | L] | L1 |

Nao metrics available. Mo metrics available. No metrics available.
T | | ASU-VISTAX86 o] | NAME2CHANGE T | | ASU2012R2X64X10
L | L] | L] |

No metrics available. Mo metrics available. m m

- : ’ ‘ :

Each deviceis listed with its name and all associated metrics. Clicking a metric opens the associated
Metric page.

10.3. Settings

The Settings area contains settings that can be used by other ActionCenter modules.

10.3.1. Permissions

The Permissions page can be used to manage permissions that have been granted under Network
monitoring >Server overview. The ActionCenter accounts with permissions are listed under the
headings of the respective ManagementServers. Click Remove to revoke the permissions for the
selected account.

# NETWORK MONITORING ' SERVER OVERVIEW ' SERVER INFO  PERMISSIONS
INVITE USER FOR INST-MMS2012R2

Email address:

email@domain.com

Read only

EASEND INVITATION

PERMISSIONS GRANTED FOR INST-MMS2012R2

No permissions set.

10.3.2. Email groups

Email groups bundle one or more email address and are used for reporting and notifications, such as
the threshold alerts of the Network monitoring module. The Email groups page displays all email
groups and their associated email addresses.
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EMAIL GROUPS

Administrators F4 administrator@domain.com ¥

B Add email group

EDIT GROUP "ADMINISTRATORS"

Email address:

Email address

Email language:

Will be used if recipient has no language selected

English

To create a new email group, click Add email group, enter a Name, select the intended Language
and then click Add. To add an email address to a group, select the group and then, under Edit group
Group name, enter an Email address and click Add email to " Group name". This step can be
repeated to add multiple email addresses to the same group.
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11. GBDATA MailSecurity MailGateway

GIOATA MailSecurity is available as an optional module.

GBATA MailSecurity MailGateway provides complete protection of your corporate email
communication by scanning allincoming and outgoing e-mail as an independent gateway.
MailSecurity MailGateway runs in the background, but the installation wizard also installs GEDATA
MailSecurity Administrator, which gives you full access to the functions and options of
MailGateway. MailSecurity Administrator can be found under Start > Programs > GEDATA
MailSecurity > GADATA MailSecurity. If you close the administrator software, MailGateway will
remain active in the background.

You can also maintain MailGateway using any other computer, as long as it meets the system
requirements for MailSecurity Administrator. To install MailSecurity Administrator on another PC

without installing the full MailGateway, simply start the setup and choose the GEDATA MailSecurity
Administrator button.
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12. GBDATA MailSecurity Administrator

GIOATA MailSecurity is available as an optional module.

GBATA MailSecurity Administrator is the administration software for GRATA MailSecurity
MailGateway, which protects all SMTP-and POP3-based email traffic within your entire network.
Administrator can be started from any computer running Windows, using password protection.
Remote configuration is possible for all virus protection and signature update settings.

5] AWSERVER13 - G Data MailSecurity Administrator | ] |-

=] Options @y Update % Spam filter i@ Help i) Info

MailSecurity Status
Current status display for G Data MailSecurity. Double-click (left mouse key) to edit the
| individual functions.

vl
k '
1 | : | 4! Process incoming email SMTP

& Virus scan for incoming email Enabled
\\'J Status 4 Process outgoing email Enabled
& Virus scan for autgoing email Enabled

B
1) lillter & Outbreakshield Enabled

T~ - - -
"{ Queues & Automatic updates G Data Security Client
- ! Date of virus signatures 3008.2013
,:ﬁﬂ Activity 9
&) spam filter Enabled
ﬂ Virus results &) spam OutbreakShield Enabled
G Data MailSecurity is integrated inta the data stream of incoming email and can process email before it reaches the
eeeeee
Statistics Edit.

12.1. Starting GEDATA MailSecurity Administrator

You can use Administrator to manage the mail gateway by clicking on the entry GEDATA
MailSecurity in the program group Start > (All) Programs > GEATA MailSecurity. When you start
Administrator, you will be asked for the server and password. In the Server field, enter the computer
name or the IP address of the computer on which MailGateway has been installed.

At thefirst login, no password has been assigned yet. Simply click the OK button without entering a
password. A password entry window now opens in which you can enter a new password. Confirm the
password by typing it again and click OK. On the Advanced tab of the Options menu, you can
change the password at any time by clicking the Change password button.

12.2. Configuring GBATA MailSecurity Administrator

The menu bar at the top of GBATA MailSecurity Administrator offers you the following options for
configuration:

- Options: Changethe basic settings for operating GEATA MailSecurity.

& Update: Configure automatic virus signatures updates. Schedule signature downloads and
update the G®ATA MailSecurity program files.

%@ Spam filter: The Spam filter button provides a shortcut to the Spam filter settings of the
Filter module.

Help: Access the online help for the product.

e ©

Info: Information about the program version.
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12.2.1. Options

The Options window allows you to configure a vast range of settings, in order to adapt GRATA
MailSecurity optimally to the conditions in your network.

12.2.1.1. Incoming (SMTP)

On the Incoming (SMTP) tab you can configure the virus scan for incoming SMTP email on your mail
server.

Cptions l&J
| Minus check I Scan I Queue | Advance d | Logging |
Incomin g (SMTP) | Outgoing (SMTF) I Incoming (POP3) |
Received
V| Process incoming email
Port 25 (IPv4, All IP addresses) Configure
Forwarding
¥| Use DNS to send email
Sender IP: Standard LAN adapter -
Protection prior to relaying
Only accept incoming email for the following domains or addresses:
Import.
‘ Export... ‘ | Active Directory...
Received

Under Received you can specify whether Incoming email should be processed. This is generally done
over port 25. If this standard port should not be used under particular circumstances, you can define
other port and protocol settings forincoming email using the button Configure.

Forwarding

To forward incoming email to your mail server, you must disable Use DNS to send email and specify
the desired server under Forward email to this SMTP server. Also, specify the Port through which
email is to be forwarded to the SMTP server. If multiple network cards are available, you can specify
which of these cards you would like to use in the Sender IP dropdown menu.

Protection prior torelaying

To prevent your mail server from being abused, you should specify the domains to which SMTP email
may be sent under Only accept incoming email for the following domains or adresses. This way,
your server cannot be misused for forwarding spam to other domains.

Warning: If you do not enter any domains here, no emails are accepted either. If allemail from
alldomains are supposed to be accepted, you must enter *.*(asterisk dot asterisk) here.

If you want, you can also implement relay protection using a list of valid email addresses. Email
messages to recipients that are not on the list are not accepted. To automate the maintenance of
these email addresses, these can be read automatically and periodically from Active Directory. The
Active Directory connection requires at least .NET Framework 1.1.
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12.2.1.2. Outgoing (SMTP)

On the Outgoing (SMTP) tab you can configure the scanning of outgoing SMTP email on your mail
server.

Options o]

Vinss check Scan parameters GQueue vance
Incoming (SMTF) Ouigoing (SMTF) Incoming (POF3)

] Process outgoing email

Port 25 (IPv4, All IP addresses) Corfigure

IP addresses/subnets of computers that send outgoing email
127.00.1 o [ Ea

Forwarding
V] Use DNS to send email

Sender IP Standard LAN adapter

Received

Check Process outgoing email to enable checking outgoing SMTP email for viruses. Under IP
addresses/subnets for computers that send outgoing email you can specify from which IP
addresses the email to be checked originates. If there are several possible IP addresses, use a comma
to separate them. This input is required so that the email gateway can distinguish between incoming
and outgoing email. In general, port 25 is configured to accept outgoing emails. If this standard port
should not be used under particular circumstances, you can define port and protocol settings for
outgoing email via the button Configure.

Forwarding

Activate Use DNS to send email to send emails directly to the mail server that is responsible for the
target domains. If you want to send email via a relay (e.g., a provider), disable Use DNS to send email
and specify the relay under Forward email to this SMTP server. If multiple network cards are
available, you can specify which of these cards you would like to use in the Sender IP dropdown
menu.

12.2.1.3. Incoming (POP3)

On the Incoming (POP3) tab, you can configure virus scans forincoming POP3 email on your mail
server.
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Options ]

Virus check Scan parameters Queus Advanced Logging
Incoming (SMTF) Outgoing (SMTP) Incoming (POP3)

Enquiries
7] Process POP3 enquiries

Port 110 (IPv4, All IP addresses) Corfigure

V| Prevert email program timeout

Collection
Collect email from this POP3 server:

Fot: 110

Sender IP Standard LAN adapter

Fiter
Replacemert text for rejected emais: ]

0K [ Cancel ][ ooy ][ He

Enquiries

Use Process POP3 enquiries to let GRATA MailSecurity fetch your POP3 emails from a POP3 server,
check them for viruses and forward them to their recipients via your email server. Where applicable,
you must specify the Port that your email program uses for POP3 enquiries (normally port 110).
Depending on the amount of email, there can be a delay of several seconds when the user retrieves
POP3 emails. Tick Prevent email program timeout to prevent the recipient from getting a timeout
error from their email software if POP3 retrieval is taking too long.

POP3-based email programs can be configured manually. Use 127.0.0.1 or your email gateway server
as theinbound POP3 server in your email program and separate the name of the external email server
from your user name with a colon. For example, instead of POP3 server:mail.xxx.net/user name:Jane
Q. Public,you write POP3 server:127.0.0.1/user name:mail.xxx.com:Jane Q. Public To perform a manual
configuration, please refer to the manual of your email program.

Collection
Under Collect email from this POP3 server, you must specify the POP3 server from which you
retrieve email (e.g., pop3.mailserviceprovider.com).

Filter

If POP3 emailis rejected based on a content check or due to a virus infection, the message sender can
be automatically informed. The default message for rejected emailis: The message was rejected by
the system administrator. However, the notification can be changed. You can use wildcards to copy
the information relating to the rejected email into the notification text. In the text you define for
Subject and Email text, the following wildcards (defined using a percentage symbol followed by a
lower case letter) are available:

e %v>Virus

e %s>Sender

e %%r>Recipient
e %c>Cc

e %d>Date

e 9%u>Subject
e %h>Header
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e %i>SenderIP

12.2.1.4. Virus check

The Virus check tab lets you set virus check options for incoming and outgoing email.

Options X

Incoming (SMTP) Outgoing (SMTF) Incoming {POP3)
s check Scan parameters ueue Advanced Logging

V| Check incoming email for viuses

Inthe cass of an infection: [ Disinfect {f not pessible: rename)

] Add a virus alert to the subject and text of the infected email =

Send virus alert to the following persons:

Insent message inthe ted, f a password protected -
Ei =)
archive has not been scanned

] Notify sender of infected
Send virus alert to the fol

] Report vinus resuits to G Data Management Server

[ ok J[ cancel ][ ppy |[ Heb

Inbound
In almost all cases, you should enable Check incoming email for viruses and also check which
option you want to use In the case of an infection.

e Logonly

e Disinfect (if not possible: log only)
e Disinfect (if not possible: rename)
e Disinfect (if not possible: delete)
e Renameinfected attachments

e Deleteinfected attachments

e Delete message

Optionsin which incoming viruses are only logged should only be used if your network is permanently
protected from viruses another way (e.g., by using GBATA Antivirus Business).

If a virus is found you have a wide range of notification options. You can add a virus alert to the
subject and text of the infected email in order to inform the recipient. You can also send a virus
discovery alert to inform certain persons (e.g. system administrators) that a virus has been sent to an
email address in your network. Separate multiple recipient addresses with a semicolon.

You can customize the text for the notification functions. Wildcards can be used here to add
information to the Subject and Email text fields - the same wildcards as the ones that are used in the
Incoming (POP3) >Filter settings.

Outbound

In general, you should enable Check outgoing email for viruses and also have Do not send
infected messages activated by default. This way, viruses cannot leave your network and won't
cause any damage to your business partners. If a virus is found you have a wide range of notification
options. You can choose Notify sender of infected message, and under Send virus alert tothe
following persons notify a system administrator or responsible employee of the fact that a virus was
about to be sent from your network. Please separate multiple recipient addresses with a semicolon.
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You can customize the notification texts. To do this, simply click the... button to the right. Wildcards
can be used here to add information to the Subject and Email text fields - the same wildcards as the
ones that are used in the Incoming (POP3) >Filter settings.

In addition, under Attach report to outgoing (uninfected) email, you have the option of sending
email checked by GBATA MailSecurity with a note at the end of the email text pointing out explicitly
that this mail has been checked by GBOATA MailSecurity. You can customise this report or leave it out
entirely.

GEATA ManagementServer

If MailGateway is being operated as part of a GBATA business solution, you can enable Report virus
results to GBDATA ManagementServer to make sure that GATA ManagementServer is informed of
MailGateway virus discoveries, so that it can provide you with a comprehensive overview of virus
infections in your network.

12.2.1.5. Scan parameters

On this tab, you can optimize the virus detection performance of GATA MailSecurity and configure it
to your individual requirements. In general, reducing the virus detection increases the overall
performance of the system, while increasing it might result in slight performance losses.

Cptions lﬁj

Incoming {SMTP) Outgoing (SMTP) Incoming g (POP3)
Wirus check Scan parameters Queue Advance d Logging

Scan parameters

Lse engines: ‘ Both engines {recommen ded) -
Fie types [Afies -

¥| Heuristics

| Check archives

7| OutbreakShield | Settings...

V| Phishing protection

0K Cancel Apply Help
ok ]

The following functions are available:

e Use engines: The GBATA software works with two independently operating virus scanning
engines. Using both engines guarantees optimum virus detection. Using just one engine can
have performance advantages.

e Filetypes: Under File types, you can define the file types GATA MailSecurity should check for
viruses. GBDATA recommends automatic type recognition, which checks only those files that
might theoretically contain a virus. If you want to define the file types to be checked for viruses
yourself, use the User-defined function. By clicking the... button you can open a dialogue box
in which you enter the file types you want into the upper input field and then use the Add button
to add them to the list of user-defined file types. You can also use wildcards, i.e. replace
characters or strings of characters.

153



G DATA Software

The question mark symbol (?) represents individual characters. The asterisk symbol (*)
represents entire character strings. For instance, in order to check all files with the file
extension .exe, enter *.exe. For example, to check files with different spreadsheet formats (e.g.,
Xlr, xls), simply enter *.x[?2 For instance, to check files of various types that have identical
initial file names, enter text*.*for example.

Heuristics: In a heuristic analysis viruses are not only detected using the constantly updated
virus signature databases but also by identifying certain features characteristic of viruses. This
method is an additional security benefit, but in rare cases it may lead to false alarms.

Check archives: Checking of compressed files in archives should generally be activated.

OutbreakShield: OutbreakShield detects and neutralizes threats from malicious programsin
mass emails before the relevant up-to-date virus signatures become available. OutbreakShield
uses the Internet to monitor increased volumes of suspicious email, enabling it to close the
window between the mass email outbreak and its containment with specially adapted
signatures, practically in real time. If you want to use OutbreakShield, use the Settings button
to specify whether you are using a proxy server and, if necessary, the Login data for Internet
connection to enable OutbreakShield to access the Internet at any time. On the OutbreakShield
tab, you can define the text of the email that a mail recipient receives if a mass email addressed
to him/her has been rejected.

Due toitsindependent architecture, OutbreakShield cannot disinfect, rename or quarantine
infected email attachments. Hence, the replacement text informs the user that a suspicious or
infected email was not delivered. If you have selected Delete message as action on the Virus
check >Inbound tab, OutbreakShield will not send a notification for rejected email. In this
case, all infected emails, including those that have been only detected by OutbreakShield, are
deleted directly.

Phishing protection: Enable Phishing protection to filter out emails that try to obtain
passwords, credit card numbers, or other personally identifiable information by posing as an
email from a legitimate institution.

12.2.1.6. Queue

On the Queue tab, you can specify how often and at what intervals email that cannot be forwarded
from MailGateway to the mail server should be resent.

In general, email only reaches the queue after a virus check by GBATA MailSecurity. Email can bein
the queue for a number of reasons. For example, the mail server to which they are to be forwarded
may be overloaded or may have failed.
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Cptions li:hj
[ Incoming (SMTP) | Outgaing (SMTP) I Incominy a (POP3) |
| Wirus check | Scan Queue | Advance d | Logging |

Undeliverable meszages
Repeat interval (hours):
0250514
Ermor waiting time (hours): 24
Motify senders of messages in the queue every 4
hours (0=off).
Reset to default values
Size limit
Limit the: size of the queue
100
0K | cancel | [ Aeely | [ Heb

Undeliverable messages

Under Repeat interval you can specify at which intervals GRRATA MailSecurity should attempt
sending the email. For example, the entry 1, 1, 1, 4means that GBATA MailSecurity tries to send the
email every hour for thefirst three hours and from then on at regular intervals of 4 hours. Under Error
waiting time you can specify when the sending of the email is to be terminated permanently, at
which point the message will be deleted.

You can Notify senders of messages in the queue every ... hours, where ...must be a full hour
value. If you do not wish to inform the sender of an undeliverable message regularly, simply enter 0.
Even if you deactivate the regular notification of senders of non-forwarded email, the sender is, of
course, still informed when the delivery of his email has finally failed and the email has been deleted
from the server.

You can use the button Reset to default values to restore the default settings.

Size limit

To protect your mail server from Denial of Service attacks, you can limit the size of the queue. If the
size limit is exceeded, no further emails are added to the queue.
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12.2.1.7. Advanced
On the Advanced tab, you can change the global settings for GRWATA MailSecurity.

Cptions lﬂhj

Incoming {SMTP}) Outgoing (SMTP) Incoming g (FOP3)
Winus check Scan parameters Queue Advance d Logging

SMTP banner

Domain: AWSERVER13
Show domain only

Limit

Limit number of simuttaneous SMTP client connections

System messay ges

Sender address for system messages:

postmaster
Recipient address(es) for system wamings:
postmaster

Limit the number of system messages per hour:
| Use DNS to send email

Sender IP |Standard LAN adapter N

Settings

| Export || Import |

‘ Change password |

0K | [ cancel | mepy [ Hep |

SMTP banner

By default, the server's computer name is entered as Domain. When sending outgoing mail using
DNS, the fully qualified domain name (FQDN) has to be entered here to enable reverse lookups. Check
Show domain only to suppress the publication of server version information in communication with
other servers.

Limit

To limit the number of SMTP connections that GBDATA MailSecurity processes simultaneously, please
check Limit number of simultaneous SMTP client connections and enter a maximum number of
connections. GBATA MailSecurity then only permits the maximum number of connections that you
specify. Using this function, you can adjust the mail filtering to the performance of the hardware that
you are using for the mail gateway.

System messages

The Sender address for system messages is the email address that is, for example, used to inform
the sender and recipient of virus infected email, or to inform them that their emails are in the queue.
GIBATA MailSecurity system warnings are independent of the general notifications for virus
discoveries. A system warning usually provides more general, global information, which is not related
to anindividual email. For example, G®ATA MailSecurity would issue a system warning if virus
scanning was no longer guaranteed for any reason.

Settings
You can save the program option settings as an XML file using the Import and Export buttons, to
make a backup and import them if necessary.

Change password

You can change the password that you assigned when you started G®ATA MailSecurity Administrator
for the first time. Enter the current password under Old password and then the new password under
New password and Confirm new password. When you click the OK button, the password is
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changed.

12.2.1.8. Logging

On the Logging tab you can set options for a statistical assessment of the server's mail traffic (Save
in the database). To view the statistics, use the Statistics button in the Status panel of the main
interface. Alternatively, select Save in the log file to save the logs in an external file (maillog.txt,
located in MailSecurity's installation folder). By selecting Only junk mail or Limit number of emails
you can limit the size of the log file.

12.2.2. Update

The Update window lets you configure G®ATA MailSecurity updates. Virus signatures and program
files of GATA MailSecurity can be updated manually or automatically.

Internet update tﬂj
Settings
If you have deploved a G Data Business product and G Data Security Client haz
been installed on the computer. the client's virus signatures can be used.
@ Usge G Data Security Client viug signatures
Run virus sighature Internet update vourself
| Settings and scheduling.
“Wiruz signatures
Engine A Al 2212185 [30.08.2013) U pdate virus database]
Engine B GD 23.1983 [30.08.2013)
Update status
Date:
Status:
Program filex
b ailS ecurity 13004 Software update
Administrator 13003
Clase:
.
12.2.2.1. Settings

If MailGateway is being operated as part of a G®ATA business solution, you can avoid redundant
downloads by selecting Use GEDATA Security Client virus signatures and get them directly from
the installed GBATA Security Client. If you choose Run virus signatures Internet update yourself,
GBATA MailSecurity performs this operation autonomously. The Settings and scheduling button
takes you to the area where you can enter all the settings required for manual and automatic
updates.

Access data

Under Access data, enter the User name and Password that you received when you registered
GIBATA MailSecurity. The G®ATA update server will use this data to authenticate you in order to
automatically execute the virus signature update.

Internet update settings lﬁj

Intemet update schedule (Virus database) Intemiet settings User accour nt
Access data

Erterthe access data you received when registering with the update server.

User name: Register with server...

Password

V| Version check
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Click the Register with server button if you have not yet registered yet. Simply enter the registration
number that can be found on your purchase certificate and your customer data and click Login. The
login data (user name and password) will be displayed immediately. You should write down this data
and keep it in a safe place. Of course, you need an Internet connection to log on to the server (and also
for updating virus signatures via the Internet).

Internet update schedule (Virus database)

The Internet update schedule (Virus database) tab allows you to specify when the automatic update
should run and how often. You set up the default schedule under Run by selecting a schedule and
entering a Time.

For Daily updates you can use the Weekday setting to specify if MailGateway should only carry out
the update on working days or just every other day, or specifically on weekends only when it is not
being used for work. To change the time and date under Time, simply highlight the item you wish to
change (e.g., day, time, month, year) with the mouse and use the arrow keys or the small arrow
symbols to scroll up and down chronologically.

( Internet update settings l&J
Access data
Intemet update schedule (Virus database) Intemet settings User accour nt
Run Weekday
@ Manual Weekly Monda
Hourty Mortthly
Daity
Time
2013
Cancel Help
.
Internet settings

If you use a computer behind a firewall, or if you have other special settings for your Internet access,
configure the use of a Proxy server. You should change these settings only in case the Internet
update does not work. If necessary, ask your Internet Service Provider about the proxy address.

Internet update settings lﬁj

Access data
Intemet update schedule (Virus database) Intzmet settings User accour it

Use proxy senver

Login data for Intemet connection

The Internet connection login data (user name and password) are especially important if the
automatic Internet update is based on a schedule. Without this information, an automatic connection
to the Internet cannot be established. Be sure to enable automatic login in your general Internet
settings (for example, for your mail program or web browser). GRATA MailSecurity can start the
Internet update process without automatic dialing, but it has to wait for you to confirm the Internet
connection by selecting OK. Additionally, you can select the Update server region to optimize
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connection speed.

User account

Under User account, please enter a user account on the MailGateway computer that has access to
the Internet.

Warning: Do not mix up the entries you make on the Access data and User account tabs.

Internet update settings ot
Access data

Intemet update schedule (Virus database) Intemeet settings User accou it
Please specify a user account with intemet access on the gateway computer.

User accou nt:

Password:

Domain:

Cancel Appl Help

12.2.2.2. Virus signatures

The Update virus database and Update status buttons enable you to start a virus signature
update, regardless of the scheduled update checks.

12.2.2.3. Program files

The Software update button lets you update the GRATA MailSecurity program files as soon as
changes or improvements have been made.

12.3. Modules

Using GIDATA MailSecurity is generally self-explanatory and clearly structured. Using the various tabs
on the left hand side of the Administrator interface, you can select the relevant module where you can
carry out different actions, configure settings or review processes.

12.3.1. Status

In the Status module, you will find basic information about the current status of your system and
MailGateway.

% Aslong asthe GBATA MailSecurity virus protection is optimally configured, you will see a green
icon to the left of the listed entries.

@ If a component is not optimally set (e.g., obsolete virus signatures or switched off virus check),
a warning icon will alert you.

By double-clicking the relevant entry (or by selecting the entry and clicking the Edit button), you can
directly switch to the relevant module. As soon as you have optimized the settings for a component
with a warning icon, the icon will turn green again. The following entries are available:

e Process incoming email: Processing incoming email ensures that email is checked by the
MailGateway before being forwarded to the recipient. If you double-click this entry, the
corresponding settings window appears (menu bar: Options >Incoming (SMTP) and Options
>Incoming (POP3)) and you can configure incoming email processing.
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Virus scan for incoming email: Scanning incoming email stops infected mails from reaching
your network. If you double-click this entry, the corresponding settings window appears (menu
bar: Options >Virus check) and you can configure incoming email scanning.

Process outgoing email: Processing outgoing email ensures that email is checked by the
MailGateway before being forwarded to the recipient. If you double-click this entry, the
corresponding settings window appears (menu bar: Options >Outgoing (SMTP)) and you can
configure outgoing email processing.

Virus scan for outgoing email: Scanning outgoing email stops infected files from being sent
out from your network. If you double-click this entry, the corresponding settings window
appears (menu bar: Options >Virus check) and you can configure outgoing email scanning.

OutbreakShield: OutbreakShield lets you detect and neutralize malware in mass mails before
updated signatures are available. OutbreakShield uses the Internet to monitor increased
volumes of suspicious email, enabling it to close the window between the mass email outbreak
and its containment with specially adapted signatures, practically in real time.

Automatic updates: Virus signatures can be updated separately but you should enable the
automatic updates option. If you double-click this entry, the corresponding settings window
appears (menu bar: Update) and you can configure the update frequency.

Date of virus signatures: Your virus protection is only secure with the most recent updates.
You should update the virus signatures as often as possible and automate this process. If you
double-click this entry, the corresponding settings window appears (menu bar: Update) and
you can also perform an Internet update directly (regardless of possible update schedules).

Spam filter: The Spam filter offers extensive settings options which effectively block email
with unwanted content or email from unwanted senders (e.g. mass email senders).

Spam OutbreakShield: The Spam OutbreakShield can detect and eliminate mass email quickly
and safely. Before emailis retrieved from the Internet, Spam OutbreakShield gets info on
particular increased volumes of suspicious email and does not allow them to reach the
recipient's inbox.

5] AWSERVER13 - G Data MailSecurity Administrator = ] | S

=] Options @y Update @ Spam filter i@ Help &M Info

MailSecurity Status
Current status display for G Data MailSecurity. Double- click (left mouse key) to edit the
- individual functions.
( .
J . _ |

4 Process incoming email SMTP

4 Virus scan for incoming email Enabled
'\',J Status 4 Process outgoing email Enabled
= ' Virus scan for outgoing email Enabled

'dy Filter :

5 4 Qutbreakshield Enabled
':E‘{ Queues & Automatic updates G Data Security Client
) . 4 Date of virus signatures 30.08.2013
C@_]‘ Activity g

4 Spam filter Enabled
@ Virus results & Spam Outbreakshield Enabled

G D ata MailSecurity is integrated into the data stream of incoming email and can process email before it reaches the
IEMVEL
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If you installed the option for Statistical assessment, the Status panel will also show a Statistics
button. It will show statistical information about the mail server and can be configured through
Options >Logging.

12.3.2. Filter

In the Filter area, you can use convenient filters to blockincoming mail or automatically remove
potentially dangerous content from email. The respective filters are shown in the list under Filters and
can be enabled or disabled as required by ticking the checkbox to the left of the respective entry.

] AWSERVER13 - G Data MailSecurity Administrator = | B |,

=] Options @y Update & Spam filter i@ Help i Info

MailSecurity \F‘w..- Filter

q 3 Current filters that block incoming and cutgeing email or automatically remove dangerous
= content frem email as required.

| 4
1 X 4 Mame Type Direction Mote

¥| Rename malicious att... Filter attachments incoming
| Scripts Disable HTML scripts incoming
\!,) Status V| Spam filter Filter spam

§& Filter

& Queues
,‘:ﬁﬂ Activity

[l Virus results

e Import: Import filter XML files to restore a backup or reuse filters from other computers.

e Export: Individual filters with your settings can be exported as an XML file to be backed up or to
be reused on other computers. To export multiplefilters, click them while holding the Ctrl key.

e New: Create new filter rules. When you create a new filter, a selection window appears in which
you can specify the basic filter type. All of the other details about the filter can be created using a
wizard, which will guide you through that filter type. This is a convenient way to create filters for
every imaginable type of threat.

e Edit: Edit existing filters.

o Delete: To permanently delete a filter, click the relevant filter once to highlight it and then click
the Delete button.

e Statistics: You can check statisticalinformation for every filter.

e Log: Forthespam filter, thereis a log with a list of emails rated as potential spam. The log also
shows which criteria were responsible for the spam rating (spam index values). In the event of an
incorrect spam rating, you can inform the OutbreakShield server online that there has been a
false detection (false positive). The email is then rechecked by OutbreakShield and - if it really
was falsely detected as spam - it is then reclassified as harmless. In doing so, only a checksumis
transferred and not the content of this email.

Your network is continuously protected from virus infections, irrespective of individual filter
rules, because GBATA MailSecurity checks incoming and outgoing mailin the background.
Filter rules are designed to protect your email accounts from unsolicited mail, spam and
unsafe scripts, and to minimize potential virus sources even before virus detection by GRATA
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MailSecurity.

For allfilter types, you can enter a name for the filter under Name. You can specify internal notes and
comments for thefilter concerned under Note. Under Direction, a filter rule can be defined to apply
only to Incoming email, only to Outgoing email, or Both directions.

In the Reaction section, you can specify how email should be handled when it meets thefilter criteria
(assoon asit is identified as spam). A message text can be customized for the options Notify sender
and Send alert to the following persons. To do so, simply click the ... button to the right of the
respective reaction. Wildcards can be used to add information to the Subject and Email text fields -
the same wildcards as the ones that are used in the Incoming (POP3) Filter settings.

12.3.2.1. Filter read receipt

This filter deletes requests for a read receipt for incoming and/or outgoing emails.

Filter read receipt [&J

MName: Read receipt

Note:

Directian: Incoming email hd |

[ oK ] | Cancel | ‘ Help |

12.3.2.2. Disable HTML scripts

This filter disables scripts in the HTML part of an email. Scripts that make sense on a web page may be
rather irritating when they are integrated into an HTML email. In some cases, HTML scripts are also
used to actively infect computers, while scripts even have the option of running in an email preview.

Mame: Scripts

Note:

Direction: Incoming email - |

[ Ok ] | Cancel | ‘ Hel

Disable HTML scripts et S|
Ip |

12.3.2.3. Disable external references

Many newsletters and product announcements in HTML format contain references, which are only
executed or displayed if the email is opened. These can be images that were not sent with the email
but are loaded automatically via a hyperlink. Not all of these external resources are just harmless
pictures: they can also be malicious routines. It makes sense to disable these references. Disabling
them does not affect the actual email text.

Narme: External references

Note:

Directian: Incoming email e |

( Disable external references &J\
[ 0K ] | Cancel | ‘ Help

12.3.2.4. Greylist filter

Greylisting is an extremely effective method to reduce incoming spam emails. As soon as an email
comes into the system, the greylist filter sends back a request to the sending server to resend the
message. As most spam senders do not maintain an email queueing system, the message will not be
resent by the spammer.
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e Waiting times (minutes): The waiting time determines how long suspicious emails should be
held back. Once this time has elapsed, the email will be passed throughif it has been resent. The
sender will then be removed from the greylist and added to the whitelist. Any emails from this
sender will no longer be dealt with by the greylist filter and will be delivered immediately.

o Lifetimes (days): To keep the whitelist constantly up to date, a sender address will only remain
on the whitelist for a certain amount of time if no mail has been received from this sender. After
this, the sender will be removed from the whitelist automatically. Example: in order to receive a

monthly newsletter, set lifetimes value (TTL) to 30 days to permanently keep the sender address
on the whitelist.

The greylist filter is only available if GRATA MailSecurity's spam filter is active and if a SQL
database has been installed on the server.

Greylist filter X

Mame: Greylist

Maote:

Wailing times [minutes)

Suspicious email: El

Nomal email: 0

Lifetimes [days]
without exchanging email. 2

‘with email exchange: a0

[ gk ] ‘ Cancel | | Help

12.3.2.5. Filter attachments

Alarge selection of filter choices is provided to filter email attachments. Most email viruses are spread
through attachments, which usually have more or less hidden executable files. This can be in the form
of a standard EXE file, which includes malware, but also VB scripts, which could be hidden behind an
apparently safeimage, film or music files. In general, users should exercise extreme caution when
opening email attachments. If in doubt, the sender of the email should be contacted before opening
files that have not been expressly requested.

Filter attachments [&J

Name: Fename malicious attachments

Note:

Drirection: Ihcaming email Ad |

Mode
@ Filter specified attachments [blacklist mode]
Only allow specified attachments [whitelist mode)

File extensions (use a semicolon to separate multiple extensions):
*.ewe;t com;® bat;® reg; sor vbe® j5.% pif* omd

| Also filker attachments in embedded email
V| Only rename attachments

Suffie: .danger

V| Insert messzage in mail text:

The message containg potentially dangerous attachments. The attachments were ret

Reaction
Fieject mail
Natify meszage sender

Send alert to the following persons:

Include original email

Ok H Cancel H Help
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Under File extensions you can list the file extensions to which you would like to apply the filter. This
lets you list all executablefiles (e.g. EXE, COM) in one filter, and have another filter for other formats
(e.g. MPEG, AVI, MP3, JPEG, JPG, GIF) if their file size would overload the mail server. You can also filter
archivefiles (e.g. ZIP, RAR or CAB). Separate all file extensions in a filter group by a semicolon, e.g.
*.exe; *.dll Under Mode, indicate whether you would like to allow the file endings under File extensions
(Only allow specified attachments) or prohibit them (Filter specified attachments).

The function Alsofilter attachments in embedded email ensures that the filtering performed
under File extensions also applies to email messages that are themselves being forwarded as email
attachments. This option should be activated. Choosing Only rename attachments has the effect
that filtered attachments are not deleted automatically but only renamed. This is not only
recommended for executable files (such as EXE and COM) but also for Microsoft Office files that may
contain executable scripts and macros. Renaming an attachment makes it impossible to open it
simply by clicking it. Instead, the user must first save (and possibly rename) the attachment before it
can be used. If Only rename attachments is not ticked, filtered attachments are deleted directly.

Under Suffix, you can enter a character string with which the file extension should be extended:
*.exe_danger, for instance. In this manner, the execution of a file by simple clicking is prevented.
Under Insert message in mail text you can inform the recipient of the filtered email that an
attachment was deleted or renamed based on a filter rule.

12.3.2.6. Content filter

You can use the content filter to easily block email that contains certain subjects or text. To do this,
under Regular expression simply enter the keywords and expressions that GRATA MailSecurity
should respond to. Under Search scope specify which parts of an email are to be scanned for these
expressions. You can use the New button on theright to enter text that triggers a filter action. It is
possible to use the logical operators ANDand ORto link text components with each another.

If you enter alcohol AND drugs, the filter would be activated with an email that, for instance,
has theterms alcoholand drugs, but not with an email that only has theterm alcoholor only
the term drugs. The AND logical operator requires that all components that have been linked
with AND be present, while the OR operator requires that at least one of the elements be
present.

You can also combine any search terms of your choice without the input help under Regular
expression. To do so, simply enter the search terms and link them using a logical operator. "Or"
corresponds to the vertical line "|" (Shift +\). "And" corresponds to the ampersand "&" (Shift +6).

Content filter [&J

Name: Content filker

Note:

Direction: Ihcaming email Ad

Regular expression:

=
T
=

Search scope Reaction

Header V| Reject mail

Subject | Matify message sender |_|
| bail text Send alert to the following persons:

HTML text

Ermbedded email Ineluds original email

QK H Cancel H Help
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12.3.2.7. Sender filter

You can use the sender filter to block email coming from certain senders. To do this, under
Addresses/Domains, simply enter the email addresses or domain names which GBATA MailSecurity

should filter. Use a semicolon to separate multiple entries. You can also automatically filter out email
with no sender.

Sender filter [&J

Name: Sender filker

MNote:

Directian: | Incoming email - |

Addresses/Domains (zeparate multiple entries with a semi-colon]:
spamdomain. cam
/| Filter out email with no sender

Reaction
| Reject mail

| Motify message sender
Send alert to the following persons:

Include ariginal ermail

| akK || Cancel || Help

12.3.2.8. Recipient filter

You can use the recipient filter to filter emails for certain recipients. To do this, under Addresses/
Domains, simply enter the email addresses or domain names which GBATA MailSecurity should filter.
Use a semicolon to separate multiple entries. You can also automatically filter out emails with a blank
recipient field (i.e. emails that only have BCC and/or CC recipients).

Recipient filter [&J

Marme: Recipient fiker

Note:

Drirection; Ihcaming email Ad

Addreszes/Domains [zeparate multiple entries with a semi-colon]:

| Filter out email with just cc or Boc recipients [empty recipient field)

Reaction

| Reject mail -

| Motify message sender |_|
Send alert to the following persong:

Include original email

aK || Cancel || Help

12.3.2.9. Filter spam

The spam filter provides you with an extensive range of settings to effectively block email with
undesirable content or from undesirable senders (e.g. mass email senders). MailGateway checks for
numerous email characteristics that are typical of spam. These characteristics are used to calculate a

value reflecting the likelihood of the email being spam. To configure this process, multiple tabs are
available.

Filter

You can give anindividual name to each filter by entering it in the Name field. Add additional
information that may be required in the Note field. Under Reaction, you can define how the spam
filter should handle email that may possibly be spam. You can use the spam probability value
calculated for the affected email by GRATA MailSecurity to define three different levels of filtering.
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Filter spam [ﬁ,l

Keywords (subject) | Keywords (mail test) | Content fiter | Advanced settings
Fitter Whitelist Blacklist Realdime blacklists

/| Use spam fitter

Mame: Spam fitter

Naote:

Reaction

Suspected spam:

N § . Change...
Deliver email; Insert spam waming ]

High spam probability:

Ch "
Reject email [-nange... |

Werny high spam probability:

Ch -
Reject email [-nangs... |

Cancel Apphy Help

Suspected spam messages, which contain only a few spam characteristics, are not necessarily all
spam, but can also be email newsletters or part of a mass emailing that is of interest to the recipient.
In such cases, it is recommended that you inform the recipient that the email is suspected spam. High
spam probability covers emails that contain many spam characteristics and that are rarely of
interest to the recipient. Very high spam probability collects email that meets all the spam criteria.
Such emails are rarely wanted, and rejecting email with these characteristics is recommended in
most cases. Each of these three reactions can be customized.

The Reject mail option allows you to specify that the email does not even reach your mail server. The
recipient will never receive this email. You can use Insert spam warning in mail subject and mail
text to inform the email recipient that the email may be spam. You can use the Notify message
sender option to automatically send a reply to the sender of the email, in which you can notify the
sender that his/her mail has been identified as spam. Since many email addresses are only used once
for spam, you should think carefully about using this function. Use Forward to the following
persons to forward suspected spam emails, e.g., to the system administrator.

Whitelist

Certain sender addresses or domains can be explicitly excluded from suspected spam by putting them
on the whitelist. Simply enter the email address (e.g., newsletter@gdata-software.com) or Domain
(e.g. gdata-software.com) that you want to exclude from suspected spam in the Addresses/
Domains field, and GBATA MailSecurity will never classify messages from that sender or sender
domain as spam. You can use the Import button to insert predefined lists of email addresses or
domains into the whitelist. Each address or domain must be listed on a separate line. A plain text file
format is used for storing this list; you can create this list using an editor like Windows Notepad. You
can also use the Export button to export whitelists as text files.
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Filter spam léj

ail text) | Content fitter | Advanced settings ‘
| Blacklist | Realime blacklists ‘

Whitelist

Uss list

A mail will not be scanned for spam f the sender or sender domain
has been added to the whitelist.

Addresses/Domains

Blacklist

Certain sender addresses or domains can be explicitly flagged as suspected spam by putting them on
the blacklist. Simply enter the email address (e.g., newsletter@megaspam.com) or domain (e.g.,
megaspam.com) that you want to mark as suspected spam in the Addresses/Domains field, and
GIATA MailSecurity will process messages from that sender and/or sender domain as emails with
very high spam probability. You can use the Import button to insert predefined lists of email
addresses or domains into the blacklist. Each address or domain must be listed on a separate line. A
plain text file format is used for storing this list; you can create this list using an editor like Windows
Notepad. With the Export button you can export blacklists as text files.

Filter spam léj

Keywords (subject) | Keywords mailtext) | Content fitter | Advanced settings

Realtime blacklists

Use list

A mail will always be treated as spam if the sender or sender domain
has been added to the blacklist

Addresses/Domains

baddomain com

Import....

[ oon.. |

ok [ Cancel ][ oo |[ Hep |

Real-time blacklists

You can find blacklists on the Internet that contain the IP addresses of servers known to send spam.
GIATA MailSecurity uses DNS enquiries to the real-time blacklists (RBLs) to determine whether the
sending server is listed. If it is, this increases the probability that it is spam. In general we recommend
that you use the default setting here, although you can also add your own Internet addresses for
blacklists under Blacklist 1,2 and 3.
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Filter spam L&J
| Keywords (subject) | Keywords (mail text) I Content fiter | Advanced settings
Filter I Whitelist | Blacklist | Realtime blackdists
Use default settings (recommended)
Realtime blacklists are blacklists of servers known to be used for
broadcasting spam.
pe.dnsbl manitu net
bl.spamcop.net
zen spamhaus.org
Do nat use realtime blacklists for the following domains
Keywords (subject)

You can identify suspected spam messages through the words in the subject line, by defining a list of
keywords. An occurrence of at least one of the listed terms in the subject line increases the spam
probability. You can change this list as you like by using the Add, Change and Delete buttons. You
can add predefined lists of keywords to your list using the Import button. Entries in such a list must be
listed one below the other in separate lines. A plain text file format is used for storing this list; you can
create this list using an editor like Windows Notepad. You can also use the Export button to export
such a list of keywords as a text file. By selecting the Match whole words only option, you can have
GIBATA MailSecurity search the email text for whole words only. So if cashhas been defined as a
keyword, messages containing that word would be suspected as spam, while messages containing
cashew nutsin the text would not be affected.

Filter spam L&J
Fiter | Whislist | Backist |  Realimeblacklists |
Keywords (subject) | Keywords {mail text) I Content fiter | Advanced seﬂingsl
Uze ligt
The list includes terms indicating spam in the subject.
Keywords
(adv)
v =B
anal
bad credit E Change
best rates
blowjob ﬂj
cash
casind
casing
cock
cock?2
cum
dick —
dicks Impaort..
fetish
free cabh_a - I Export... I
Match whole words only (recommended)
ok ) (o ) [ ) [ )
.
Keywords (mail text)

By defining a list of keywords, you can identify suspected spam through the words used in the email
body. If at least one of these terms is included in the email body, the spam probability increases. You
can change this list as you like by using the Add, Change, and Delete buttons. You can add
predefined lists of keywords to your list using the Import button. Entries in such a list must be listed
one below the other in separate lines. A plain text file format is used for storing this list; you can create
this list using an editor like Windows Notepad. You can also use the Export button to export such a list
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of keywords as a text file. As in the example given earlier, by selecting the Match whole words only
option, you can have GB®ATA MailSecurity search the email text for whole words only. So if cashhas
been defined as a keyword, messages containing that word would be suspected as spam, while

messages containing cashew nutsin the text would not be affected.

Filter spam &J
| Fiter | hicist | Backist | Realtime blackisis |
Keywords (subject) | Keywords {mail teuxd) | Content fiter | Advanced settings |
Use list
The list includes terms indicating spam in the mail text.
Keywords
{adv) o~
adutts onty
i :
bad credt
bes efes
blowjob
cock
cock?2
cum
dick
dick2
fetish
free cable
free membership
free money - Export...
Match whole words only {recommended)
[ ok ][ cancel |[ ool |[ Hep
.
Content filter

The content filter has been designed as a self-learning filter based on the Bayes method, and it
calculates spam probability based on the words that are used in the message body. This filter not only
works on the basis of predefined word lists but also learns from each new email received. You can view
the word lists that are used by the content filter for spam identification via the Query table contents
button. You can delete all saved content by using the Reset tables button, after which the content
filter will restart its learning process.

Filter spam

it

Fiter | Whielst | Backist | Realtime blackists

Use selfdeaming contert filter (Bayes)

Info
Spam:
0 mails leamed, 0 entries

No spam:
0 mails leamed, 0 entriss

Query table contents. ..

COptions
Use default settings (recommended)

Leam automatically
Leam that suspected spam mails are also spam

Reset tables

Keywords (subject) | Keywords {mail text) ‘ Content fiter | Advanced settings

[ ok ][ cCancd |[ pply || Heb

Advanced settings
The Advanced settings tab can be used for very detailed changes to the GRATA MailSecurity spam

detection and to adapt it to the mail server environment. We recommend using the default settings
here. Changes in the advanced settings should only be carried out if you know exactly what you are

doing.
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Filter

spam

i

Filter I Whitelist | Blacklist I Realtime blacklists

Keywords (subject) | Keywords {mail text) | Content fiter | Advanced ssttings

Use default settings (recommended)

Features included in individual parts of the mails are used to calculate
a spam index which represents the probability of spam.

Criteria for spam Arti-spam criteria

Realtime blacklists Mail size
Message ID

Sender

Recipient and Cc

MIME structure

Subject

Mail text

Spam OutbreakShield

Do not use real4ime Blacklists unless there is an initial suspicion

Spam index values...

[ ok J[ cCancel |[ ol |[ Hebp

I

Click Spam index values to edit values for the individual attributes that are used to classify emails as
Suspected spam, High spam probability or Very high spam probability. It is recommended to leave the
option Use default settings checked.

12.3.2.10. IP filter

The IP filter prevents the receipt of email sent from certain servers. The filter can function in blacklist
or whitelist mode. Under Name and Note, enter information about why you want to block or allow the
respective IP addresses and then enter every individual IP address under IP addresses. Click Add to
add the IP address to the list of blocked or allowed IP addresses. You can also export the list of IP
addresses as a text file orimport a text file with IP addresses.

1P filter

S |

Mite:

C)

Marme:

IP filter

Maode

Filer specified IP-addresses [blacklist mode)

) Only allow specified |P-addresses (whitelist mode)

IP addiesses

15

9.226.0.1 Add

Change

fi
b
T

Dielet

Impart...

I Export... ]

QK II Cancel ]I Help I

12.3.2.11. Languagefilter

The languagefilter lets you automatically define emailin specific languages as spam. For example, if
you do not generally have email contact with German-speaking persons, then you can set German as
a spam language which should be filtered out. Simply select the languages in which you do not

receive regular email contact and GRATA MailSecurity will significantly raise the spam probability for
such emails.
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Mame: Language fiter

Direction: Incoming emai -

Language recognition
Undesired languages;

Minimum recognition quality: 50 4

Reaction

V| Add spam waming to email subject and text V| Reject mail
Prefis in subject line: | Matify message sender |:|
[l %F) Send alert ta the following persons:

Message in text:

Include onginal email

Identifiers: %L = language, %P = percent

1] ]| Cancel || Help

12.3.3. Queues

The Queues modules provides an overview of incoming and outgoing email accumulated in the
MailGateway and being scanned for viruses and/or content. Email is usually forwarded immediately,
only delayed minimally by the MailGateway and then immediately deleted from the queue list. If an
email cannot be delivered or there are delays in the delivery (e.g. because the respective server is not
responding), a corresponding entry is made in the queue list. GATA MailSecurity then tries to resend
the email at intervals that can be set under Options > Queue.

An email delivery that did not take place or has been delayed is always documented. Use the
Incoming/outgoing button to switch the list view between incoming and outgoing email. The
Repeat now button enables you to redeliver a selected email that could not be sent - regardless of
times that you have specified for the repeated delivery under Options > Queue. The Delete button
lets you permanently remove email from the queue if it cannot be delivered.

12.3.4. Activity

The Activity module provides a summary of the actions carried out by GBATA MailSecurity. These are
listed with the Time, ID and Action in the activity list. You can use the scrollbar on the right to scroll
up and down in the log. The Reset button allows you to delete the log. With the function Deactivate
scrolling, the list will continue to be updated, but the most recent activities will not be directly shown
as top priority. You can then scroll in the list more slowly.

You can use the ID to discover multiple actions for one email. Transactions with the same ID
always belong together (e.g., 12345 Download email, 12345 Process email, 12345 Send email).

12.3.5. Virus results

In the Virus results module, you get detailed information about when GEATA MailSecurity detected an
infected email, which measures were taken, the type of virus that the email contained, and the actual
sender and recipient of the affected email. Use Delete to remove the selected virus alert from the
virus results list.
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13. Troubleshooting (FAQ)

13.1. Installation

13.1.1. After client installation, some applications run significantly slower than

before

The GBATA monitor oversees all file accesses in the background and performs virus checks. This
normally leads to a delay that is barely perceptible. If an application opens many files or opens some
files very often, a significant delay can occur. To avoid this, first temporarily disable the monitor to
find out whether the delays are being caused by it. If the affected computer accesses files on a server,
you must also temporarily disable the monitor on the server. If the monitor is the cause, the problem
can usually be resolved by defining an exception (files that are not to be checked). For this purpose,
the files that are frequently accessed must be identified. You can identify this data with a program
such as MonActivity. If necessary, contact our support team.

You can also increase performance by using just one engine rather than two for virus checks.
This primarily applies to older systems and can be defined in the Client settings.

13.1.2. | have installed the GEATA software without registering it. How can|

register the software?

Toregister the software after the installation, open Internet update under Start > All Programs >
GHDATA > GHEDATA ManagementServer. Click Online registration to open the registration form and
enter the solution's registration number. You can find the registration number in the order
confirmation. In case of doubt, contact your dealer or the relevant distributor.

On entering theregistration number, your solution is activated. The access data generated is
displayed following successful registration. Be sure to make a note of these access data!
Following successful registration, it is no longer possible to reenter the license key. If you have
problems entering your registration number, please check if you have entered it correctly. Depending
on the font used, a capital "I" (for India) is often misread as the number "1" or the lowercase letter

"[" (for Lima). The same applies to: "B" and "8","G" and "6","Z" and "2".

If you have purchased GBATA Client Security Business, GRATA Endpoint Protection Business,
or PatchManager as add-on module, and did not activate it on installation, the Firewall,
PatchManager, and PolicyManager tabs are only enabled following successful activation.
Until then, only the GBDATA Antivirus Business functions are available.

13.1.3. MailSecurity for Exchange

13.1.3.1. MailSecurity and Exchange Server 2007

When upgrading MailSecurity for Exchange on Microsoft Exchange Server 2007, Microsoft .NET
Framework 3.5 or higher needs to be present. If Microsoft .NET Framework 3.5 or higher is not present,
GDVSService will fail to start after the upgrade has been carried out. Installing Microsoft .NET
Framework 3.5 or higher before or after upgrading MailSecurity for Exchange will ensure full
functionality.

13.1.3.2. Updating version 12

Due to changesin theinstallation procedure, MailSecurity for Exchange installations that were
initially deployed at version 12 cannot be updated to version 14, even if they have previously been
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updated to version 13.0 or 13.1. In that case, the previous version of MailSecurity for Exchange should
be uninstalled before installing version 14. In addition, it should be ensured that MailSecurity for
Exchangeisinstalled on all Exchange servers that are running the Mailbox or Hub Transport roles.

13.1.3.3. MailSecurity, Exchange Server 2000 and AVM Ken!

If you are using AVM Ken! and would like to install GBATA MailSecurity on the same computer as the
Ken!-server, our support team can supply detailed instructions.

If you are using Exchange Server 2000 and would like to install GBATA MailSecurity on the same
computer as the Exchange Server, or you would like to change the ports forincoming and outgoing
mail on the Exchange server, our support team can supply detailed instructions.

13.1.3.4. Installation in a network with multiple Domain Controllers

When installing MailSecurity for Exchange in a network with multiple Active Directory Domain
Controllers, the setup wizard requires the tool Repadmin.exe to be present. Repadmin.exe is available
as part of the Active Directory Domain Services role, the Active Directory Lightweight Directory
Services role and the Active Directory Domain Services Tools (Remote Server Administration Tools).
Before starting the installation wizard of MailSecurity for Exchange, make sure one or more of these
components are present.

13.2. Error messages
13.2.1. Client: "Program files were changed or are corrupt"

In order to ensure optimal virus protection, the integrity of the program files is regularly checked. If an
error occurs, the report Program files were changed or are corrupt is listed in the Security events
module. Delete the report and download the current update of the program files (GBATA Security
Client) from the GBATA update server. Subsequently, perform an update of the program files on the
affected clients. Please contact our support team if the error occurs again.

13.2.2. Client: "The virus database is corrupt"

In order to ensure optimal virus protection, the integrity of the virus database is regularly checked. If
an error occurs, the report The virus database is corrupt is listed in the Security events module.
Delete the report and download the current update of the virus database from the GRATA update
server. Then, perform an update of the virus database on the affected clients. Please contact our
support team if the error occurs again.

13.2.3. "Microsoft Exchange Server 2007 SP1is required to install GBATA

MailSecurity"

If you receive the error message "Microsoft Exchange Server 2007 SP1is required to install GRATA
MailSecurity", the minimum requirements for installing the G®ATA MailSecurity Exchange plugin
have not been fulfilled. For an installation, Microsoft Exchange 2007 with Service Pack 1is required. It
must be installed before GBATA MailSecurity. See also Installation and System requirements.

13.3. Linux clients
13.3.1. Installation

The installation of GBATA Security Client for Linux and GBATA Security Client for Mac uses a
ManagementServer-based repository. When deploying a Linux or Mac client, the relevant binaries will
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be copied from the ManagementServer repository to the client. If they are not yet availablein the
repository, they will be downloaded from the GRATA update servers, added to the repository on the
ManagementServer and subsequently deployed to the client.

13.3.2. Background processes

To check whether both GBATA Security Client for Linux processes are running, enter the following in a
terminal window:

linux:~# ps ax/grep av
The response should contain the following processes:

/usr/local/sbin/gdavserver
/usr/local/sbin/gdavclientd

You can start the processes with:

linux:~# /etc/init.d/gdavserver start
linux:~# /etc/init.d/gdavclient start

You can stop the processes with:

linux:~# /etc/init.d/gdavserver stop
linux:~# /etc/init.d/gdavclient stop

To do this, you must have root permissions.

13.3.3. Log files

Remote installations of GBATA Security Client for Linux are logged in /var/log/gdata_install.log. The
gdavclientd process logs information and errors to /var/log/gdata/avclient.log. The gdavserver
process logs information and errors to /var/log/gdata/gdavserver.log, which helps troubleshooting
the connection to GWATA ManagementServer.

If you wish to see more information, edit the configuration files /etc/gdata/gdav.ini and /etc/
gdata/avclient.cfg and set the LogLevelto value 7(adding it if it does not exist yet). Warning: A
high LogLevelgenerates a lot of messages and causes the log files to quickly increase in size.
Under normal operating conditions, always set the LogLevelto a low value.

13.3.4. Scan server test

Use the gdavclientc command line tool to test the functioning of the gdavserver scan server. Version
information can be retrieved using the baseinfoand coreinfocommands. Run a test scan using the
scan:<path>command. See the chapter gdavclientc for more details.

13.3.5. Connection with GBDATA ManagementServer

Communication with GRATA ManagementServer is configured in /etc/gdata/avclient.cfg. Check
whether the IP address of ManagementServer was entered correctly. If not, delete the incorrect entry
and enter the IP address of ManagementServer directly or re-enable the Linux client via GATA
Administrator.
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13.4. Other

13.4.1. How can | check whether the clients connect to GRATA

ManagementServer?

The Last access column in the Clients module contains the date on which the client last reported to
GIBATA ManagementServer. In the default setting, the clients report to GRRATA ManagementServer
every five minutes (if there are no scan jobs currently running). The following reasons may cause a
failed connection:

e Theclientis disabled or disconnected from the network.

e ATCP/IP connection cannot be established between the client and GBATA ManagementServer.
Check the network and port forwarding settings.

e Theclient cannot determine the IP address of the server, i.e., the name resolution is not
functioning. The connection can be tested using the telnetcommand at the prompt. Port 7161
must be accessible on the server and port 7167/7169 must be accessible on the client. Check the
connection using the telnet <servername> <portnumber>command.

Note that under Windows Vista, Windows 7 and Server 2008 (R2), the telnetcommand is not
available by default. Enable the relevant Windows function or add it to the server as a new
feature. If the connection from the client to the server is intact, an array of cryptic characters
appears in the prompt. If the connection from the server to the client is intact, an empty input
window appears.

13.4.2. My mailbox was moved to the quarantine

This can happen if an infected email is found in the mailbox. To move the file back: close the mail
program on the affected client and delete any possibly newly created archive file. Then use GBATA
Administrator to open the associated report and click on Quarantine: move back. Please contact
our support team if moving back fails.

13.4.3. Connect to ManagementServer via its IP address instead of its name

The server name will be requested during the installation, but can be replaced by the IP address if you
want to connect to the ManagementServer via its IP address instead of its name. You can also replace
the server name with the IP address after GRATA ManagementServer has already been installed. To
do this, edit the file Config.xml (located in the installation folder of GRATA ManagementServer) and
changethevaluefor MainMmsto the IP address. More information about Config.xml can be found in
the Reference Guide.

To make sure that the connection from the server to the clients can also be established via the IP
address, the clients must be enabled in GBATA Administrator with their IP address. This can be done
either manually or by Active Directory synchronization. If the clients are installed directly from the
installation medium, the installation program asks for both the server name and the name of the
computer. Enter the appropriate IP address here.

13.4.4. Default storage locations and paths

GIATA Security Client virus signatures:

e Windows XP/Server 2003/Server 2003 R2: C:\Program Files\Common Files\GBDATA\AVKScanP\BD
or GMata

e Windows Vista/Server 2008 and newer: C:\Program Files (x86)\Common Files\GBDATA\AVKScanP
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\BD or G®ata

GBATA ManagementServer virus signatures:

e Windows Server 2003/Server 2003 R2: C:\Documents and Settings\All Users\Application Data
\GBATA\AntiVirus ManagementServer\Updates

e Windows Vista/Server 2008 and newer: C:\ProgramData\GBATA\AntiVirus ManagementServer
\Updates

GBATA Security Client quarantine:

e Windows XP/Server 2003/Server 2003 R2: C:\Documents and Settings\All Users\Application Data
\GIBATA\AntiVirusKit Client\Quarantine

e Windows Vista/Server 2008 and newer: C:\ProgramData\GBATA\AntiVirusKit Client\Quarantine

GBATA ManagementServer quarantine:

e Windows Server 2003/Server 2003 R2: C:\Documents and Settings\All Users\Application Data
\GBATA\AntiVirus ManagementServer\Quarantine

e Windows Vista/Server 2008 and newer: C:\ProgramData\GBATA\AntiVirus ManagementServer
\Quarantine

GBATA ManagementServer databases:
Windows Vista/Server 2003 and newer:

e C:\Program Files (x86)\Microsoft SQL Server\MSSQL12.GDATA2014\MSSQL\Data
\GDATA_AntiVirus_ManagementServer_*.mdf

e C:\Program Files (x86)\Microsoft SQL Server\MSSQL12.GDATA2014\MSSQL\Data
\GDATA_AntiVirus_ManagementServer_log_*.ldf

13.4.5. How do | enable an SSL Server Certificatein IS 7 and higher?

To facilitate secure communication between clients and WebAdministrator/MobileAdministrator, it is
recommended to enable an SSL Server Certificate in Internet Information Services (lIS).

To enable an SSL Server Certificatein [IS 7 and higher (Windows Vista/Windows Server 2008 and
newer), open Internet Information Services (I1IS) Manager. Using Windows Server 2008, IIS
Manager can be found under Start > All Programs > Administrative Tools. Alternatively, click Start
>Run and enter the command inetmgr.

Select your server in the Connections panel. In the middle of the screen, navigate to thellS category
and double click on Server Certificates. On the Actions panel, click Create Self-Signed
Certificate. After entering a proper name for the certificate, it will be created and listed in the Server
Certificates panel. Note that the default expiration date of the certificate is exactly one year ahead of
the date of creation.
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To apply the certificate to site communication, select the appropriate site in the Connections panel.
On the Actions panel at the right, choose Bindings. Click Add to add a new binding. Select https as

Type and select the certificate you just added in the SSL certificate dropdown. Click OK to add the
binding.

Add Site Binding (R
Type: IP address: Port:
https v| AlUnsssigned - 443

S5L certificate:

G Data certificate v| | View... ‘

Accessing WebAdministrator and MobileAdministrator through a secure connection is now possible
by replacing the http://prefix in your browser with https://, for example https://servername/
gdadmin. Because of the self-signed certificate, your browser may issue a warning before allowing

you to open WebAdministrator or MobileAdministrator. The communication, however, will still be fully
encrypted.

13.4.6. How do | enable an SSL Server Certificatein IS5 or 6?

To facilitate secure communication between clients and WebAdministrator/MobileAdministrator, it is
recommended to enable an SSL Server Certificate in Internet Information Services (lIS).

InstallShield Wizard |

Select Features W*

' e .

Select the features pou want to install, and clear the features vou do not want to install.

Choose the features Setup will install.

~[lI55tate 3.0 . [ Desoiption

-] Log Parger 2.1 Use Web Capacity Analysis
[ Metabase Explorer 1.6 Tool to test different server
and network configurations by
-] Permissions Verifier 1.0 using custom designed
Remaplil 1.0 content and workload
SelfSSL1.0 simulations. You can test

TirwGiet 5.2 = servers with single or multiple
: . . processors and servers that
“web Capacity Analysis Tool 5.2 are cornected ta muliiple
[wWFetch 1.3 retwarks:
Space Required an C: 332K
Space Available an C: 5360100 K

< Back | Mext > | Cancel |

To enable an SSL Server Certificate in [1IS 5 (Windows XP) or IIS 6 (Windows Server 2003), you can use
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the Microsoft tool SelfSSL, which is available in the IIS 6.0 Resource Kit Tools (a free download from
the Microsoft website). By performing a Custom setup, you can select the tools that you want to
install. Select SelfSSL 1.0. After installation, open the SelfSSL command prompt through Start >
Programs > IS Resources > SelfSSL.

You can assign a self-signed certificate to your website by entering a single command: selfssl/
N:CN=localhost /K:2048 /V:365M0S:1MT. Press Enter. Confirm the certificate creation by pressing Y. This
will create a certificate for the default 1IS site on the local server, and add localhost to the list of
trusted certificates. The key length will be 2048 and the certificate will be valid for 365 days. If your site
is not the default site of IIS, look up its Identifier in Start > Programs >Administrative Tools >
Internet Information Services (IIS) Manager and change the parameter /S:7accordingly.

Accessing WebAdministrator and MobileAdministrator through a secure connection is now possible
by replacing the http://prefix in your browser with https://, for example https://servername/
gdadmin. Because of the self-signed certificate, your browser may issue a warning before allowing
you to open WebAdministrator or MobileAdministrator. The communication, however, will still be fully
encrypted.
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Legal notices

14. Legal notices

Copyright © 2017 GEDATA Software AG

Engine A: The Virus Scan Engine and the Spyware Scan Engines are based on BitDefender technologies © 1997-2017 BitDefender
SRL.

Engine B (CloseGap): © 2017 GIDATA Software AG

OutbreakShield: © 2017 CYREN Ltd.

Patch management and remediation: © 2017 Lumension Security, Inc.

DevCraft Complete: © 2017 Telerik, All Rights Reserved.

[GEDATA - 25/08/2017, 16:39]

SharpSerializer
SharpSerializer is distributed under the New BSD License (BSD). Copyright © 2011, Pawel Idzikowski. All rights reserved.

Redistribution and use in source and binary forms, with or without modification, are permitted provided that the following
conditions are met:

e Redistributions of source code must retain the above copyright notice, this list of conditions and the following disclaimer.

e Redistributions in binary form must reproduce the above copyright notice, this list of conditions and the following disclaimer
in the documentation and/or other materials provided with the distribution.

o Neither the name of Polenter - Software Solutions nor the names of its contributors may be used to endorse or promote
products derived from this software without specific prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY EXPRESS OR IMPLIED
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON
ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING
IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Json.NET
Json.NET is distributed under The MIT License (MIT). Copyright © 2007 James Newton-King.

Permission is hereby granted, free of charge, to any person obtaining a copy of this software and associated documentation files
(the "Software"), to deal in the Software without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is furnished to do so,
subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO
THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

DotNetZip
DotNetZip is distributed under the Microsoft Public License (Ms-PL).

This license governs use of the accompanying software. If you use the software, you accept this license. If you do not accept the
license, do not use the software.

1. Definitions

The terms "reproduce,
copyright law.

reproduction," "derivative works," and "distribution" have the same meaning here as under U.S.

A "contribution" is the original software, or any additions or changes to the software.

A "contributor" is any person that distributes its contribution under this license.
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"Licensed patents" are a contributor's patent claims that read directly on its contribution.
2. Grant of Rights

(A) Copyright Grant- Subject to the terms of this license, including the license conditions and limitations in section 3, each
contributor grants you a non-exclusive, worldwide, royalty-free copyright license to reproduce its contribution, prepare derivative
works of its contribution, and distribute its contribution or any derivative works that you create.

(B) Patent Grant- Subject to the terms of this license, including the license conditions and limitations in section 3, each contributor
grants you a non-exclusive, worldwide, royalty-free license under its licensed patents to make, have made, use, sell, offer for sale,
import, and/or otherwise dispose of its contribution in the software or derivative works of the contribution in the software.

3. Conditions and Limitations
(A) No Trademark License- This license does not grant you rights to use any contributors' name, logo, or trademarks.

(B) If you bring a patent claim against any contributor over patents that you claim are infringed by the software, your patent
license from such contributor to the software ends automatically.

(C) If you distribute any portion of the software, you must retain all copyright, patent, trademark, and attribution notices that are
present in the software.

(D) If you distribute any portion of the software in source code form, you may do so only under this license by including a complete
copy of this license with your distribution. If you distribute any portion of the software in compiled or object code form, you may
only do so under a license that complies with this license.

(E) The software is licensed "as-is." You bear the risk of using it. The contributors give no express warranties, guarantees or
conditions. You may have additional consumer rights under your local laws which this license cannot change. To the extent
permitted under your local laws, the contributors exclude the implied warranties of merchantability, fitness for a particular
purpose and non-infringement.

PhoneNumbers.dll / PushSharp
PhoneNumbers.dll and PushSharp are distributed under the Apache License 2.0 (www.apache.org/licenses).
1. Definitions.

"License" shall mean the terms and conditions for use, reproduction, and distribution as defined by Sections 1 through 9 of this
document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are controlled by, or are under common
control with that entity. For the purposes of this definition, "control" means (i) the power, direct or indirect, to cause the direction
or management of such entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the outstanding
shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by this License.

"Source" form shall mean the preferred form for making modifications, including but not limited to software source code,
documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a Source form, including but not
limited to compiled object code, generated documentation, and conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available under the License, as indicated by a
copyright notice that is included in or attached to the work (an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on (or derived from) the Work and for
which the editorial revisions, annotations, elaborations, or other modifications represent, as a whole, an original work of
authorship. For the purposes of this License, Derivative Works shall not include works that remain separable from, or merely link (or
bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution" shall mean any work of authorship, including the original version of the Work and any modifications or additions to
that Work or Derivative Works thereof, that is intentionally submitted to Licensor for inclusion in the Work by the copyright owner
or by an individual or Legal Entity authorized to submit on behalf of the copyright owner. For the purposes of this definition,
"submitted" means any form of electronic, verbal, or written communication sent to the Licensor or its representatives, including
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but not limited to communication on electronic mailing lists, source code control systems, and issue tracking systems that are
managed by, or on behalf of, the Licensor for the purpose of discussing and improving the Work, but excluding communication
that is conspicuously marked or otherwise designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a Contribution has been received by
Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a
perpetual, worldwide, non-exclusive, no-charge, royalty-free, irrevocable copyright license to reproduce, prepare Derivative Works
of, publicly display, publicly perform, sublicense, and distribute the Work and such Derivative Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each Contributor hereby grants to You a perpetual,
worldwide, non-exclusive, no-charge, royalty-free, irrevocable (except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only to those patent claims licensable by
such Contributor that are necessarily infringed by their Contribution(s) alone or by combination of their Contribution(s) with the
Work to which such Contribution(s) was submitted. If You institute patent litigation against any entity (including a cross-claim or
counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated within the Work constitutes direct or contributory
patent infringement, then any patent licenses granted to You under this License for that Work shall terminate as of the date such
litigation is filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works thereof in any medium, with or without
modifications, and in Source or Object form, provided that You meet the following conditions:

You must give any other recipients of the Work or Derivative Works a copy of this License; and
You must cause any modified files to carry prominent notices stating that You changed the files; and

You must retain, in the Source form of any Derivative Works that You distribute, all copyright, patent, trademark, and attribution
notices from the Source form of the Work, excluding those notices that do not pertain to any part of the Derivative Works; and

If the Work includes a "NOTICE" text file as part of its distribution, then any Derivative Works that You distribute must include a
readable copy of the attribution notices contained within such NOTICE file, excluding those notices that do not pertain to any part
of the Derivative Works, in at least one of the following places: within a NOTICE text file distributed as part of the Derivative Works;
within the Source form or documentation, if provided along with the Derivative Works; or, within a display generated by the
Derivative Works, if and wherever such third-party notices normally appear. The contents of the NOTICE file are for informational
purposes only and do not modify the License. You may add Your own attribution notices within Derivative Works that You distribute,
alongside or as an addendum to the NOTICE text from the Work, provided that such additional attribution notices cannot be
construed as modifying the License.

You may add Your own copyright statement to Your modifications and may provide additional or different license terms and
conditions for use, reproduction, or distribution of Your modifications, or for any such Derivative Works as a whole, provided Your
use, reproduction, and distribution of the Work otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution intentionally submitted for inclusion in the
Work by You to the Licensor shall be under the terms and conditions of this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate license agreement you may have
executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks, service marks, or product names of the
Licensor, except as required for reasonable and customary use in describing the origin of the Work and reproducing the content of
the NOTICE file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor provides the Work (and each
Contributor provides its Contributions) on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
implied, including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT, MERCHANTABILITY, or FITNESS
FOR A PARTICULAR PURPOSE. You are solely responsible for determining the appropriateness of using or redistributing the Work
and assume any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including negligence), contract, or otherwise, unless
required by applicable law (such as deliberate and grossly negligent acts) or agreed to in writing, shall any Contributor be liable to
You for damages, including any direct, indirect, special, incidental, or consequential damages of any character arising as a result
of this License or out of the use or inability to use the Work (including but not limited to damages for loss of goodwill, work
stoppage, computer failure or malfunction, or any and all other commercial damages or losses), even if such Contributor has been
advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative Works thereof, You may choose to offer,
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and charge a fee for, acceptance of support, warranty, indemnity, or other liability obligations and/or rights consistent with this
License. However, in accepting such obligations, You may act only on Your own behalf and on Your sole responsibility, not on behalf
of any other Contributor, and only if You agree to indemnify, defend, and hold each Contributor harmless for any liability incurred
by, or claims asserted against, such Contributor by reason of your accepting any such warranty or additional liability.
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